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Zusammenfassung

Beweisbare Sicherheit und Skalierbarkeit sind zwei wiinschenswerte Eigenschaften einer Blockchiffre. Die
erste garantiert, dass die Chiffre unsere Erwartung der Sicherheit verschliisselter Daten erfiillt. Die Skalier-
barkeit macht die Nutzung der Chiffre einfacher und ermdglicht Anpassung des Sicherheitsniveaus an die
gegenwirtigen Anforderungen durch Anderung gewisser Parameter. In dieser Dissertation untersuchen wir
die beweisbare Sicherheit von drei skalierbaren Blockchiffren (Feistel-Chiffre, TST und IDEA) im Ran-
dom Oracle Model.

Die Dissertation besteht aus zwei Teilen. Der erste Teil ist eine Einfiihrung in die Theorie der beweis-
baren Sicherheit. Bis jetzt existieren in der Literatur nur wenige Artikel, welche sich mit der Theorie der be-
weisbaren Sicherheit von Verschlisselungsverfahren befassen. Zusétzlich verwenden sie unterschiedliche
Sicherheitsmodelle und Begriffe der Ununterscheidbarkeit. Im ersten Teil der Dissertation wird die Theorie
der beweisharen Sicherheit vereinheitlicht und vervollstdndigt. Dabei werden das uniforme Modell und
Vaudenays Begriff von Ununterscheidbarkeit verwendet. Wir illustrieren die Methoden am Beispiel der
Analyse des asymmetrischen Feistel-Netzwerks. Im zweiten Teil wird diese Theorie angewandt, um die
Sicherheit von zwei anderen skalierbaren Blockchiffren, ndmlich TST und IDEA, zu analysieren.

Das erste Kapitel des ersten Teils (Kapitel 2) beschreibt die grundlegenden Begriffe der beweisbaren
Sicherheit und fuhrt das Sicherheitsmodell sowie die mathematischen Grundlagen ein. Das darauf fol-
gende Kapitel diskutiert allgemeine Angriffe, ndmlich die Known-Plaintext-Attack, die (Adaptive-)Chosen-
Plaintext-Attack, die (Adaptive-)Chosen-Ciphertext-Attack und die (Adaptive-)Chosen-Plaintext-Cipher-
text-Attack. Die Matrixnormen, die mit den individuellen Angriffen im Zusammenhang stehen, und die,
die zu den oberen Grenzwerten der “Advantage” der Angriffe filhren, werden hergeleitet. Die Beweise der
Sicherheit fiir einige der Angriffe werden am Beispiel des asymmetrischen Feistel-Netzwerks illustriert.

Es wird oft versucht, einen iterativen Angriff durchzufiihren, indem eine einfache Angriffsmethode
auf eine Blockchiffre mehrfach angewandt wird. Ein iterativer Angriff ist offensichtlich stérker als ein
Einfacher. Eine andere Mdglichkeit, einen starkeren Angriff zu erreichen, ist, mehrere einfache Angriffe
nacheinander durchzufiihren. Dabei ist die natiirliche Frage, welcher Anteil der Advantage in dieser Weise
erhoht werden konnte. In Kapitel 4 tberpriifen wir die kombinierten Angriffe und leiten die oberen
Schranken ihrer Advantage her. Die bekanntesten iterativen Angriffe sind differentielle und lineare Kryp-
toanalyse. Aufgrund ihrer groRen Bedeutung werden sie getrennt behandelt.

Da die BlockgréRe der Blockchiffre viel kiirzer als die zu verschliisselnden Nachrichten ist, werden
Methoden bendtigt, welche lange Daten zu verarbeiten ermdglichen. Einige solche Methoden wurden im
NIST-FIPS 81 Standard vorgeschlagen. Das letzte Kapitel des ersten Teils analysiert diese Methoden, sowie
eine modifizierte Methode von Diffie, und evaluiert deren Sicherheit.

Im zweiten Teil der Dissertation wird die Sicherheit der skalierbaren Blockchiffren behandelt. Es wer-
den zwei Methoden der Skalierbarkeit — Skalierbarkeit der Chiffre durch Anpassung der Primitive und
Skalierbarkeit durch Anpassung der Struktur — eingehend untersucht, und dabei wird die Sicherheit von
zwei skalierbaren Verfahren, TST und IDEA, hergeleitet.

Das erste skalierbare Verfahren TST wurde in [8] eingefiihrt. Es basiert im wesentlichen auf einem mod-
ifizierten asymmetrischen Feistel-Netzwerk. Da die Sicherheit des asymmetrischen Feistel-Netzwerkes im
ersten Teil bereits behandelt wurde, besprechen wir hier kurz die Auswirkung von Anderungen der Struktur
auf die Sicherheit des gesamten TST-Verfahrens und fokussieren uns dann auf die Sicherheit seiner Prim-
itiven und auf deren Beitrag zur Sicherheit der Chiffre. Genauer zeigen wir, dass eine in TST verwendete
Hashfunktion schwach ist, und dass das Hinzufiigen einer anderen Funktion in das Feistel-Netzwerk nicht
den gentigenden Ausgleich fiir die Schwéche liefert. Weiter zeigen wir, dass wenn eine gute Hashfunktion
verwendet wird, die P-Box in TST nicht erheblich zur Sicherheit beitragt, und damit entfernt werden kann.
In dieser Weise wird das Schema vereinfacht. AnschlieRend analysieren wir andere Hashfunktionen und
deren Anwendung im Verfahren. Wir zeigen, wie die beste Hashfunktion im Hinblick auf die Sicherheit
des gesamten Verfahrens gewahlt werden kann.



Die IDEA-Chiffre ist eine der bekanntesten Chiffren, die nicht auf einem Feistel-Netzwerk basieren.
Jedoch ist die Skalierbarkeit ihrer Primitiven begrenzt, so dass die BlockgroRe der Chiffre nicht 64 Bits
Ubersteigen kann, was gegenwartigen Anforderungen nicht gerecht wird. In Kapitel 8 untersuchen wir
zuerst die Sicherheit des IDEA-Verfahrens, dann zeigen wir, wie aus der IDEA-Chiffre neue skalierbare
Chiffren konstruiert werden konnen. Wir stellen zwei skalierbare Verfahren vor: das erste hat eine paral-
lele Struktur unter Verwendung des zugrundeliegenden IDEA-Verfahrens im grofitmoglichen Umfang, das
zweite ist seriell und verwendet das IDEA-Verfahren nur einmal pro Runde. Wir evaluieren die Zahl der
Runden, die notwendig sind, um Pseudorandomness und Super-Pseudorandomness sicherzustellen.

Die Dissertation schlieit mit vier Anhéngen. Die ersten Zwei listen die verwendeten Symbole und die
Akronyme, der Dritte gibt Eigenschaften der verwendeten Matrixnormen an, und der Letzte enthélt eine
Anzahl von Lemmas, die in mehreren Beweisen eingesetzt werden.

Ich habe diese Arbeit selbstdndig verfasst und dabei keine anderen als die in der Literaturliste aufgefihr-
ten Hilfsmittel benutzt.

Lenka Fibikova
Essen, Juli 2003
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Chapter 1

| ntroduction

1.1 Short History of Provable Security

Before the second world war, security of encryption was usually based on secrecy of the ciphers. The rapid
development of communication and spying technologies in the last century caused extensive research of
ciphers with keys.

As early as 1949, theoretical security of cryptosystems was studied by Shannon [20]. He worked within
an ideal model assuming that cryptanalysts have unlimited time and computation power available, and cal-
culated the amount of information one may get about a plaintext from a ciphertext depending on its length
and on the statistical structure of the plaintext language. He introduced the notion of perfect secrecy, and
proved that the Vernam cipher (one-time pad) has this property. Except that the model is very restric-
tive, the (information-theoretic) approach led already for very simple ciphers, like a simple substitution, to
complicated results, and thus it is very difficult to apply.

Absence of a practical method for evaluation of security of cryptosystems caused ad-hoc design of
cryptosystems based on good ideas of their authors. Moreover, cryptosystems were considered to be secure
until they were broken. This turned into a “ball game” between cryptographers and cryptanalysts — the first
designed a cipher, the second found a way to break it, then the first tried to improve it or designed another
one and so forth in a never-ending cycle. At the best some consensus emerged that good cryptosystems
exhibit some common properties, like the avalanche criteria etc.

A turn arrived in 1984 when Goldwasser and Micali introduced the idea of provable security [11]. They
developed it in the context of asymmetric encryption, but it soon spread to other areas of cryptography. The
first step of proving a cryptographic scheme to be secure is to create a formal adversarial model and define
what it means for a scheme to be secure. Given this basis, a particular scheme can be analyzed in terms
of meeting the definition. The idea of provable security had great potential, but it did not have an actual
impact on cryptography for several reasons: First, the proposed method actually did not prove anything,
the idea was to reduce the problem of security of a scheme to the problem of security of the underlying
cryptographic primitives. However, in symmetric cryptography, block ciphers are the most used primitives,
and there was no tool for proving their security. Second, using public-key primitives leads to inefficient
constructions. And at last, the method only has asymptotic results about the infeasibility of breaking a
scheme in polynomial time; it does not quantify how much a scheme is secure. [1]

In 1988, Luby and Rackoff published their famous article [14], in which they proved security of the
idealized Feistel scheme. They used the model of indistinguishability, also known as the Turing test. There
were later several generalizations and applications of their results. One of the most significant was the
simplification of the proof by Ueli M. Maurer [16]. While Luby and Rackoff worked in the non-uniform
model using Boolean circuits for the definition of distinguishers and the complexity-theoretic approach
for evaluation of the complexity of a successful distinguisher, Maurer made use of the uniform model
and probability theory to evaluate the probability of success of a distinguisher. The Maurer’s approach
brought much simplification to provable security. It was later shown in [12] that the non-uniform model is
stronger than the uniform one, however, there is no practical example of a security theorem proved in the
non-uniform model, which cannot be proved in the uniform one.

In the 90’s, the technique of the provable security was improved by Bellare and Rogaway. They in-
troduced the practice-oriented provable security, also called concrete security, and formalized the random
oracle model (it was previously used intuitively by different authors, also by Luby and Rackoff), and de-
fined several notions of indistinguishability. The concept of the random oracle model is to build a secure
system in two steps: First, one designs an idealized system, where all underlying cryptographic primitives
are substituted by perfect random functions and permutations (i.e. random oracles), and proves security
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of this idealized system. Next, one replaces the random oracles by “good” cryptographic functions and
permutations, and obtains an implementation of the ideal system in the “real world”, where random oracles
do not exist. Since the security of the primitives is not evaluated, the second substitution decreases credibil-
ity of the whole system; however, this method brought efficiency into provable security and some security
guarantees — although not at the same level as in the standard provable security approach, but superior to
those provided by totally ad-hoc system design. Furthermore, this approach is non-asymptotic, based on the
idea to treat cryptographic primitives as finite pseudo-random function families (since the key randomizes
the behavior of the primitive), and enables one to quantify security in term of how much computation of
the adversary the scheme can withstand in a certain type of attack. It also enables to compare different
schemes, rather than simply stating whether they are secure or non-secure.

This method was further elaborated by Vaudenay to the decorrelation theory. His original goal was to
design a tool for proving security against differential and linear cryptanalysis, however, it turned out that
it is more general and can be used for different types of attacks [21]. The main idea is to construct a few
primitives with small distance from a perfect random function/permutation (decorrelation modules) and to
plug them into any regular cryptographic scheme. The distance of a function/permutation from a perfect
random function/permutation is measured by norms on matrix sets since matrices are used to represent
the probability that a particular input is mapped to a particular output. Different types of attacks induce
application of different types of norms. Generally, the stronger the attack, the more sophisticated the matrix
used to measure the distance has to be.

The random oracle model is very strong tool, and may be used to evaluate security of the main scheme;
the construction of the basic decorrelation modules eventually eliminates the loose end of the random oracle
model. Thus, by choosing a particular norm and corresponding decorrelation modules, and by plugging
them into a cryptographic scheme proved to be secure in the random oracle model, one can obtain a system
secure against the particular type of attack with no further conditions.

The decorrelation theory is a nice tool for designing provable secure ciphers and cryptographic func-
tions; however, its use for proving security of an existing cipher has a shortcoming: When one proves that
a cipher is secure in this model, then it is secure in a very strong notion of not being distinguishable from
a perfect random function. On the other hand, when one proves that a cipher is not secure in this model, it
says only that an attacker has some (eventually high) probability to distinguish that it is not a perfectly ran-
dom output; it does not say anything about how secure the cipher is against weaker attacks which are more
advantageous for an attacker, like for example finding an encryption key, or being able to encrypt/decrypt a
different message.

1.2 Scalability of Encryption Algorithms

One of the most difficult tasks in the conventional cryptography has always been the distribution of secret
keys among all parties involved in secret communication. The solution was usually based on the personal
exchange of the keys or on their distribution through a trusted third party. For obvious reasons, neither
of these methods was satisfying: One had either to meet the other party personally, what may have been
a problem at distant communication, or both had to entrust their secrets to someone else. The idea of
the asymmetric cryptography therefore meant a big turnover: It has enabled one to communicate privately
without the necessity of any mediator.

The main problem of asymmetric ciphers is often seen in their slowness. But they have another draw-
back which comes from their very substance and cannot be eliminated by any fast hardware or efficient
algorithm: If the plaintext message space is small, the exhaustive search through all possible plaintexts
unfolds the encrypted message in a reasonable time. An attacker does not need to recover any key, since
anyone may have access to the encryption (public) key. With the symmetric ciphers, the combination of
the unknown message and the unknown key makes the space to be searched significantly larger, and by
enlargement of these parameters it may be theoretically made as large as one wishes. Therefore, the con-
junction of a symmetric and an asymmetric cipher into a so called hybrid system creates a scheme which
(with respect to security properties) makes use of the best of both of them: Messages are encrypted with a
random session key, which takes advantage of the speed of the symmetric cipher, and of using the secret
key only once; and the asymmetric cipher is used to encrypt just a random string, the session key, chosen
from a sufficiently large key space.

Naturally, using the hybrid schemes requires both of the ciphers to provide equal, or at least comparable,
level of security. Otherwise, attacks may be aimed against the weaker one. Consequently, the whole system
is only as secure as the weaker part. Here, flexibility plays an important role. Particularly, unlike the
asymmetric algorithms which are scalable by nature, symmetric ciphers have usually a fixed key and block
size. (Although it is possible to use a stream cipher for the symmetric encryption in hybrid systems, block
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ciphers are commonly used.) In asymmetric ciphers, the size of the plaintext block is given by a key
parameter, e.g. by the size of the underlying finite field or group. By contrast, the block and key size of a
block cipher may not necessarily be equal, but the security of the system depends also on their mutual rate.
Therefore, we assume both the block and key size as essential parameters of block ciphers.

Since the minimal size of the security parameters necessary to ensure the appropriate level of security
grows with technology progress, after some time it must happen that a symmetric algorithm with a fixed
key and block size does not provide sufficient security any more and has to be replaced. It means replac-
ing/reprogramming at least part of the cryptographic system. Therefore, the wide application of the hybrid
schemes naturally calls for symmetric ciphers scalable to a similar extent as asymmetric ones. Changing
view and increased preferences given to the scalability have been nicely illustrated with the requirements
for AES, where the proposed architecture of the cipher was required to provide three different key sizes.

There is not much research done in the field of scalable block ciphers. Some scalable Feistel-like
structures were studied in [27], and [22]. In the first case using the non-uniform model of Luby and Rackoff,
in the other one in the context of the AES candidates. Some research oriented to scalability was done
by Valér Canda and Tran van Trung, and led to a design of a practical scalable cipher TST based on an
unbalanced Feistel network [8].

1.3 ThesisOverview

The thesis is divided into two parts. The first part provides a general introduction to provable security. There
are several papers devoted to provable security, however using different models of security and different
notions of indistinguishability. In the first part, we unify and complete the theory of provable security using
the uniform model and Vaudenay’s notion of indistinguishability. We illustrate the methods on the example
of analysis of the unbalanced Feistel networks. In the second part, we use the theory to analyze security of
two scalable block ciphers: TST and IDEA.

The first chapter of the first part (Chapter 2) explains the basic terms of provable security, and introduces
the security model and mathematical tools used in the rest of the thesis. The next chapter is devoted to the
general attacks, namely to the known plaintext attack, the (adaptive) chosen plaintext attack, the (adaptive)
chosen ciphertext attack, and the (adaptive) chosen plaintext-ciphertext attack. The matrix norms associated
with the individual attacks and upper bounds on the success of the attacks are derived. The security proofs
for some of the attacks are illustrated on example of the unbalanced Feistel scheme.

Having a simple attack against a cipher, one may try to repeat it several times with hope that the resulting
iterated attack will be stronger than the underlying one. Another possibility is to perform several distinct
attacks in sequence. The natural question is, how much improvement one can get in this way. In Chapter 4,
we examine the composed attacks and derive the upper bounds on their success depending on the strength of
the underlying attacks. The best known attacks of the iterative type are differential and linear cryptanalysis.
Because of their popularity, we discuss them separately.

Since the block size of block ciphers is usually much shorter than the expected messages to be encrypted,
one needs a method how to handle the long messages. Several modes of operations were suggested in the
NIST FIPS 81 standard. The last chapter of the first section is devoted to these modes and one modification
proposed by Diffie, and their security is evaluated.

In the second part of the thesis, we study security of scalable block ciphers. We address two methods
of scalability: scalability through primitives of the cipher and scalability through the structure, and prove
security of two scalable schemes: TST and IDEA.

The first one, TST, is a scalable symmetric scheme introduced in [8]. It is based on the unbalanced
Feistel scheme with some modifications. Since the security of the unbalanced Feistel network is studied in
the first part of the thesis, we only shortly discuss influence of the modifications to the security of the TST
scheme and focus on the security of its primitives and on their contribution to the overall security of the
cipher. Namely, we show that a hash function used in the TST scheme is weak and even addition of another
primitive to the unbalanced Feistel scheme does not provide sufficient compensation for the weakness.
Further on, we show that if a good (strong) hash function is used in the scheme, then the new primitive does
not significantly contribute to the security, and may be removed thus simplifying the scheme. Subsequently,
we will investigate other hash functions and their use in the scheme and show how one can select the best
one with respect to security of the overall scheme.

The IDEA cipher is one of the most popular ciphers not based on the Feistel scheme. However, scala-
bility of its underlying primitive (the round function) is limited so that the block size of the cipher cannot
exceed 64 bits, which does not satisfy current requirements. In Chapter 8 we first discuss security of the
basic scheme of IDEA, and then we show how to use it in order to build a scalable IDEA scheme. We
introduce two scalable schemes — the first one has a parallel structure using the underlying primitive in
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the greatest possible extent, the other one is non-parallel using it only once per round — and evaluate the
number of rounds necessary to ensure their pseudorandomness and super-pseudorandomness.

The thesis concludes with four appendices. The first two lists the used symbols and acronyms, the third
one proves properties of the matrix norms associated with the general attacks, and the last one gives some
simple lemmas employed in several proves.
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Chapter 2

Security Model

In this part of the thesis, we present foundations of provable security. It is mainly based on the work of
Vaudenay and Bellare. We unify and complete published results, which use different models of security,
into an integrated theory. For being able to track the original sources, we refer to them at the theorems taken
from different articles, as well as at the theorems using methods introduced there. In the first case, we put
the reference at the begin of the theorem, in the other one at the begin of the proof.

In this chapter we introduce the model of security used in the following chapters to study the security
of block ciphers. It is based on three general ideas: The first is the random oracle model which enables
decomposition of the proof of security into smaller tasks. Next, the distinguishing approach to attacks that
defines very strong notion of security based on rather simple method. And finally decorrelation, which
provides a mathematical tool for the proofs.

2.1 Random Oracle M oddl

In our security model we will use oracles in two different meanings. The first one is the concept of the
random oracle model (ROM). It was formalized by Bellare and Rogaway [3] and its principle is substitution
of building blocks of a cryptographic scheme by random oracles, i.e. by oracles generating perfectly
random outputs.

Cryptographic schemes are built on various pseudorandom functions and permutations, which do not
solve any specific cryptographic problem, but have to be put together to create a scheme. These functions
and permutations are called atomic primitives of the scheme. For example in a Feistel cipher (e.g. DES)
the round functions are its atomic primitives. On a higher level, for modes of encryption operation (ECB,
CBC, etc.), the whole block cipher may be considered to be an atomic primitive of the mode (see Chapter
5).

Analyzing security of a scheme together with the specific primitives causes two problems: First, the
structure of the primitives brings much complexity into the analysis; second, every change in a primitive
demands reevaluation of the whole scheme. The approach of the random oracle model is to build a system
in two steps. The first step is to design an idealized scheme where all underlying cryptographic primitives
are substituted by random oracles, and prove security of this idealized scheme. Next, the random oracles are
replaced by “good” cryptographic functions and permutations. In this way, one obtains an implementation
of the ideal system in the “real world”, where random oracles do not exist.

Notation: Since we will use also another type of oracles (see Section 2.2) in our security
proofs, in the following we will use the term “perfect random function” or “perfect random per-
mutation” instead of the “random oracle”. Further, the random oracles will always be marked
with a star, usually writing F'* for a perfect random function and C* for a perfect random
permutation (perfect cipher).

2.2 Distinguishers

Using the ROM, we will work in a rather strict model — the attacker’s goal will be to distinguish a cryp-
tographic scheme from a perfect random function in the following game: The attacker has access to an
oracle which implements either the cryptographic scheme or a perfect random function — it is not known
to the attacker which one, but it is known that the oracle implements the same function during the whole
game. Querying the oracle a limited number of times and using its answers (and unlimited computation
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power), the attacker has to decide which function the oracle implements, and output 1 (“accept”) if it is the
encryption scheme, or 0 (“reject”) if it is a perfect random function.

Since the goal of the attacker is to distinguish two functions, it is called a distinguisher [21]. A
distinguisher which may query the oracle up to d times is called a d-limited distinguisher [21]. In general,
the goal of a distinguisher can be to distinguish any two fixed random functions from each other.

Different types of distinguishers may be defined, depending on the type of attack they perform. For
example:

e a known-plaintext-attack (KPA) distinguisher may query the oracle only with a predefined set of
plaintexts and gets its ciphertexts;

e a chosen-plaintext-attack (CPA) distinguisher queries the oracle by any set of plaintexts chosen in
advance;

e an adaptive-chosen-plaintext-attack (ACPA) distinguisher may choose any set of plaintexts adaptively
depending on all previous answers of the oracle.

Similar distinguishers can be defined for attacks which query the oracle with ciphertexts and get plain-
texts (ciphertext-attack distinguishers), as well as attacks which combine choosing plaintexts and cipher-
texts (plaintext-ciphertext-attack distinguishers). The adaptive-chosen-plaintext-ciphertext-attack (ACPCA)
distinguishers are the most powerful ones.

The success of a distinguisher D to distinguish a random function F' from a perfect random function
F™* is determined by two probabilities:

e probability of answering “accept” when the oracle implements F' (a correct answer) — pg, and
o probability of answering “accept” when the oracle implements £'* (an incorrect answer) — ps.

The overall ability of a distinguisher D implementing an attack ATK using at most d oracle queries to
distinguish the two functions is measured by the advantage defined as Adv[A)TK(d) (F,F*) = |po — p1]. It
is a value in the interval (0, 1) expressing the probability that the distinguisher is able to distinguish the two
functions from each other — a high advantage implies that it can distinguish them with high probability,

and vice versa, if the advantage is small, the probability that it distinguishes them is small.

Notation: The advantage of the best distinguisher between a random function and a per-
fect random function for a particular class of attacks will be denoted by AdvFATK() (F) =
maxp{ Adv ¥ (F, F*)}, and similarly AdvCATK@ (C) = maxp{Adva ¥ (C, C*)}
will denote the advantage of the best distinguisher between a random permutation and a per-
fect random permutation.

Example 2.2.1 Consider a simple distinguisher for a function F', which always returns “accept”. When-
ever the oracle implements the function F, the distinguisher “accepts”, and thus po = 1. When a perfect
random function is implemented, it also always accepts, and therefore p; = 1 too. Hence, the advantage of
this distinguisher is |1 — 1| = 0, which means that the distinguisher cannot distinguish the two functions at
all.

The example above shows that the attacker has to use a cleverer idea then always accepting in order to get
nonzero probability of success. However, the goal of a designer of a cryptographic function is to make it
difficult for an attacker to distinguish it from a perfect random one, even when the attacker has the very
best idea how to attack the function. In other words, the advantage should be very small even for the best
possible attack — in the ideal case equal to 0, which means that the attacker cannot do anything better than
always accept.

Note that this model of security is very strong. When one proves that a cipher is secure in this model,
then it looks like a perfect random function. On the other hand, when one proves that a cipher is not secure
in this model, it says only that an attacker has some (eventually high) probability to distinguish that it is not
a perfectly random output. This fact does not say anything about how secure the cipher is against weaker
attacks which are more practical for an attacker, like for example finding an encryption key, or being able
to encrypt/decrypt another message.

When we discuss the best d-limited distinguisher for a particular type of attacks, we will sometimes
consider that AdvFSTK(d) (F) = po — p1. We may do this without loss of generality, because in the case
that po — p1 < 0 for the best distinguisher D, we can construct another distinguisher D’ which returns the
inverse answers of D, i.e. it accepts whenever D rejects, and vice versa. For this distinguisher

py = Prp/[“accept”

F] = Prp[“reject”

F] =1 —Prp[“accept”

F] =1- po.
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Similarly, p), = 1 — p1, and AdvFp ™ (F) = py — po = pl) — p} = AdoF "D (F). Thus, there
is another best distinguisher, for which AdvFg,TK(d)(F) = p{, — p}. By analogy, we may write that

AdvFg‘TK(d) (F) = p1 — po.
The following lemma makes use of this property.

Notation: Let A be a condition for the oracle queries and responses. AdvFg‘TK(d) (F|A) will
denote the advantage of the distinguisher D under the condition that the oracle queries and re-

sponses satisfy the condition A. For the advantage of a cipher we will write AdeéTK(d) (C|A)

Lemma2.2.2 Let F' be a random function, d an integer, and A a condition for the oracle queries and
responses. Let ATK be a class of attacks. Then,

AdvFATRD () = AdoFATRD (F|A) - Pr(A] + AdvFATED (F|=A) - Pr[-A].
Proof: Let D be the best d-limited distinguisher for the class of attacks ATK
AdvFA™ D (F) = py — py = Pr[*accept”| F] — Pr[“accept”| F*]
= Pr[“accept”|F' A A] - Pr[A] 4 Pr[“accept”|F' A —A] - Pr[—A]
— Pr[*accept”|F'* A A] - Pr[A] — Pr[“accept”| F* A —A] - Pr[-4]
= (Pr[“accept”|F' A A] — Pr[“accept”|F* A A]) - Pr[A]
+ (Pr[*accept”| F' A = A] — Pr[“accept”| F’* A = A]) - Pr[—A4]
= Ado ™D (F|A) - Pr{A] + AdvF™ D (F|-A) - Pr[-A]

[ |
Now, we use this lemma to show how the overall advantage depends on the local quality of the function.

Theorem 2.2.3 Let F' be a random function, d an integer, and A a condition for the oracle queries and
responses, under which output of the function F' is undistinguishable from a perfectly random output, then
for any class of attacks ATK:

Adv AT () < 1 - Pr[A],

where Pr[A] is probability that queries of an execution of the attack satisfy the condition A.
Proof:

AdvFATED () = Adv FATRD (F|A) - Pr{A] + AdvFATED (F|-A) - Pr[-4]
< 04 Pr[~A4] =1 — Pr[4]

The theorem states that if we are able to construct a function which is almost always ideal then the
overall advantage will be small.

The advantage of a distinguisher expresses the probability that an attacker is able to distinguish between
the random function and a perfect random one. However, often the goal of an attacker is considered to be
the generation of a valid plaintext-ciphertext pair after seeing a particular number of plaintext-ciphertext
pairs (a generating attack). The following theorem tell us how difficult it is to meet this task comparing to
the distinguishing one.

Theorem 2.2.4 ([21]) Let C be a cipher (a random permutation) on M, ATK a class of attacks, and d
an integer. If AdvCATX(D(C) = a(d), then for any generating attack of the same type, which queries the
oracle up to d — 1 times and which issues a pair (x4, yq) such that z4 # z; (foralli = 1,...,d — 1), the
probability that C(xq) = ya is at most 37 + a(d).

Proof: Let G be a generating attack which queries the oracle up to d — 1 times and which issues a pair
(z4,yq) sSuchthat x4 # x; foralli = 1,...,d — 1. Let p be the probability that this attack is
successful.

We can construct a distinguisher D from the attack G. The following example is true for
ATK = ACPA, but similar distinguishers can be defined for other types of attacks by modifying
Steps 1-3.
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DISTINGUISHER 2.1 (G — D): d-limited distinguisher for C'

1. Forj=1tod—1do

1.1 Let G choose a plaintext ;.
1.2 Query the oracle with z;, and get y; = C(x;), where C is either C or C*.

2. Let G calculate the pair (x4, y4) depending on (z1,41), ... (Zd—1, Yd—1)-
3. Query the oracle with 4, and get y/; = C'(x;), where C is either C or C*.
4. Outputs “accept” if and only if yq = v/,

The probability that the distinguisher D outputs “accept” when the oracle implements C' is the same
as the probability, that the attack G is successful, i.e. p. The probability that the distinguisher
outputs “accept” when the oracle implements a perfect cipher is ﬁ since the output of the oracle
for 24 is random. Hence, AdvCa' <V (C) = |p — 3| < a(d), and thereforep < a(d) + . W

We will further study only distinguishing attacks.

2.3 Decorrelation

A cryptographic function can be seenasamap F : K x M; — Mas, where K is the space of keys,
M is the domain (set of plaintexts) and M. is the range (set of ciphertexts). Fixing the key, we get a
map with one input Fx : My — M,y by setting F(z) = F(K,z) for all x € M;. This function
takes a plaintext and returns a ciphertext corresponding to the fixed key and the plaintext. Using different
keys we get a collection of maps — a family of functions (function family) [2] — where each map is
associated with one key. In case that M; = M, the collection is called a permutation family [2]. If the
key K is chosen uniformly at random from /C, F'x is a random instance of F', and F' is called a random
function/permutation family [2].

Notation: For short, we will further omit the word “family”, and call F' a random func-
tion/permutation). When it is important that the function is a permutation, we will denote it
by C rather than F'.

A random function is locally random of degree d [16] if for every set of at most d inputs, the outputs
of the random function are independent and uniformly distributed, i.e. the function behaves like a perfect
random function as long as it is evaluated for at most d inputs. More formally, a random function F' : M; —
M, is locally random of degree d if for all possible d-tuples of inputs (zq,...,24) € M and outputs
(Y1,---,Yd) € ML, PrF(x1) = y1,..., F(xq) = ya] = Pr[F*(z1) = y1,..., F*(xq) = ya]. Therefore,
if an attacker is able to obtain maximally d input/output pairs of the function, he cannot distinguish whether
he has outputs of the function or outputs of a perfectly random source.

The probabilities of all combinations of input and output d-tuples may be organized into a huge | M |d X
| M|? matrix, denoted by [F]¢ and called the d-wise distribution matrix [21], i.e. [F]glgy =PrlF(X) =
Y], forall X = (z1,...,24) € M{andY = (yi,...,y4) € MZ. Entries of the matrix [F]? are thus
real numbers from the interval (0, 1). Furthermore, if there is a pair of indices (i, j) such that z; = «; and
¥ # y; then [F]glgy = 0, since the same inputs have to be projected into the same output; and if F' is
a permutation, [F|% - = 0 also when y; = y; and z; # ;. Each row of the d-wise distribution matrix
corresponds to the distribution of all output d-tuples (F(z1), F(x3), ..., F(zq)) over all possible d-tuples
of M4 for a fixed multi-point X = (z1,... zq). Therefore, 3y 4 [F]% y = 1, forany X € M.

Let F* be a perfect random function (a uniformly distributed random function) and C* a perfect random
permutation (a uniformly distributed random permutation). Then for any X = (z1,...z4) with ¢ pairwise
different entries among x;’sand any Y = (y1, ... ya),

[F*]d _ 1/[Mal® ifVi,j o =a; =y =y,
XY 0 otherwise
and

[C*]d _ 1/|M2|£ IfV’L,] 1T =Xy < Ui =Y
XY 0 otherwise

The following lemmas show basic properties of d-wise distribution matrices:
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Lemma 2.3.1 ([26]) Let F} : My — My and Fy : My — M; be two independent random functions,
and F* : Mo — My, Ff : My — My, and F5 : My — M; be three independent perfect random
functions. Then

1. [Fyo Fy)d = [Fy)? x [Fy]?

2. [B]? x [F{]? = [F3] x [F1]? = [F]1

3. [Fro )t — [F*]? = ([F]? = [F3]%) x (1] = [F}])
Proof:

LVYX,Y: [FloRlky =Pr(FioR)(X)=Y]=Y,PlRX)=ZAF(Z) =Y]=
Y7 PIIR(X) = Z] - PrF1(2) = Y] = 4 [Pe]% 2 - [F1gy = ()" x [F])xy

2. Q. Letzy,...,zq be pairwise different. Then [F*]% , = 1/|M3|? for any Y and thus
1 1
d *1d _ d *1d _ d _ _ *1d
(P x (P = IRz (Pl = (e SIPI = s = (Pl

ii. Letthereisa pair (a,b) such that x, = 2;. Then forall Y = (y1, ..., yq) With y, # yp
[Fy 0 F»]% y = [F*]%.y = 0. Hence,

(B2 x [F1Yxy = Y [Fal% 7 [FY1%y

Za=Zp

> Pr{Fy(zi) = 2 AFY (i) = yi | Vi€ {1,...,d}]
Z

Za=Zp

Z PriFy(ms) = 2 A FY (2) = yi | Vi€ {1,...,d} \ {b}]

Za=Zp

=Y B F% Y = (B < [F1 ) xe v
Z/

where X', Z’, Y arise from X, Z, Y by dropping the b-th coordinate. Following this
method, we can eliminate all equal pairs and then apply the step i.

3. ([F2)? = [F5]7) x ([F])? = [Fy]9) = [R]? x [F])? — [Fo]? x [Fy]? — [F3]? x [F]? +
[F517 < [FY]? = [Fo] ! x [F1]? = [F]? = [F*]9 + [F*]? = [Fy 0 Fp)? — [F*]¢

Lemma 2.3.2 Let C; and C5 be two independent random permutations and C* a perfect random permu-
tation on a set M. Then

1. [Cy 0 Co)d = [Co]? x [C1]¢
2. [C1] x [ =[C]? x [Ch) = [C*)?
3. [Cro G = [C*]7 = ([Ca]? = [C*]) x ([C1]* = [C*])
Proof: The proof is similar to the one of the previous lemma and is omitted. ]

Lemma 2.3.3 Let C be a random permutation on a set M. Then
Proof: VX,Y : [C7'%y =PrlC™'(X) =Y]=PrC(Y) = X] = [C]{. x = [[C1"]  y [ |

Similarity of two random functions may be measured by distance of their distribution matrices. Given
two random functions F" and G from a set M to a set M, an integer d, and a distance D over the space of
all | M¢| x | M4] matrices, the d-wise decorrelation D-distance [21] between F"and G is D([F]¢, [G]%).
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A decorrelation distance of zero means that for any multi-point X = (x1,...,xz4) the d-tuples of output
values (F'(z1), F'(z2), ..., F(zq)) and (G(z1), G(z2), . .., G(z4)) have the same distribution.

The goal of cryptographers is to construct functions, which look random. In other words, they try
to construct functions with minimal distance from a perfect random one. The decorrelation D-distance
between a random function F' and a perfect random function £'* is called the d-wise decorrelation D-bias
[21].

Notation: The decorrelation bias of a function F will be denoted by DecF@, i.e. DecF2(F)
= D([F)4,[F~*]%). If it is important that the distance is measured between a random permuta-
tion and a perfect cipher, we will denote it by DecC% (C) = D([C]%, [C*]9).

A random function (permutation) with zero d-wise decorrelation distance from a perfect random one
is said to have perfect d-wise decorrelation. It means, that for any pairwise different =1, ...z the ran-
dom variable (F(x1)), ..., F(zq)) ((C(z1)),...,C(xq))) is uniformly distributed among all (y1, ..., yq4)
(among all pairwise different (y1, ..., ya)).

We present here some examples of ciphers with a perfect decorrelation of some order.

Example 2.3.4 [21] The Vernam Cipher has perfect 1-wise decorrelation.

Proof: The Vernam Cipher is a cipher on a set M defined as C(z) = = + K, where K is uniformly
distributed on M. For all z,y € M it holds:
PriC(z) =y|=Prlz + K =y]| =Pr[K =y — z] = 1/|M| = Pr[C*(z) = y] [ ]

Note that although the 1-wise decorrelation of the Vernam Cipher is perfect, its 2-wise decorrelation is far
from the ideal: Since [C]% y = Prlz1 + K = y1 A 22 + K = ya] = Prlz; — 2 = y1 — y2), for each
fixed pair X = (z1, ), most of the values [C]% y are zero. More precisely, in each line (1, z2) of
the distribution matrix, only | M| entries of all |M|* are nonzero, and for those [Cl%xy = 1/IM], while

C* %y = 1/]M* whenever z; # x5 and y; # yo.

The next example is a generalization of the Vlernam cipher using two different keys:

Example 2.3.5 [21] Let C : M — M be defined as follows: C(z) = ax + b, where K = (a,b) is a key
uniformly distributed in M™ x M. The cipher C has perfect 2-wise decorrelation.

Proof: Let X = (z1,22),Y = (y1,%2) € M2
1. Letx; = a9 and y; = yo (1-wise decorrelation). Then

b):b=y1 — b
PHO(X) = Y] = Prla, + b = 4] = L@0) y1|MiI>l<’j4€| M, b e My

M7 1

= e = g =PI =]

2. Letx; = zpand y; # y2. ThenPriC(X) =Y] =0 =Pr[C*(X) =Y.

3. Letx; # a9 and y; = yo. Then
PriC(X)=Y] =Prlaxz1 +b=y1 Naze + b=y1] = 0=Pr[C*(X) = Y]

4. Letxy # x9 and y; # yo. Then

PriC(X) =Y] =Prlaz; + b=y1 A axs + b = y2]

xr1 — o Tl — T2
_ ot
(MF[ M (IM] = 1) M|

Example 2.3.6 [21] Let C' : M — M be defined as follows: C(z) = a + b/(c + x), where K = (a, b, ¢)
is a key uniformly distributed in M x M™ x M, and let 1/0 = 0 by definition. The cipher C has perfect
1-wise, and almost perfect 2- and 3-wise decorrelation.

Proof: Let X = (z1,32,23),Y = (y1,y2,y3) € M3
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1. Ifthere is a pair (i, j) such that z; = x; and y; # y; or y; = y; and x; # x; then
PriC¢(X) =Y]=0=Pr[C*(X) =Y]. (If z; = z; then
yi=a+b/(c+x;) =a+b/(c+x;) =y, Ify; =y, then
zi =c+b/(a+y)=c+b/(at+y;)=ux;)

2. If x1 = x5 = x3 and y; = y» = ys3 (1-wise decorrelation). Then

PriC(X)=Y]=Pr [a—&- c+bo:1 Zyl}

|{(a7b7c> b= (yl —a)(C+$1),b € M+,G,C € M}l
N |IM x M+ x M|

MM )
= =——=Pri[C*(X)=Y
MMM ] - e =Y

3. Let there be two distinct x;’s and y;’s (2-wise decorrelation). Without loss of generality, we
may assume x1 # xo and y; # yo. Then

b b
PIC(X)=Y]=Prla+ —— =y Aa+ —— =
(C(X) = Y] =Prla+ —— =y na+ >

c+ xo
(@b tb= (g — a)(c + 2y), 0 = LBt ) e At o c € MY
M x M+ x M|
JF
= M| L pF(x) =Y

T MMM IMP

4. Letall z;’s and all y;’s be pairwise distinct (3-wise decorrelation). Then

PIC(X) = Y] =Pr |a+

= A a - N a
c+x 4 +c+z2 Y2 +c+z3

1
MM =DM

=Y3

The last two probabilities only slightly differ from Pr[C*(X) = Y]
(PriC*(X)=Y]-PriC(X)=Y] = |M|.1|M|2 and |M|.2|M|§ respectively).

The distance between two matrices may be measured by norms on matrix sets. A mapping from a set of
matrices A to the set of real numbers is a norm if the following properties hold for all matrices A, B € A,
for which the according operations make sense:

1. |A||=0ifandonlyif A =0,

2. |lu- Al = |ul - ||A||, for any real number w,
3. [[A+ Bl < [IAl + |1B].

A norm is a matrix norm [26], if

4. [|Ax Bl < [[All-[|1B]]

For examples of different norms, see Appendix C. Given a norm || - ||, the distance between two functions
F and G can be defined as D). (F, G) = [|[F]* — [G)Y].

Using matrix norms has the advantage of being able to determine the decorrelation of a composite
function from the decorrelation of its components, as the following theorem shows.

Theorem 2.3.7 ([25]) Let || - || be a matrix norm. Then for any independent random functions F; and F3
from M; to M, and F» and Fy from M, to M, the following properties hold:

1. DecF¢

i (F1oFy) < DecFé (Fy) - DecFl‘li_” (Fy)
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2. ||[Fy 0 Fa)? — [Fy o Fu]?|| < DecFy (Fy) - [[[F2]? — [Ea]||
3. ||[Fy 0 F2]? — [Fy o Fu]?|| < DecFf (F) - [[[Fo]? — [Fa)|| + DecFyf (Fy) - [[[F1]* — [E5)7]|

Proof: Let F* : My — Mo, Ff : My — Mo, and Fy : My — M, be three independent perfect
random functions. Then

L. Deckiy(Fi  F2) = [[Fi o B’ = ()] B (F — [F)Y) x ([Fe) - [F5))]
< [[F)? = [FF)2) - |[F2)? — [F3]°)| = DecFjf (F1) - DecFyf (F)
2. DecFH ((F) - F2)? = [Ea)) = (I[F) = [FF)] - (2] = [Fa))] =
(] = [F7]7) < ([Fa]? = [Fa))]| = o
I[F] x [Fo]? = [F1]? x [F4]? — [FY]* x [Fo]? + [Ff]? x [F. ] | =
I[F1)? x [Fo]? — [F1]? x [Fy]? = [F*]? + [F*]9] = [[F1 0 Fo]? — [F1 o Fy)?|
3. Declf (1) - |12 = (Fa)] + Deckfy (73) - 1) = (7)) =
IF2)" = [FY]?)| - [[[F2)? — [Fa]? || + [|[Fo] = [E5]7| - | [F1]* — [Fs]d” >
I([F] — [Ff‘]d) x ([Fo]? = [F4]?) + ([F]? = [F3]7) x ([Fy]? = [F3]7)|| =
[[F1 0 Fo]* — [Fy o Fyl? 4 [F1 o Fa]* — [F3 0 Fy]?|| = [|[F1 0 F5]? — [F5 0 Fu]?||
[ |
A similar theorem holds also for composite permutations:
Theorem 2.3.8 Let || - || be a matrix norm. Then for any independent random permutations C, Cs, Cs,
and C, on M, the following properties hold:
1. DecC” ”(01 0(y) < DecCl‘li‘”(Cl) . DecC’I‘li‘”(Cg)
2. [[[C1 0 Co]* — [C1 0 Cul?|| < DecCf | (Ch) - [|[Ca]? — [Ca]?]|
3. [[[C1 0 Ca)? = [C3 0 Cu)|| < DecCy | (Ch) - [[[C2]* — [Cal[| + DecCil, (Ca) - [[[C1]¢ — [C5)7]|
Proof: The proof is similar to the one of the previous theorem and is omitted. ]

2.4 Proof of Security

An implementation of a cryptographic scheme {2 may be considered to be a random function (or permu-
tation) which calls another random functions and permutations — its primitives. We will denote this by
F=Q[F,...,F.,Ci,...,Cs),orshortly FF = Q[Fy ., Ch, . s]. The proof of security of the function F'
using the decorrelation theory consists of the following five steps:

1. Definition of a class of attacks the cipher should be secure against.

Different types of attacks (distinguishers) can be defined. Besides the general attacks mentioned in the
previous section, it is possible to define special subclasses of attacks (differential cryptanalysis, linear
cryptanalysis, etc.) in order to get a more accurate evaluation of security.

Generally, one has to keep in mind that it may not be enough to consider only one type of attack when
dealing with composite ciphers. Particularly, it is necessary to distinguish between attacks against the
scheme as a whole and attacks against its primitives (functions). For example, in Feistel networks (see
page 71) we never need to calculate inverse of the round functions (neither during the decryption). Thus,
studying a ciphertext attack against a Feistel network, we get a plaintext attack related to the underlying
round functions. Table 2.1 shows what type of attack applies for underlying functions when a particular
attack against the cipher is regarded.

Notation: Since the induced attack is independent from the function /' — it depends only
on its usage in the particular attack — ATK™ will denote the induced attack when only F
is used, ATK ~ when only 7~ is used, and ATK* when both F and £~ are used when
attacking the scheme. On the other hand, when the usage of the function is not determined,
we will write ATK .
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Attack against C[F] | Calculation of F' | Induced attack against F'
(ATK) in the attack ATK ATKp
KPA any KPA

(A)CPA F (A)CPA
(A)CPA F,F1 (A)CPCA
(A)CCA F (A)CPA
(A)CCA F1 (A)CCA
(A)CCA FF! (A)CPCA
(A)CPCA F (A)CPA
(A)CPCA F,F! (A)CPCA

Table 2.1: Induced attacks against F in C[F

2. ldentification of a norm corresponding with the defined class of attacks.

The definition of a particular class of attacks usually induces a special norm, which measures the advan-
tage of distinguishers realizing an attack from this class (see Chapter 3). In other words, there is a norm
|| - || such that for any random function F', AdvFATE() (F) < f(DecF{!, (F)) for some function f.

3. Evaluation of the advantage of the individual cryptographic primitives of the scheme.

The decorrelation of the functions Fi, ..., F., and permutations C1, . . ., C; is calculated separately. In
more complex scheme, some of them may be decomposed in a similar way as the main scheme; then the
advantage may be calculated recursively.

4. Evaluation of the advantage of the scheme in the random oracle model.

The primitives of the schemes are substituted by perfect random functions Fj,..., F*and CY, ..., C?
permutations, and the advantage of Q[FY, ..., E*, Cy,...,C¥] is calculated. ThIS is usually a much
easier task than the evaluation of the advantage of the whole scheme at once. However, Steps 3 and 4
are the most difficult, since there is no universal method for the evaluation.

5. Proof of how the decorrelation of the underlying primitives propagates to the scheme.

Here, the results of Steps 2 and 3 are combined into the final advantage. The following theorems show
how the advantage of composite schemes depends on the advantage of their primitives, if the function f
is defined to be f(x) = ka for a fixed constant .

Theorem 2.4.1 Let F4, ..., F, be r independent random functions, and C1, ..., C, be s independent ran-
dom permutations, which are used in order to define a function £ = Q[Fy,..., F,.,Cy,...,Cs]. Letthe
computation of the function F' require a; computations of the function F; (i = 1,...,r), and b; computa-
tions of the permutation C; (i = 1,. .., s). Letdbe aninteger,and F’ = Q[F}, ..., F* CY, ..., C%], where
Ff, ..., EF are independent perfect random functions, and C7, . .., C are independent perfectciphers If

aclass of attacks ATK is associated with a matrix norm || - || such that Adv FATK(D (F) = k. DecFH (),
then

AdUFATK(d)( ) < AdUFATK(d + ZAdUFATKF (a; d) + Z AdeATKc (bid) (C )

=1 =1

Proof: [Similar theorems for ACPA and ACPCA only can be found in [25].]

Since the class of attacks ATK is associated with the norm || - ||, the best distinguisher has
advantage AdvFAT®(D(F) = k - DecF{!, (F) = k- ||[F]* — [F*]||, where F* is a perfect random
function, independent from all other per ect random functions (£, ..., F).

* * d * * d %
II[Q[F1 ..... Ol = [QIF . ) I+ [, Cr ) = 1)

..........

e Thesecond term || [Q[F} .. C} . ]] — [F*]?|| corresponds to the best d-limited
distinguisher D between F’ and F™* for the class of attacks ATK. Hence,

* " d N 1
QI CF ] = ) = EAdvFATK(d)(F’)

et 1S
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o HQUE Ol = [Q1FF O ) <
| QIP,...r, Cr, ]l = [P B0 O+
(S350 S e Y| Rl (615 2t N [~
S QUi Fipy,on O ) = OB B G
S Q0P O O, ) =[O0 G icn, O )
e Eachterm || [Q[Fy,. i, Ff\y. . CF ]]df [Q[Fy,..., i,l,ﬂfwr,Cim,st|| corresponds to
the best d-limited dlstlngmsher D between Q[F,.. Fﬁa,. .~C1 . sland

Q[Fl,...,l—l ) F‘zf...,’l'

.....

The distinguisher DZ- can be transformed into a (aid)-limited distinguisher D} between F; and
F; for the class of attacks ATK r,. The following example shows the construction of D;, if
ATKp, = (A)CPA. Distinguishers for other attacks can be created in a similar way.

DISTINGUISHER 2.2 (D;): d-limited distinguisher for F;

1. Forj =1toddo

1.1 Let D; choose an input value x ;.

1.2 Calculate subterms of Q using the functions Fi, ...
C?, and each time the subterm F; occurs, query the or-

permutations C7, ...,
acle implementing F; or F;* with its subterm as

Ff ..., F}, and

Fi_1,

the input. The distinguisher

has to query the oracle a; times and at the end of the calculation it gets either

Q. i-1, Fis Fyy 0 OF L] Or QUYL

ing on which function the oracle implements.

.....

2. Get answer a from the oracle D; for (x1,41), ...
3. Outputs “accept” if and only if « is “accept”.

EFr Fr

~Ct ] depend-

i+1,.

.....

; (xda yd)

From the definition of D/ follows, that both D; and D} have the same advantage. Since ATK

depends on the norm || - ||,

* * d *
|| [Q[Fl ,,,,, iaF‘iJrl ..... s C’1 ..... s]] - [Q[Fl ..... zflaF‘i .....
1
T AdUFATK(d) (Q[Fl »»»»» 2] Fi:—l LT CT, ,5]7 Q[FL
1 a .
_ EAd FATKF( ld)(Fi) < EAdvFATKFi(ald)(Fi)

J) -

.....

,,,,,,,,,,

Combining the previous results, we get:

DecFjl(F) < + " AdyFATE@) (p +Z AdyFATK s (@id)

=1

and thus
AdvFAT8@(F) = k - DecFHd.H(F)

< AdvFPATRD(F7) + Z AdvFATK (@),

=1

A similar theorem holds also for permutations:

yeen

s

.....

.....

----------

) + Z AdvCATRe (i) ()

=1

) + Z AdpCATKe: (b))

=1
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Theorem 2.4.2 Let Fi, ..., F,. be r independent random functions, and C1, . . ., Cs s independent random
permutations, which are used in order to define a permutation C' = Q[Fy, ..., F.,Cy,...,Cy]. Let the com-
putation of the permutation C' require a; computations of the function F; (i = 1,...,r), and b; computa-

tions of the permutation C; (i = 1,..., s). Letdbean integer,and C' = Q[FY, ..., E* Cf, ..., C¥], where
F}, ... F} are independent perfect random functions, and C7, ... C are independent perfect ciphers. If a

class of attacks ATK is associated with a matrix norm || - || such that AdvCATK(@ (C) = k- DecC{,(C),
then
AdvCATED(C) < AdvCATRD(C) + 3 Ado AT (@D (F) 43 7 AdoCATR e i) (),
=1 i=1
Proof: The proof is similar to the one of the previous theorem and is omitted. ]

Another way to combine functions into a more complex scheme is a composition. The following theo-
rem evaluates decorrelation of a composite function depending of decorrelation of its components.

Theorem 2.4.3 Let Fi,..., F,. be r independent random functions such that F; : M; — M;_1, F =
Fyo...0F,, anddbeaninteger. If a class of attacks ATK is associated with a matrix norm || - || such that
AdvFATRO(F) = k- DecF{!, (F), then

AdoFATKA(F) < B[] AdoFATRD(F).

i=1

Proof: From Theorem 2.3.7:

Ado AT (F) = k- DecFff| (Fyo...0 F,) < k] DecFf, (Fy)

i=1

=k [ [k AdoPATRD (Fy) = 17 [ [ Ado PATSO (Fy)

=1 i=1

Again, a similar theorem holds also for permutations.

Theorem 2.4.4 LetC4, ..., C, be r independent random permutationson M, C = Ci0...0C,, and d be
an integer. If a class of attacks ATK is associated with a matrix norm || - || such that AdvCATX() (C) =
k- DecC’ﬁl‘” (C), then

AdvCATED(C) < k' [ [ AdvCATD(C).

=1
Proof: The proof is similar to the one of the previous theorem and is omitted. ]

Note that the bounds given by Theorems 2.4.1-2.4.4 are not tight.

Splitting the proof into the steps described above enables one to separate the design of a cipher into
several independent tasks. It also enables quantification of security in terms of how much computation of
the adversary the cipher can withstand in a certain type of attack, and comparison of different ciphers as
more or less secure than others.
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Chapter 3

General Attacks

In this chapter we discuss the following classes of attacks:

e known plaintext attack,

e chosen plaintext attack,

e chosen ciphertext attack,

e chosen plaintext-ciphertext attack,

e adaptive chosen plaintext attack,

e adaptive chosen ciphertext attack,

e adaptive chosen plaintext-ciphertext attack,

For each class of attacks, we derive a norm which determines the advantage of the best distinguisher from
the class (Step 2 of the design methodology introduced in Section 2.4)), and show how the advantage
depends on the norm. We also evaluate advantage of the attacks against mixed unbalanced Feistel networks
(for more details about unbalanced Feistel networks see page 71) in the random oracle model (Step 4 of the
design methodology).

Applying any attack, an attacker has a possibility to obtain d plaintext-ciphertext pairs from an oracle
and has to decide whether the oracle implements a particular random function or a perfect random one. The
individual attacks differ in the way how the attacker obtains the pairs. In general, the distinguisher constructs
(en bloc, or adaptively, depending on the type of attack it performs) a sequence of queries @ = (q1, - - -, q4),
and gets a sequence of responses R = (r1, ..., rq) from the oracle. To be able to handle any attack, we can
define the query as a pair g, = (0, x1) if the distinguisher queries with a plaintext — in this case it gets a
ciphertext r;, = yy as the response from the oracle; or a pair g, = (1, yx) if the distinguisher queries with
a ciphertext, and gets a plaintext v, = xj, as the response. Note that plaintext attacks always query with
qr = (0, xy); ciphertext attacks always query with g, = (1, yx); only plaintext-ciphertext attacks may use
both types of queries.

Notation: For simplicity, a trace = will denote the sequence of all queries and responses
7 = (@, R) occurred during the attack; X, = (z1,...,2q) the sequence of plaintexts, and
Y: = (y1, ..., yaq) the sequence of ciphertexts which the distinguisher can extract from .

Remember that the only difference between an adaptive attack and its non-adaptive form is that the
non-adaptive attack has to choose all queries before it can access the oracle, while the adaptive one can
adapt its choice at each query based on its previous queries and responses from the oracle.

We will further assume that queries to the oracle are always pairwise different. If there is an oracle
D which chooses an entry more than once, we can construct another oracle D’, which replaces repeated
queries with some new values, but returns the same answers as D — i.e. it ignores the new responses.
The distinguisher D’ has thus the same advantage as D, and satisfies the requirements that it queries with
different entries.

3.1 General Bounds

Consider a random function F', and a perfect random function F'*, each from a set M, to a set M. During
the attack, a d-limited distinguisher D between F' and F'* obtains a d-tuple of plaintexts X, and a d-tuple
of ciphertexts Y., and it has to decide which function (£ or F'*) was implemented. It outputs “accept” when

19
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it concludes it was F, or “reject” otherwise. Let A C M¢{ x M4 be the set of all pairs (X, Y- ), for which
the distinguisher outputs “accept”. The probability that it outputs “accept” when the oracle implements the
function F'is

Po= Y. lx, voeaPQIPHF(X-) =Y = > Lix, v)eaPr@Ql- [Flk, v,
7=(Q,R) T=(Q,R)

where Pr[Q)] is the probability that the distinguisher queries with @, and Pr[F'(X ;) = Y. ] is the probability
that it gets R as the response. Similarly, the probability that the distinguisher D outputs “accept” when the
oracle implements a perfect random function £'* is

po= 3 Aoy ea PIQIPIF (X)) =V = 2 Lo vy eaPIQL [FY1L
T=(Q,R) T=(Q,R)

and the advantage of D is AdvFSTK(d) (F) = |p}, — ppl.

The following theorems upper-bound the advantage of a distinguisher realizing an attack against F'.
First, we consider only specialized classes of attacks, and then we introduce a general norm limiting the
advantage of any distinguisher.

Theorem 3.1.1 Let F be a random function from a set M, to a set M. Let X' be the subset of M¢ of
all (z1,...,24) with pairwise different entries. Let F'* be a perfect random function from M; to Mo,

po = 1/|M2|?, and d an integer. If there is a subset ) C M4, and two positive real values £, and e, such
that:

e |V|po > 1 — & (i.e. there are almost all d-tuples over M, in the set )), and

e VX €X, VY €V: [Flky > [F*]% (1 —e2) (ie[F]% y isclose to [F*]% y forall X € X and
Y e)),

then for any class of plaintext attacks ATK,
Ad’UFATK(d) (F) <e1+es.

Proof: [This is an extension of Lemma 4 in [22].] Let D be the best d-limited distinguisher between F'
and F*. Let A be the set of all pairs (X, Y") such that the distinguisher outputs “accept”. We may
assume that all queries X which occur in .4 have pairwise different entries.

ATK(d % *
AdFp"™ D (F) = ph —pp = 3 LxovmeaPrX] - (F1 .y, — 1%, v.)

7=(Q,R)
= Y PIX (P4, - (Fl% y)
7=(Q,R)
(X, Y )eA
L€V
+ 0y PIX (% Ly, - [FI% )
T:(Q7R)
(X+,Yr)eA
Yri'y
< > PX](po—po(l—e2))+ > PrX]po
T=(Q,R) 7=(Q,R)
(X,,Y,)EA (X,,Y,)EA
Y ey Y7-¢y

< eapoldV| +po| V| < 2+ 1
]

Corollary 3.1.2 Let F be a random function from a set M to a set M. Let X' be the subset of M¢ of
all (x1,...,xq) with pairwise different entries. Let F'* be a perfect random function from M; to M. Let

Po = 1/|M2|d, and d an integer. If there is a subset ) C M, a condition A, and three positive real values
€1, €2, and e3 such that:

b |y|p021751|

e VX eX, VW eYV: A= [Flgy > [F*]%y(1 —e2),and
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° Pr[A] >1-— £3,
then for any class of plaintext attacks ATK,

AdUFATK(d)(F) <e;+e2+es.

Proof:
[F]gl(yy =PrlF(X)=Y]|>PrlF(X)=Y ANA] =Pr[F(X) =Y|A] - Pr[4]
> [F]%y(L—e2)(l —e3) 2 [FY)% v (1 —e2 — &3)
Now we may apply Theorem 3.1.1. ]

Similar theorems may be proved for permutations:

Theorem 3.1.3 Let C be a random permutation on a set M. Let X be the subset of M? of all (21, ..., x4)

with pairwise different entries. Let C'* be a perfect random permutation on M, py = 1/|M|¢, and d an
integer. If there is a subset )V C M4, and two positive real values ¢; and 5 such that:

e |V|pp >1—¢e1,and
VX eX VWe): [C}glgy > [C*]gl(,y(l —&9).
then for any class of plaintext attacks ATK,
AdUCATK(d)(C) < e +es.
Proof: The proof is similar to the one of Theorem 3.1.1 and is omitted. ]

Corollary 3.1.4 Let C be a random permutation on a set M. Let X’ be the subset of M? of all (1, ..., 24)
with pairwise different entries. Let C'* be a perfect random permutation on M, py = 1/|M|¢, and d an
integer. If there is a subset ) C M¢, a condition A, and three positive real values 1, 2, and e3 such that:

* |[Vpo > 1—¢1,and
e VX eX, VW e): A= [Cl%y > [C*]% vy (1 —e2), and
o PrilA] > 1 —e3,
then for any class of plaintext attacks ATK,
AdeATK(d)(C) <eq+eg+es.
Proof: The proof is similar to the one of the Corollary 3.1.2 and is omitted. ]

When dealing with ciphertext and plaintext-ciphertext attacks, we are not able to make restrictions on
the set of outputs. The following theorem is actually a generalization of the previous one fore; = 0.

Theorem 3.1.5 Let C be a random permutation on a set M. Let X be the subset of M? of all (21, ..., x4)
with pairwise different entries. Let C* be a perfect random permutation on M, and d an integer. If there
is a positive real value ¢ such that VX, Y € X : [C]%y > [C*]% (1 — ¢) then for any class of attacks
ATK, ’ ’

AdvCATED () < e,

Proof: [This is an extension of Lemma 5 in [22].] Let po = 1/ M4, D be the best d-limited distinguisher
between C and C*, and A the set of all pairs (X, Y") such that the distinguisher outputs “accept”. As
in the previous proofs, we may assume that all queries X occurred in A have pairwise different
entries, i.e. X, Y, € X.

ATK(d * *
AdvCp™ () =ph —pp = Y Lx,vmeaPrl@)- (IC4. vy, — [C1%. v.)
T=(Q,R)

< > 1x,vneaPrl@l - (po — po(l — <))
T:(Q7R)
<epolY| <€
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Corollary 3.1.6 Let C be a random permutation on a set M. Let X’ be the subset of M < of all (1, ..., 24)
with pairwise different entries. Let C* be a perfect random permutation on M, and d an integer. If there is
a condition A, and two positive real values £, and 5 such that:

e VX, Y eX: A= [Cl%y > [C*]% y(1—e1), and
o PriA] > 1 — ey,
then for any class of attacks ATK,
AdvCATED () < &) + 9.
Proof: The proof is similar to the one of the Corollary 3.1.2 and is omitted. ]

Consider now the norm N, (see Appendix C). The following theorem shows how this norm bounds
the advantage of a distinguisher.

Theorem 3.1.7 Let F' be a random function from M to M5, and d an integer. Then for any class of
attacks ATK,

AdvFATR@(F) < DecFi_(F).
Proof: [A similar theorem can be found in [21] for CPA.]

Lete = DecFd_(F) = No([F]% — [F*]%) = maxx,y |
()(7 Y) e Ml X Mg

d _pxd
F]X’Y* £F x| 1t means that for all pairs
[F*]% v

Fly ‘

)%y

Therefore, [F]% , < (1+¢) [F*]% y. and for any distinguisher D

Po= Y. Llix,vneaPrlQ [F1% .
T:(Q7R)

< Z Lix, v)eaPrQI (1 +2) [F¥]% y. = (1 +e)p}, <p} +¢
T:(Q7R)

Hence, p, —p} <e. Ifp, —p; >0, then AdvFgTK(d)(F) =p, — p}, < e. Otherwise, we can
construct another distinguisher D’ which returns inverse answers as D, i.e. accepts whenever D
rejects, and vice versa. For this distinguisher p , = 1 — p,,. Similarly, p* =1 — p7 . Therefore,
AdvFgTK(d)(F) =p; — P, =P, — P}, andsince the above inequality holds for any
distinguisher, it is also less or equal to €. Consequently,

AdyFATRD (Fy = max {AdvFgTK(d) (F)} <e.

[ |
A similar theorem holds also for permutations.
Theorem 3.1.8 Let C be a cipher on M, and d an integer. Then for any class of attacks ATK,
AdvCATED (C) < DecCd_(C).
Proof: The proof is similar to the one of the previous theorem and is omitted. ]

Although this result is general for any class of attacks, N, is not a matrix norm, thus Theorem 2.4.4
cannot be applied. In the following chapters we derive norms for individual attacks. They give exacter
bounds on the advantage, and all of them are matrix norms. Furthermore, we study the attacks more
generally, considering distinguishers between any two fixed random functions F; and F; with the same
domain and range (we do not limit ourselves to comparison with a perfect random function).
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3.2 Known Plaintext Attack

The known plain attack is the simplest and least powerful type of attack — the attacker may access some
independent randomly chosen plaintext-ciphertext pairs. A d-limited distinguisher D for a known plaintext
attack between two independent random functions F; and F defined from a set M to a set M obtains d
pairs of inputs and outputs, and has to decide which of the functions was implemented. It works as follows:

DISTINGUISHER 3.1 (KPA): d-limited known-plaintext-attack distinguisher

1. GetX = (z1,...,2q),andY = (F;(z1),..., Fi(zq)), wherei € {1,2},and z1, . . ., 24 are pairwise
different and uniformly distributed on M.

2. Depending on X and Y, output “accept” if you “think” the oracle implements F; or “reject” other-
wise.

Let .4 be the set of all pairs (X, Y") such that the distinguisher outputs “accept”. The probability that it
outputs “accept” when the oracle implements the function F; (: = 1, 2) is

pi = Z PriX] Z Lix,v)yealF:
X Y

Since the distinguisher gets a random set of d pairwise different z;’s,
1 1
i = T g 1 E d = 1 E d
p zx: |M|? ; (X,Y)GA[ ]X,Y M| );/ (X,Y)GA[ ]ny

Hence, the advantage of the distinguisher is

KPA(d 1
Advy™ (P, Fy) = |py — po| = M > xyvea ((Bl%y = [Fal%y)
Xy

1
< YA > lxveallFil%y — [Pl%y

The advantage is maximal if .4 contains all pairs (X,Y) such that [F1]% ;- — [F2]%  have the same sign.

In that case, .
KPA(d d
Ado¥PAD (P Fy) = v |dZ1XY€A\ %y — [F)%.y|

Theorem 3.2.1 Let F} and F5 be two independent random functions from a set M to a set M, and d be
an integer. Then
KPA(d d
Adv ()(FlaFQ) 2|M |d H — [FY] ||1

Proof: Since Y, Pr[Fi(X) = Y] = 1forany X, then > | ([F1]% y — [F2]%y) = 0, and from the
definition of A (the terms have the same sign), it follows that

S lxveallAlky — [Fl% vl =D lxveal Pk y — [Fal% .y ]
X, Y XY
Therefore,
H[Fl]df[FQ]dHl Z’Fl FQxy’

= Z Lixyyea| [Py — [Pol%y| + Z Lixyyga|[Fil%y — [Pl% v ]
X, Y XY

=2 lxyyed|[Pl%y — [Fal%y]
Xy
= 2| M, |¢ AdoSTAD (Fy | Fy)
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Corollary 3.2.2 Let I be a random function from M to M5, and d be an integer. Then

1
AdvFKPAD) (F) = ST DecF (F).

Similar theorems for the advantage of ciphers can be proved.

Theorem 3.2.3 Let Cy and C5 be two independent ciphers on a set M, and d be an integer. Then

1
KPA(d) _ d _ d
Adl} (01,02) 5 |M1|d H[Cl] [02] Hl
Proof: The proof is similar to the one of the previous theorem and is omitted. ]

Corollary 3.2.4 Let C be a cipher on a set M, and d be an integer. Then

1
AdvCEPAD () = ST DecCfl (C).

Known Plaintext Attack Against Unbalanced Feistel Networks

In this subsection we examine security of the two-round unbalanced Feistel network (UFN) against the
known plaintext attack.

Theorem 3.2.5 Let F}, 'y be two independent perfect random functions, F;* from M, to M; and F3
from M, to My, U[F}, F] atwo-round UFN on M = M; x M, and d an integer. Then

dz
AdvCEPAD (G Fr) < —
e D (TVRRI VA )

Proof: The proof is based on the technique introduced in [16].

Any d-limited known-plaintext-attack distinguisher has access to d plaintext/ciphertext pairs
(z1,41),- .-, (x4, ya). When the oracle implements the unbalanced Feistel network, the ciphertexts
are calculated as depicted on the following figure.

x = [Li, Ry

k= Sk =Ly © Fy (Rg)
x = Ri © F5(Sk)

If all Ry’s are pairwise distinct, then the sequence of all Sy,’s (and thus also of all L;.’s) is perfectly
random, because the function F;" is perfectly random. If all Si.’s are pairwise distinct, then the
sequence of R, ’s is also perfectly random, because the function F& is perfectly random. If both
sequences (of L;.’s and of R},’s) are perfectly random, then sequence of Y3, = [L},, R},] is also
perfectly random. In this case, output of the cipher ¥ looks like a perfect cipher.

Without loss of generality, we may assume that all x;,’s are pairwise distinct. Since x’s are
uniformly distributed, then for all & £ [, Pr[R;, = R;] = Wl\

If Ry, = R;then Ly, # L (since zy # x;), and thus Sy, = Ly + Fl*(Rk) # L+ Fl*(Rl) = 5;, what
means that Pr[Sy = S;] = 0. If R;, # R, then the probability that Sj, = S; is ﬁ since Iy (Ry,)
and I} (R;) are independent and perfectly random. Therefore, Pr[S;, = ;] < Wll\

Whenever the distinguisher gets inputs z1, . .., x4 such that the sequence of Y;’s is perfectly

random, it cannot distinguish them, and returns the same value whether the oracle implements
U[F}, F5] or C*. Hence, from Theorem 2.2.3:
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AdvCEPAD (B[FF F3]) <1—PrVk #1: Ry # Ry A Sy, # Si]
:Pr[ﬂk%l:Rk:Rl\/Sk:Sl]
SPI’[E”G;AZRk:Rl]+Pr[3k7élSk:Sl]

< (o) Gy
~\2/ Mg 2) M|

<2<d) ! - e
= 7\2) min{| M|, M|} min{|M], Mo}

Corollary 3.2.6 (Corollary 3.2.4) Let F}, and F be two independent perfect random functions, F;* from
aset M to a set M5 and F3 from M to M, and d be an integer. Then

dz
min{| M|, [Ma[}

DecCf (Y[F}, F3]) <2

3.3 Chosen Plaintext Attack

The chosen plaintext attack is more advantageous for an attacker than the known plaintext attack, because
he can choose messages which are encrypted for him. A d-limited chosen-plaintext-attack distinguisher D
between two independent random functions F; and F» from a set M to a set Mo works as follows:

DISTINGUISHER 3.2 (CPA): d-limited chosen-plaintext-attack distinguisher [21]

1. Choose plaintext messages X = (z1,...,Zq).
2. Query the oracle with X, and get Y = (F;(z1), ..., Fi(zq4)), where i € {1, 2}.

3. Depending on X and Y/, output “accept” if you “think” the oracle implements F; or “reject” other-
wise.

Let .4 be again the set of all pairs (X,Y") such that the distinguisher outputs “accept”. The probability
that it outputs “accept” when the oracle implements the function F; (i = 1, 2) is

=Y PrIX]> LixyjealF.

and the advantage of the distinguisher is

Advy™™M Y (Fy, Fy) = |py — po| = ZPV Zl(XY)eA([Fl] — [F)%y)

= Z Prix Z Lixyvyea| [Pk y — [F2)% v ]

The advantage is maximal when A contains all pairs (X,Y") such that [Fl]glgy - [FQ]?LY have the same
sign and when Pr[X] = 1 for the best choice. In that case,

Adv®PAMD(Fy, ) = mgxz Lixvyea| [k y — [F2)% v -
Y

Lemma 3.3.1 Let D be the best d-limited chosen- plaintext -attack distinguisher. The distinguisher can
always choose X = (x1,...xz4) with pairwise distinct z;’s in order to obtain the best advantage.

Proof: Without loss of generality we may assume that d < | M|, so that there are enough elements to
choose from. Let X = (x1,...x4) issuchthat Y-, 1(x yyea|[F1]% y — [F2]%.y | is maximal. Let
there be ¢ < d different z;’s in X and o be a monotone function from {0, ..., ¢} to {0,...,d} such
that all z,,(;)s are pairwise different. Further, if there is a pair (k, [) such that =, = x; and yr # u1
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then [F}]% y = 0. Otherwise, we can choose d — ¢ new inputs ., ,, . . ., «; distinct from
Z1,...,T and since Zy Pr[F;(z) = y] = 1 for any fixed z,

d c
[Fl%y =Pr | \ Filz;) =y; | =Pr| \ Fzot) = voi)
j=1

j=1
- .
= > PrIAF@G) =vmr N\ F) =y
yé+1a---7yé _j:1 j=c+1
[ a
= > PIAERE)=5|= > [Flir
Yor1rYg |7=1 Yei1sYg
with o; = 7,5y and y; = y,(;) for j = 1,..., c. The advantage for the new choice is
Advp, ™ (F Z‘ [Py — [Bléyl= > P&y - [Fal%oy

YooY [Yey1s-Yy

<D IRy — [FBl% v

Hence, we have a new choice of X with the advantage at least the same as the previous one. ]

Theorem 3.3.2 Let F; and F5 be two independent random functions from a set M to a set M, and d be
an integer. Then

AdvPAD (B Fy) f—]HF1 — R

Proof: Since Y [F;]% y = 1 forany fixed X, then 3" [F1]% y — [F2]% y = 0, and thus from the
definition of A (the terms have the same sign), it follows that for all X:

Zl(XyY)ngHFl]g(, [F3] XY‘ Zl x.v)eall [F1]% y — [Fo] Xy‘
%

Therefore,

[[[[F1]* = [F2)Y ]|, = mgxg [F)%y — [Fal%y]
= max {; Lixyyeal[F)%y — [Fol% v ]

+ D Lxveal [Py — [Fz]g(,y\}
Y
= max 2 ; Lixyyeal[Fil%y — [F2l%.y|

= 2 max ; Lixyyea| [Py — [Pol% v

=2 AdvPA D (Fy, )

Corollary 3.3.3 Let I be a random function, and d be an integer. Then
1
AdvFOPMI(F) = = DecFfl | (F).
2 oo

Similar theorems hold also for the advantage of ciphers.

Theorem 3.3.4 Let C, and C'; be two independent ciphers on a set M, and d be an integer. Then

1
AdvcpA(d)(C1, Ca) = 9 H’[Cl]d - [02](1-\”00
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Proof: The proof is similar to the one of the previous theorem and is omitted. ]

Corollary 3.3.5 ([21]) Let C be a cipher, and d be an integer. Then
1
AdvCCPAD () = 5 DecCff_(C)

The following theorem evaluates the decorrelation distance between a perfect random permutation and a
perfect random function.

Theorem 3.3.6 Let C* be a perfect random permutation and F'* be a perfect random function on M, and
d < /| M| be an integer. Then

i oy IMEY &
et - il =2 (- A ) <

Proof: Let X be a fixed d-tuple (x1,...,z4). Let c be the number of distinct values among 1, . . ., z4.
Then forevery Y = (y1, ..., y4):

0 it 3,50 =25 ANy; # v
*1d x1d _ 1 ifVi,jixiZCCjiyi#yj,
HC ]X-,Y - [F ]X7Y’ - [M]° bUtﬂLj:l‘i 751‘3' NY; =Y;
1 1

Lo (1 M
M|Cf2(1 M).

Hence,

Sy [[C%y — [F*]% v | = M (lA}”g IJ\}H“) + (IM[° = | M9,
Since forany ¢ < d

| M| d—
M _ M|° o
|MmE M|=¢c)...(IM|—d+1
(M=) (M= d+T)
(i.e. mf > lMld) then the greatest value one can obtain is when all x;’s are different.
(1= M L4 d*
In that case, 2 (1 IMId) <2 57 = Taa n

Corollary 3.3.7 Let C* be a perfect random permutation and £* be a perfect random function on M, and
d < /| M| be an integer. Then

d2
Ad CPA(d) F* Ad FCPA(d *
vC (F*) = Adv (c*) < M|
Proof: Follows from Theorem 3.3.6, and Corollary 3.3.3 or Corollary 3.3.5. ]

Chosen Plaintext Attack Against Unbalanced Feistel Networks

In the previous section we proved that in the random oracle model two-round UFNs are secure against
known plaintext attacks with a reasonable number of queries. Here we show that UFNs are not secure
against chosen plaintext attack.

Theorem 3.3.8 ([14]) Let F} and F5 be any two independent random functions — F} from a set M to a
set M and F; from M; to Ms. Then U[Fy, Fy] is not secure against the chosen plaintext attack.

Proof: There is a 2-limited chosen-plaintext-attack distinguisher between W[F, F»] and a perfect cipher:

DISTINGUISHER 3.3 (D): 2-limited CPA distinguisher for U[F}, F>)

1. Choose two plaintexts such that z; = [L1, R], and x5 = [Lo, R).
2. Gety; = L4, Ry, and y, = L}, Rj).
If the oracle implements W, then

yi = U[Fy, F)(z;) = [L; ® F1(R), R® F>(L; ® Fi(R))] = [L}, R]].

XOR of the left parts L} @ LY of the ciphertexts is thus L & Lo.
3. If L} @ L, = Ly @ Lo then output “accept”, otherwise output “reject”.
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If the oracle implements W, then the distinguisher always “accepts”, i.e. p = 1. If the oracle
implements a perfect cipher, then the probability the distinguisher “accepts” is the same as the

probability that two random ciphertexts have the same left parts, i.e. p* = IA}hI' The advantage of

the distinguisher is thus AdvC'ST A (C) =1 — T

By adding further plaintext, and following the same construction, a d-limited distinguisher with
advantage AdeSPA(d)(C) =1- for any d > 2 can be created. [ |

1
[My[a—1

3.4 Adaptive Chosen Plaintext Attack

Adaptive attacks are more powerful than non-adaptive ones, since the attacker may modify his choice
according to plaintext and ciphertext messages he obtains from the oracle. Luby and Rackoff defined in
their paper [14] that a cipher C' is called pseudorandom if there is no d-limited adaptive-chosen-plaintext-
attack distinguisher between C and a perfect cipher for any d polynomial in 1g(|M]).

We will first consider a distinguisher between two general random functions. A d-limited adaptive-
chosen-plaintext-attack distinguisher between two independent random functions F; and F» from a set M,
to a set M5 works as follows:

DISTINGUISHER 3.4 (ACPA): d-limited adaptive-chosen-plaintext-attack distinguisher [21]

1. Fork=1toddo

1.1 Choose a plaintext message x, depending on the previous plaintexts and ciphertexts.
1.2 Query the oracle with x, and get y, = F;(xx), where i € {1,2}.

2. Dependingon X = (x1,...,24) and Y = (y1,...,y4), Output “accept” if you “think” the oracle
implements F; or “reject” otherwise.

Let .4 be again the set of all pairs (X,Y") such that the distinguisher outputs “accept”. The probability
that it outputs “accept” when the oracle implements the function F; (i = 1, 2) is

p; = Z 1(X7y)€API'[.I‘1] Pr[$2|x1, yl] c Pl’[xd|x1, Y1, .- Td—1, yd—l] [E]§(7Y
Xy

and the advantage of the distinguisher is

Advpy MY (B Fy) = [pr— el

=D LxyyeaPrlzi] . Prizalzy, v, waor, gao] (Fi %y — [Fol%y)
XY

IN

> 1xyyeaPrizi] . Prizaley, v, za1,yaa]) [[F)%y — [Fal% v ]
XY

The advantage is maximal when A contains all pairs (X,Y’) such that [F]% y — [F2]% y have the same
sign and when probabilities Pr[z;|z1, y1, . .. 2;—1,y;—1] = 1 for the best choice. In that case,

Ad,UACPA(d)(Fl, FQ) = H;E?XyZH}EE:XZ e H;%XZ 1(X,Y)€AHF1]§(,Y — [Fg]dxﬂy‘

Y2 Ya

Since the queries depend on the previous responses of the oracle, we can define a function f : M% — M¢
such that
AdvA AN (Fy ) =3 Lixyyeal P vy y — [Pl vy v
Y

ie. X = f(Y) = [z1,...,z4q] is the best choice of z1,...,zq for the fixed responses of the oracle Y.
Since the value of z; is fixed for given 1, y1, ..., Z5—1, ¥i—1,

Vg“ 'gd : Z; = [f(y)]z = [f(yla .- ayi—lagi7'- gd)]z

and we will write z; = f(y1,...,yi-1, *).
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Lemma 3.4.1 Let D be the best d-limited adaptive-chosen- plaintext -attack distinguisher. The distinguisher
may always choose X = (x1,...x4) with pairwise distinct z;’s in order to obtain the best advantage.

Proof: LetY besuchthat X = f(Y) = (z1,...,24), that notall z;’s are distinct. Let k be the smallest
index such that thereis{ < k,and Y = (yl,N. .., Ya4), forwhich xy = x;. (Thus, for all Y and all
i, <k [f(Y)]: #[f(Y)];) Thenforall Y = (y1,...,yk-1, Tk, ---,Ja), and forall i < k:

Ty = [f(yla o 5ykflvgka' 7gd)]z

Furthermore, if g, # y; then [F; ]f(?) 5 = 0. Otherwise for any z, distinct from all [f(Y")];’s
d ~
(]2, =P |\ Fi = ZPr F@)=yyin N\ B =
j=1 je{1,...,d}
i#k
d
= Z PriA B =y | = [Elbany
J=1 Vg
where Y’ = (y1,. .., Yk—1,Uk+1, - - - » Jd> Yy), @and f” is a new function such that for any g, . . ., 4

1. [f/(yl, . ,yjfl,*)]j =y forallj < k

2. [fl(yla" '7yk—1agka" ')gj—h*)]j = [f(yla .. ayk—laylagka" 'agj—la*)]j+11for a”
k<j<d

3 [ (s Uk=1,Tk» - - -, a—1, %)]a = 24(Y"), where 2/,(Y') is a new value, different from all
T; = f/(Y), forall Y = (yb cee 7yk—1,ﬂk7 cee agdfla *)

4, [fl(gl, ey U1, Uk - - .,:I]d)]j = [f(?h, ey Yk—1, Uk - - - ,gd)]j, for all other values

Therefore, for a fixed values of y1, ..., yx—1
d
Dy Lo iea [Flfy sy = (Bl g

5 Yky--Yd
Y=(y1,sYk—1,Tks--,Ga)

_ o d

= > L) 7)ea ‘[Fl]f(f’% — [Balf5, ?’

gk+1 ..... 'gd

< Z Z Liprnynea ([Fl]cfl(w),y' - [FQ]Cfl(Y/),Y/)
Uk415--Jd Y4
Y'=(Y1se o ¥k—1,Gk -5 TdsYeg)
< Z Liprornynea ‘[Fl]?’(Y’),Y’ - [F2]§l“(w),yr
Yks--Td

Y'=(y1, s Yk—1,0k>---,Td)

and

ACPA(d
Advy, ( )(Fl,FQ) = Z Lirv)yyea ‘[Fl]l]if(y),y - [FQ]?(Y),Y‘
Y
<D vy vea ’[Fl]?/<y>,y [F2]$: v, y’
Y

Repeating this construction we get a new choice with all x;’s different and with advantage greater or
equal to the previous one. Consequently, we may assume that the best distinguisher always uses
different queries ]

Theorem 3.4.2 ([25]) Let F3 and F» be two independent random functions from a set M to a set Mo,
and d be an integer. Then

AdvACPAD (B By) = % H[Fl]d N [FQ]dH

a
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Proof: Since for afixed z1,...,xr and y; ..., yr_1, it holds
S0 P AL Filwi) = ui| = Pr A Fuws) = ] then

d
Z[Fi]l}(y),y = Z Pr {/\ Ei([f(Y)]j) = yj]

Y

Y1,--9Yd—1 Yd

d

Z ZPI’ |:/\ F(ftyr,.--.,yj—1,%)];) = yj]
d—1

- Z Pr[/\ﬂ([f(yl,...,yj1,*)]j)yj]

Y15+ Yd—1 J=1

STPHE(S(4)1) = yi] = 1

Therefore, 3°y [F1]% xy y — [F2]%(x)y = 0, and
Z Lirv),v)ea ‘[Fl]l}(x), [Fz] F(X), Y‘ Z Lirv),yyga ’[Fl]?‘(x),Y o [FQ]I;’(X),Y’
Y Y

Hence,

I(F1)* = [F] a—fr;?xzrggxz H;B;XZ\Fl — Bk v |

Y2

= Z [}y v~ [F2]f(Y),Y’
- Zl(f Y),Y)eA ‘ ] fF(Y),Y [F2] f(y), Y}
+ Zl(f(Y)yYHZA ‘[Fl]lff(y),y - [FQ]?’(Y),Y’
Y

=2 Zl(f(Y),Y)eA ’[Fl]?(y),y I y‘
Y

=2 Adv*CPA (B Fy)

Corollary 3.4.3 Let I be a random function, and d be an integer. Then
1
AdvFAPAD(F) = = DecFfl (F).
2 a

Similar theorems hold also for permutations.

Theorem 3.4.4 Let Cy and C; be two independent random permutations on a set M, and d be an integer.
Then

Adv ACPA(d) (01,02 _ = H Cl [02]dH

a

Corollary 3.4.5 Let C be a cipher, and d be an integer. Then
1
AdvCACTAD () = 3 DecCil (C)

Like for the chosen plaintext attack, we evaluate here the distance between a perfect random function
and a perfect random permutation in the adaptive chosen plaintext attack.

Theorem 3.4.6 Let C* be a perfect cipher and F™* be a perfect random function on M, and d < /| M|

be an integer. Then
iy - (P, =2 (1 - ‘WdD <
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Proof: Let A = [C*]? — [F*]4. For any fixed X = (=1, ..., x4) with c distinct values among
Z1,...,xq,and forany Y = (y1,...,yq):
0 if 34,70 =25 Ay # v
A _ 1 ifVi,j: 2 =25 = v # Yy
[Axy|= [M]° but3i,j:a; #x; Ay =y

1 1 H — —
TME ~ TMF® |fVZ,j.l‘i—l‘j<:>yi—yj

Thus, there are only two distinct non-zero values in the matrix A. In the following, we first proof
which of the two values is greater, then we introduce a function which, as we show later, simulates
the calculation of the norm || A]| ., then we show how the z;’s have to be chosen in order to get the
maximal values in the norm, and at last we evaluate the norm.

1 1 1 .
AT > TME T AT
1 (1 1 Y__2 1 __1 (oM _
wr — (e~ i) = e = e (20 1) 2
1 2 _ 1 2
M= {2 (1* 2\M|) *1} = TME {1* \M\} >0
B. Let S(k, c) be defined as follows:
1
2. S(k C) ‘C+1 +(|M|7C) (k*l’C“i’l)
Then the close ormula for S'is
k—1
1 1 1
M — C — Y + M —C & —
Z:O | ‘ ) |M|c+l+1 (| | ) <|M|C+k |M|C+k>

(3.1)

and S(k,c) < S(k + 1, ¢) for any constant c.
Proof (by induction on k):

Lo S5000) = Didy(eo+i)- (M) = o e + (M) = - (e — ) =
\ T IMP

o S(1,6) = S gleti) - (M| = e e + (M| = O (oo — o) =
it (M=) (Gatz — peteer) = o pegfeer + (M=) S0+ 1)
© 5(1,¢) = ¢ gggieer + (M = ) - ([aglesr — egfeer) =

1 1 1 M| M4 M| M|
< (\MIC“ N (\M\ﬂ - |M|C+1)) FIMET T MET 7 TMEE T M
[M|—c 1 1 _
Mt~ e = e e = 50:¢)
2. Assume that Equation (3.1) is correct for all £ < k for a constant kg, and that for any c,
S(k—1,¢) < S(k,c).
3. e S(k+1, c):c'ﬁ+(|/\/1|fc)-5(k,c+l):
¢ e+ (MI =) [SIS e+ i+ 1) (M) == 1 b +
(|M| — C— )E' (|M|c1+k+1 - |M|Cl+k+1)} =
¢ e+ (M] = o) - [ Sl (e +) - (IM] = e = 1)
. k .
(IM] = c—=1)k- (|M|c1+k+1 - |M|c1+k+1 } =c (IM] - C)QW + 2 i (e+14)
(IM] = o)+ pgrbeerr + (M — L (oo — e

Siole 1) (1M = 0 - e + (M = L+ (ke — e )
e Since

C -

1
. |M|c+7:+1 +

1
Mt
1
M|

S(k,c)=c- +(M]=¢)-Sk—1,c+1)

Sk+1l,¢)=c- + (M| =¢)- S(k,e+1)
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and from the induction assumption S(k — 1,c+ 1) < S(k,c+ 1) then
S(k,c) < S(k+1,c) as well.

Recall that
max Y ||y ()], d> 1,
Y1
I4ll, =
H;E}XZAIIM, d=1,
Y1
In the following, we show how to choose the individual z;’s. We start with the smallest size (1), i.e.
whenall z1, ..., x4 are already fixed, and then continue by induction.
1. Letxy,...,xq—1andyy,...,yq—1 be fixed. Let ¢ be the number of distinct values among
1,y Zdg—1. And et B = Ty 4 Moy s - - - Ty 1 ya, (A). Then

Case I(d -1, c): If3i,j <d— 1suchthatz; = x; and y; # y; (i.e. there is no such
permutation or function) then B is a zero matrix, and thus for any x4, >, Ba,y, = 0. It
means that choosing any value for x4 the result will not change.

Casell(d-1,c): IfVi,j <d—1,z; =x; = y; =y;, but3i, j <d—1such that z; # z;
and y; = y; (i.e. there is a function, but no permutation)

a) If we choose x4 so that 3j : x4 = x; then
o ifys#y;thenB,, ,, =0

o ifys=y;then B, ,, = \/\}llc

1
Hence, Zyd Bzdfyd = W

b) Ifxq & {x1,...,24-1}, itadds a new distinct value, and thus all elements in the row
1 1 1
are e - Hence, >°, Bu,y, = M| T = T

It means that in this case one can choose any value for x4 as well.
Case lllI(d-1,c): IfVi,j <d—1,z; =x; & y; = y; (i.e. there is a function as well as a
permutation)
a) If we choose x4 so that 3j : x4 = x; then
o ifys#y;thenB,, ,, =0

[ ] Ifyd:yj then BId,yd = ‘./\ill 1

— 1 1 B
Hence, Zyd Bzd,yd = TME — W = S(O7C)
b) Ifzy & {x1,...,24-1}, itadds a new distinct value
e if y4 = y; then there is no such permutation, and thus B, ,, = W

]

[ ] |fyd7éyj then B$d7yd = m —W

(B)
Hence, 32, Braa = ¢ ppierr + (1M1 = )+ (ke — mrr ) € 8(1,0)
Since S(0, ¢) < S(1,¢), in this case one has to choose a distinct x4 in order to get the
better result.

2. Letxy,...,zpand yy,. .., yx be fixed. Let ¢ be number of distinct values among x4, . . . , 2.
And let B = Ty, 4, Ty g - - - Ty, (A). Assume that

Case I(k, c): If 3i,5 < ksuchthat x; = «; and y; # y; (i.e. there is no such permutation or
function) then for any zj41, > (B) ||a = 0. It means that in this case one
can choose any value for .

Case ll(k, c): IfVi,j <k, a; =x; = y; = y;, but 3i, 5 < k suchthat z; # «; and y; = y;
(i.e. there is a function, but no permutation)
a) If3j : x441 = z; then Zyk+1 ||7Trk+17yk+1(B)||a = IJ\}HC
b) f w1 & {21,... 21}, Zyk+1 Hﬂmk+17yk+l(B)Ha = ﬁ
It means that in this case one can choose any value for x ;1 as well.

Case llI(k, ¢): Vi,j <k, x; = x; & y; = y; (i.e. there is a function as well as a
permutation).

a) If3j:ap =ajthen S, |1mepys e (B[, = S(d—k—1,0)
b) If a1 ¢ {x1,...,2%} then Zyk+1 Hﬂ'zkﬂaykﬂ(B)Ha S(d—k,c)

Yk41 ||7Trk+1-,yk+1
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Since S(d — k —1,¢) < S(d — k, ¢), one has to choose a different x4, in order to get the
better result.

3. Letxy,...,zp—1 and y1,...,yxr_1 be fixed. Let ¢ be number of distinct values among
1, ..., Tp—1. And1et B = Ty, o Ty o - - Ty 1 wpq (A). Then

Case I(k—1,c): If3i,j <k —1suchthatz; = z; and y; # y; (i.e. there is no such
permutation or function) then B is a zero matrix, and thus for any x,
>y 17Tz (B, = 0. It means that in this case one can choose any value for .
Case ll(k—-1,c): IfVi,j <k—-12;,=2; =y =y; but3i,j <k —1suchthatz; # z;
and y; = y; (i.e. there is a function, but no permutation)
a) If we choose x4 so that 35 : 5, = x; then
o ify, # y; thenmy, o, Ba, v, IS azero matrix (i.e. ~ I(k, c)), and
Hﬂ-fbkayk (B)”a =0
o if yx = y; then (> 11k, ©) || 7o, (B, = i

[M]°
Hence, Zyk HWM Yk (B)” = ﬁ
b) Ifzy & {z1,..., 21}, it addsanew distinct value, and for any choice ofyd (~ II(k
C+1)) ma,, kafEk7yk = \M|C+1 Hence, Zyk (7 (B, = IM] - |M|C+ = |M|C

It means that in this case one can choose any value for z, as well.

Case lll(k-1,¢): IfVi,j <k—1,2; =x; & y; =y (i.e. there is a function as well as a
permutation)

a) If we choose x4 so that 35 : 2, = x; then
o if y, # y; then (~ I(k, ©)) [[7mo .y, (B)l, =
o if yp = y; then (~ II(K, €)) |7z, . (B)]|, = S(d =k, c)
Hence, Zyk 17,y (B, = S(d =k, c)
b) Ifzy ¢ {x1,..., 2,1}, it adds a new distinct value
o ifyr = y; then (~ Nl(k, ¢ + 1)) |7z, .y, (B)l, = ‘M‘c+1
o ify. # yj then (~ NI(K, ¢ + 1)) |74,y (B)|l, = S(d = k,c+ 1)
Hence,
Sy e (B)ll, = ¢ e + (M| =) - S(@d— ke +1) @ S(d—k +1,0)

Since S(d —k,c¢) < S(d —k+1,c), one has to choose a different ;.1 in order to get the
better result.

At the beginning we have to choose z1, y1, and in order to get the best result, we have to start the
process in I11(1, 1). Therefore, for any y1, we get S(d — 1, 1), and thus
Al = 22y, Toran Aay gy = IM] - ( -L1)=

M| [Z?&?(Hl) (M| = 1) b+ (WM 1)42

1. — 1 1 _
M- [ (M) =15 g+ (M = 1= (Mi ~mr)| =
d—1. |[M]E 1 _ 1 d—1. |[M|* | M=
Zi:l 7- |M|z+1 + |M| (lMld - |M|d = W . Zi:o 7 - \M\Z + (1 - ‘M‘d)
Now, we show (by induction) that ﬁl Sl m}’ =1- mij
1. d=1:
1 0 . IME _
* 2o g =0
M ML
o1 T = 1 i 0
o k=1, IME_ g IM®
2. Assume that A Dt M= 1 P
-1 koo IMPE 1 k=1, M| 1 |IME
3 Fork+ L Do ¥ [ = T 2=t 8 T2 T T R R =
1 M RME o IMIE(MI—R) | M| EEL
[MIF T MR | M| P | M| P

Hence, the greatest value, one can obtain, is:

1 yhd=l, M _ MY _ \M\i) 2 2
M im0 ¢ \MVJ“(l \M\d) =2 (1 ) S 2zia = -
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Corollary 3.4.7 Let C* be a perfect cipher and F* be a perfect random function on M, and d < /| M|
be an integer. Then

dz
Ad CACPA(d) F* Ad FACPA(d) C*
v (F*) = Adv (€)= 55
Proof: Follows from Theorem 3.4.6, and Corollary 3.4.3, or Corollary 3.4.5. ]

Adaptive Chosen Plaintext Attack Against Unbalanced Feistel Networks

In this subsection we examine security of three-round UFNSs in the random oracle model against the adaptive
chosen plaintext attack.

Theorem 3.4.8 ([25]) Let Fy', Fy, iy be three independent perfect random functions, F;* and F3 from M
to M and F5 from M to Mo, O[F}, F5, F¥] a 3-round UFN, and d an integer. Then,

dz
AdvCACPAD (G FF FF L FY]) < —
WL B 5D S STy

Proof: The proof is based on the technique introduced in [16].

Any d-limited known-plaintext-attack distinguisher has access to d plaintext/ciphertext pairs
(x1,91),- -, (xa,ya). When the oracle implements the unbalanced Feistel network, the ciphertexts
are calculated as depicted on the following figure.

xp = [Ly, Ry
D Fr ke y = [L}, R}
s [ izt
SkZLkEBFl*(Rk)
é Tk R), =Ty, = Ry © F5(Sk)
=S, ® FX (T
A A PSR

If all Si’s are pairwise distinct, then the T7’s are perfectly random, since the function F3 is perfectly
random. If all T},’s (and thus also Rj.’s) are pairwise distinct, then L}’s are also perfectly random,
since the function Fy is perfectly random. Consequently, if all S’s and T},’s are pairwise different,
then yi, = [L},, R}] are perfectly random. In that case, the cipher ¥ looks like a perfect cipher.
Without loss of generality, we may assume that all x;,’s chosen by the distinguisher are distinct. In
that case, for any k£ # [:

o If Ry = Ry then Ly # L; (since x # x;), and thus S, = Ly + Fy'(Ry) # Li + Fy(R;) = Sy,
and Pr[S, = S| =0.

o If R # R, then the probability that Sy, = .S; is ‘M L since F;(Ry) and F;(R,) are
independent and random.

Therefore, Pr[Si, = Si] < |M1\

After the first round, the input into the second round is [Si, Rx] and [S;, R;]. As shown, either
Ry # Ry, or when Ry, = Ry then Sy, # Sl Thus, we may continue with the same technique as for
the first round, and get Pr[T}, = T;] < ‘M - Hence, from Theorem 2.2.3

AdvCACPAD ([FF Fy Fy)) <1—PriVk #1: Sk # Sy ATy #T))
:Pr[ﬂk:;él:Sk:Slka:Tl]
<Pr3k#1: Sk =8]+Pr3k#1:Tp =T
< > PSk=S]+ > PrT =T

1<k<i<d 1<k<i<d

:<%M1 <%@ﬂ

1 &2
< )mm{lMll (Mol} — min{[Mul, [Ma[}
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Note that adding a new round with any round function (even a weak one) before the first round
cannot increase the advantage, because we only need the property of pairwise difference of S;’s,
which is preserved. ]

Corollary 3.4.9 Let F7", F, F5 be three independent perfect random functions, £ and Fy from a set M
to a set M and F from M to Mo, O[F}, F5, Fy] a 3-round UFN, and d an integer. Then

dz
min{[ M|, [Ma[}

Corollary 3.4.10 Let F1,..., F, be r > 3 independent random functions, F; for all odd i from a set M
to a set M, and F; for all even 4 from M; to M, such that AdvFACPA(D (F;) < ¢, and d be an integer.
Then

Deccﬁl“a(\y[F{k;}gk)F;]) S 2

ACPA(d) 1 d* 5]

AdvC' UF,....F]) <= |23+ —

iF B < 3 [2 (34 prrr )|

Proof: Follows from Theorem 2.4.4 and 2.4.2, and from the note at the end of the proof of Theorem
3.4.8. [ |

3.5 Chosen Ciphertext Attack

The chosen ciphertext attack is similar to the chosen plaintext attack with the difference that the attacker
may choose several ciphertexts, rather than plaintexts. A d-limited chosen-ciphertext-attack distinguisher
D between two independent random permutations C; and Cs on a set M works as follows:

DISTINGUISHER 3.5 (CCA): d-limited chosen-plaintext-attack distinguisher

1. Choose ciphertext messages Y = (y1, ..., Yd)-
2. Query the oracle with Y, and get X = (C; *(y1), ..., C; *(ya)), where i € {1,2}.

3. Depending on X and Y, output “accept” if you “think” the oracle implements C; or “reject” other-
wise.

It is easy to see that each chosen ciphertext attack is actually a chosen plaintext attack distinguishing
C;tand O *. Formally: Let A be the set of all pairs (X, Y’), such that the distinguisher outputs “accept”.
Then the probability that it outputs “accept” when the oracle implements the function C; (i = 1,2) is

P = Z PriY] Z lixvyea [Cz]g(y = Z PrlX] Z Liy.x)ea [Ci]dyvx
Y X X Y

=Y PN e [IG17 gy PR STPIXT S Lk vyew (G T4y
X Y X Y

Thus, for each chosen-ciphertext-attack distinguisher D with the acceptance set A, there is a chosen-
plaintext-attack distinguisher D’ with the acceptance set A’ = {(X,Y)|(Y,X) € A}, and with the same
advantage. Therefore,

AdeCA(d)(Ch C) = Advg?A(d)(Cfl, 024) < AduCPA(d)(Cfl, C’;l)

In the same way, any chosen-plaintext distinguishing attack for C;* and C;;* can be transformed into a
chosen-ciphertext attack. Hence,

Ado“PAD(Cr, O3 < Adv OND (O, Co)
and consequently,
AdvCCAD (O, Cy) = AdvPAD (Tt e ).
Theorem 3.5.1 Let C; and C- be two independent ciphers on a set M, and d be an integer. Then
1 _ _
Adv©eAD(Cy, ) = 5 crt.¢; 1|Hoo

Corollary 3.5.2 Let C be a cipher, and d be an integer. Then
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3.6 Adaptive Chosen Ciphertext Attack

The adaptive chosen ciphertext attack differs from the chosen ciphertext attack so that the attacker may
choose the ciphertexts adaptively depending on the previous responses of the oracle. A d-limited adaptive-
chosen-plaintext-attack distinguisher between two independent random permutations C'; and C> on a set
M works as follows:

DISTINGUISHER 3.6 (ACCA): d-limited adaptive-chosen-plaintext-attack distinguisher

1. Fork=1toddo

1.1 Choose a ciphertext message vy, depending on the previous plaintexts and ciphertexts.
1.2 Getxy = C; ' (yx), where i € {1,2}.

2. Dependingon X = (x1,...,24) and Y = (y1,...,y4), Output “accept” if you “think” the oracle
implements C or “reject” otherwise.

Similarly as for the chosen plaintext attack, the adaptive chosen plaintext attack is actually an adaptive
chosen plaintext attack distinguishing C;*, and C;*. Formally: Let A be the set of all pairs (X,Y)
such that the distinguisher outputs “accept”. Then the probability that it outputs “accept” when the oracle
implements the function C; (i = 1,2) is

pi = Z LixyyeaPryn] Priyalyr, @1] .. Prlyalyy, @1, . ya—1, wa—1] [Ci] %y

)

Y. X
=Y Ly xyeaPrlz] Prlzzlzy, 1] - Prizgler, v, @ar, ya] (Gl x
XY
T
= Z Lx,vyeaPrizi] Prlze|zy, 1] - . Prlzalee, 1, oo @a—1, Ya—1] [[Cz]d} Xy
XY
=Y lxy)eaPrizi] Prlzslzy, yi] .. Prizale, vy, . .. 2a—1, ya—1] [C; % v
Xy

where A" = {(X,Y)|(Y, X) € A}. Thus, similarly as in the previous section,
Ad,UACCA(d) (CI; 02) _ AdUACPA(d) (C;l, C;l)

Theorem 3.6.1 Let C; and C> be two independent random permutations on a set M, and d an integer.
Then

1
AdoACCAD (01, Cy) = S lorh G,
Corollary 3.6.2 Let C be a cipher, and d an integer. Then

AdvCACCAD () = %Decclfl%ll (c=h.

(Adaptive) Chosen Ciphertext Attack Against Unbalanced Feistel Networks

The unbalanced Feistel network is a self-inverse structure, i.e. the encryption and decryption schemes are
identical, only the order of the round functions is reversed. Therefore, the unbalanced Feistel network
resists the (adaptive) chosen ciphertext attack if and only if it resists the (adaptive) chosen plaintext attack.
Thus, from Theorem 3.3.8 and Theorem 3.4.8 we have that the two round unbalanced Feistel networks do
not withstand the chosen ciphertext attack, and the three round unbalanced Feistel networks withstand the
adaptive chosen ciphertext attack.

Note that in the general case the resistance to the plaintext attacks does not automatically imply resis-
tance to the ciphertext attacks. For example see Section 7.2.3.
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3.7 Chosen Plaintext-Ciphertext Attack

The chosen plaintext-ciphertext attack is the most powerful non-adaptive attack. A d-limited adaptive-
chosen-plaintext-ciphertext-attack distinguisher between two functions C; and Cs on a set M works as
follows:

DISTINGUISHER 3.7 (CPCA): d-limited chosen-plaintext-ciphertext-attack distinguisher

1. Choose queries Q = (q1, - - -, q4) SO that gy, is either (0, z), or (1, yx).

2. Query the oracle with @, and get R = (r1,...,74), where rp, = yr, = Ci(zx) if g = (0,2x), Or
i =z = C;  (yx) if g = (1, yx), fori € {1,2}.

3. Depending on X = (x1,...,z4) and Y = (y1,...,ya), output “accept” if you “think” the oracle
implements C1, or “reject” otherwise.

Let A be the set of all (@, R) such that the distinguisher outputs “accept”. We can define a set M’ =
{0,1} x M, and for both ciphers C; new functions F; : M’ — M so that F;(0,2) = C;(z), and
Fi(1,x) = C;'(z). The probability that the distinguisher outputs “accept” when the oracle implements
the function C; (i = 1, 2) is then

pi = %: PriQ] XR: Lio,ryea[Cilky = %: PriQ] zﬂ; Lo,ryea[Filh r

Thus, we have transformed the chosen plaintext-ciphertext attack distinguishing between ciphers C; and
C into a chosen plaintext attack distinguishing between functions F; and F». In the same way, we can
transform any chosen plaintext attack distinguishing between functions F; and F5 into a chosen plaintext-
ciphertext attack distinguishing between ciphers C; and C>. Therefore,

AdvCPCAD (O Cy) = AdvCPAD (B, )

Theorem 3.7.1 Let C; and Cs be two independent ciphers on a set M, and d an integer. Let F; and F5 be
constructed from C; and Cs as described above. Then

1
Adv D (Cr, Cy) = SR = (Bl

Corollary 3.7.2 Let C be a cipher, and d an integer. Let F' and F'’ be created from C' and C* as described
above. Then

AdoCPeAD(0) = L [|[F1 ~ [P

3.8 Adaptive Chosen Plaintext-Ciphertext Attack

The adaptive chosen plaintext-ciphertext attack is the most powerful attack. A cipher C'is called super-
pseudorandom [14] if there is no d-limited adaptive-chosen-plaintext-ciphertext-attack distinguisher be-
tween C and a perfect cipher for any d polynomial in log, |M|. A d-limited adaptive-chosen-plaintext-
ciphertext-attack distinguisher between two functions C; and C5 on a set M works as follows:

DISTINGUISHER 3.8 (ACPCA): d-limited adaptive-chosen-plaintext-ciphertext-attack distinguisher [21]

1. Fork=1toddo

1.1 Choose a query g, € {(0,zx), (1,yx)} depending on the previous plaintexts and ciphertexts.
1.2 Query the oracle with g;; and get the request r, = yr, = Ci(zx) OF r, = a = C[l(yk), where
ie{1,2}.

2. Dependingon X = (x1,...,24) and Y = (y1,...,y4), Output “accept” if you “think” the oracle
implements C or “reject” otherwise.
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Let 7 = ((q1,71),-..,(qa,74)) be the sequence of queries of the distinguisher and responses of the
oracle. Let M’ = {0,1} x M, and F; and F5 be functions from M’ to M defined as F;(0,z) = C;(z)
and F;(1,z) = C; ().

Let .4 be the set of all traces 7 such that the distinguisher outputs “accept”. Then the probability that it
outputs “accept” when the oracle implements the function C; (i = 1,2) is

pi = Z Lrea Priq] Prigelqr, m1] ... Prlgalqr, 1, - qa—1,ma1] [Cil%, y,
7=(Q,R)

= Y LeeaPrla]Priazlgn, 1] .. Prlgalar, mis - qa—1,ma1] [Fil
7=(Q,R)

In this way, we have transformed the adaptive chosen plaintext-ciphertext attack distinguishing between
ciphers C and Cs into a adaptive chosen plaintext attack distinguishing between functions F,; and F».
In the same way, we can transform any adaptive chosen plaintext attack distinguishing between functions
Fy and F5 into a adaptive chosen plaintext-ciphertext attack distinguishing between ciphers Cy and Cs.

Therefore,

AdvACPCAD (O, Cy) = AdvACPAD (B Fy)

Theorem 3.8.1 ([25]) Let C; and C5 be two independent ciphers on a set M, and d an integer. Then

AdvACPCAWD (0 ) = % [[C1)? = [Ca)?|

S

Proof: Let F} and F, be defined as above. Then

DecCfly (Cy,Co) = DecF{! (Fi, F3) =2 Ado* M (K, F)
-9 Ad,UACPCA(d) (Cla 02)

Corollary 3.8.2 ([25]) Let C be a cipher, and d an integer.

AdUCACPCA(d)(C) = %DGCC‘(‘%H (C)

Adaptive Chosen Plaintext-Ciphertext Attack Against Unbalanced Feistel Networks

In Section 3.4 we proved that in the random oracle model the three-round UFNs are secure against adaptive
chosen plaintext attacks with a reasonable number of queries. Here we show that the three-round UFNs are
not secure against adaptive chosen plaintext-ciphertext attacks.

Theorem 3.8.3 ([14]) Let Fy, F», F5 be any three independent random functions — £} and F3 from a set
Mo to aset M; and F; from M; to Ma. Then U[F}, Fy, F3] is not secure against the adaptive chosen
plaintext-ciphertext attack.

Proof: There is a 3-limited adaptive-chosen-plaintext-ciphertext-attack distinguisher between the
function W[Fy, F5, F5] and a perfect cipher:
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DISTINGUISHER 3.9 (D): 3-limited distinguisher for U[F}, Fy, F3]

Create a plaintext z; = [Ly, R] for any L; and R, and get a ciphertexty, = [L], R}].
Create a plaintext 25 = [Lo, R] for any Lo, and get a ciphertext yo = [L5, R}].
Create the ciphertext ys = [L, ® Ly & Lo, Rb], and get a plaintext z3 = [L3, R3].

If the oracle implements W, then forall £ = 1,2, 3:

w0

R}, = Ry ® F5(Ly & F1(Ry))
k= Lx ® F1(Ri) ® F3(Ry,)

with R; = Re = R. Therefore,
Ly = L3 ® F1(R3) ® F3(R}) = Ly ® Fy(R3) @ F3(Rb)
— Lo F(R) e Lo (R oL, " oL oL
Hence, L3z & F1(R3) = L1 @ F1(R). Furthermore,
Ry = R3 ® F5(L3 @ Fi(R3)) = R3 @ F»(L1 @ F1(R))
—R;o R oR"Y) R,

Hence, R3 = R ® R @ R5.
5. If R3 = R® R} @ R}, output “accept”, otherwise output “reject”.

If the oracle implements W, then the distinguisher always “accepts”, i.e. p = 1. If the oracle
implements a perfect cipher, then the probability the distinguisher “accepts” is the same as the
probability that for two random ciphertexts y; = [L], R}] and yo = [L}, R}], and a random
plaintext 23 = [Ls, R3], Rs = R+ R} + R}, i.e. p* = 5. The advantage of the distinguisher is

thus AdvCy "M D (C) =1 — L

[Mo]"
By adding further plaintexts and ciphertexts, a 3d-limited distinguisher with advantage
AdegCPCA(gd)(O) =1- W forany d > 1 can be created. [ |

Theorem 3.8.4 ([25]) Let Fy, F5, F5, F; be four independent perfect random functions, £ and £ from
Moy to My and Fy and F5 from My to My, O[FY, F5, Fy, Ff] a4-round UFN on M = M; x Mo, and
d an integer. Then

dz
min{| M|, [Maz[}

Ad’UCACPCA(d)(\II[FfvF;7F§7Féf]) S

Proof: The proof uses the technique introduced in [16].

Any d-limited known-plaintext-attack distinguisher has access to d plaintext/ciphertext pairs
(z1,41),- -, (x4, ya). When the oracle implements the unbalanced Feistel network, the ciphertexts
are calculated as depicted on the following figure.

é o x = [Li, Ry)
! yr = Uk, Vi]
s [z
é - T Sk = L ® Fy (Ry)
k Ty ZRkEBFQ*(Sk)
Uk * k= Ur = S @ F3 (Tk)
Ry, =Ty @ F3(Tk)

E

Li Ry,

In the case that the distinguisher queries the oracle with a plaintext: If all R;’s are pairwise distinct,
then Sy.’s are perfectly random, since the function F;* is perfectly random. If all S;’s are pairwise
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distinct, then the 7},’s are perfectly random, since the function £ is perfectly random. If all Sg’s
and T},’s are perfectly random, then y;’s are also perfectly random.

In the case that the distinguisher queries the oracle with a ciphertext: If all Uy ’s are pairwise distinct,
then the T}.’s are perfectly random, since the function F is perfectly random. If all T}’s are
pairwise distinct, then the S.’s are perfectly random, since the function F is perfectly random. If
all Sy.’s and T’s are perfectly random, then the ;s are also perfectly random.

Without loss of generality, we may assume that queries are always distinct from all previous queries
as well as from obtained answers of the oracle. Since W is a permutation, all x’s as well as all y’s
are pairwise different. In similar way as in proof of Theorem 3.4.8 we can obtain the following
probabilities:

0 Rk = Rl 0 Uk = Ul
PI’[Sk = Sl] = 1 PI’[Tk = Tl] = 1
| M|

Uy # U

Therefore, Pr[S;, = 5] < M}[l‘, Pr[Ty = T] < M}[z‘, and from Theorem 2.2.3

AdvCACPCAD (W[ Fx Ff Ff FF]) <1—PriVk #1: Sk # S; ATy # T
:Pr[ﬂk;ﬁl:Sk =S VT :Tj]
<PrE3k#1:S,=8;]+Pr3k #1:T, =T

<<d> 1 +<d> 1 a2
—\2) My \2) Mz min{|M,], M2}

Note that adding a new round (even a weak one) between the second and third round cannot increase
the advantage, because the proof does not depend on what happens between these two rounds. ]

Corollary 3.8.5 Let Fy, 5, iy, Ff be four independent perfect random functions, F;* and Fy from a set
Moy toaset M, and F5 and F) from M to Mo, O[FY, Fy, Fy, Ff] a4-round UFN on M = M3 x Mo,
and d an integer. Then

dz
min{[ M|, [Ma[}

Corollary 3.8.6 Let Fi,..., F, be r > 4 independent random functions such that Adv FACYCAW) (Fy) <
e, and d be an integer. Then

1 dg \.%J
AdvCACPCAD (Q[Fy ... F, <—{2<4€+ , )]
’ (W B = 5 i { [ [Ma])
Proof: Follows from Theorem 2.4.4 and 2.4.2, and from the note at the end of the proof of Theorem
3.8.4. [ ]
3.9 Summary

In this chapter, we studied general types of attacks. For each one we found an associated matrix norm || - ||,
and showed that the advantage between two functions (permutations) F, F is

1
AdvATK(d)(Fl,Fb) =3 NFE = [F2)Y),

The norm || - || is:

||-||; the for the known plaintext attack;

I||-|||, forthe chosen plaintext attack and chosen ciphertext attack;

||-||,, for the adaptive chosen plaintext attack and adaptive chosen ciphertext attack;

||-||; for the adaptive chosen plaintext-ciphertext attack.
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From the definition of the norms, it follows that

Ad’UCPA(d)(Fh F) < AdUACPA(d(Flv 1)
AdvSPA@ (R ) < < AdvTOND(Fy Fy) ¢ < Ado" NI (R, F)
AdUCCA(d)(F1, Fg) < AdvACCA(d) (F17 F2)

The relationship is depicted on the following picture so that the arrows direct from the weaker attacks to the
stronger ones, i.e. from attacks with the lower upper-bound on the advantage to the ones with the higher

upper-bound.

ACPA

CPCA

ACPCA

/ CPA
KPA \
CCA

ACCA

We further examined unbalanced Feistel networks ¥[F1, ... F] : M1 X Ma — M; x M, against the
attacks, and showed that

e The 2-round UFNs are secure against known plaintext attack in the random oracle model;

e There is no 2-round UFN secure against chosen plaintext attacks;

e The 3-round UFNs are secure against adaptive chosen plaintext attack in the random oracle model;
e There is no 3-round UFN secure against adaptive chosen plaintext-ciphertext attacks;

e The 4-round UFNs are secure against adaptive chosen plaintext-ciphertext attacks in the random
oracle model.

More formally: Let D, = WM- Then for the d-limited known plaintext, adaptive chosen plain-

text, and adaptive chosen plaintext-ciphertext attacks,
o AdvCEPAD(W[FY, F3]) < Dy
o AdvCACPAD(W[FY, Fy, F3]) < Dy
o AdvCACPCAD(W[FY, Fy, Fy, F*4]) < Dy

Note that the bounds are minimal for the balanced Feistel network. Further, the attacker must dispose
d < y/min{|M1],|M.]|} plaintext/ciphertext pairs in order to ensure security against the particular at-
tack, and then the minimal number of rounds of a UFN is 3 for pseudorandomness, and 4 for super-
pseudorandomness. However, for design of a UFN cipher, we usually need to quantify how many rounds
it has to have in order to achieve a defined minimal security, or to find out what size of attack the cipher is
able to withstand.

Consider now a UFN defined on {0,1}"™ = {0,1}"™ x {0,1}"~™, with m < 2, and thus with
min{2™, 2"~} = 2™_ Corollary 3.4.10 implies that in the ideal case, when the primitive functions
are perfectly random,

1/ d\"
AdvCAPAD(W[FF ... F3)) < 5 (2 : Q—m)
Hence, in order to achieve the pseudorandomness with advantage less than 2!, we need

-1
“m-—2lgd-1’



42 CHAPTER 3. GENERAL ATTACKS

and thus at least 3[ml rounds, or we have to bound the size of the attack to

LEJ(m—1)—1+41
d<2 2k

for an r-round UFN.

Similarly, for the super-pseudorandomness, if we want to achieve advantage smaller than 2, we need
at least 4 —=—=—"1 rounds, or to bound the size of the attack to d < 2554 for a 4k-round UFN.

Evaluatlng Ellhe m|n|mal number of rounds involves two parameters: the maximal size of the attack (d),
and the upper-bound of the advantage.

The size of the attack may be surely limited by 2" because that is the number of plaintext/ciphertext
pairs, and thus with d = 2" the attacker already has all plaintext/ciphertext pairs and does not need to
attack the cipher at all.
this upper-bound may be considered to be unrealistic, since an attacker is usually able to get only a few
plaintext/ciphertext pairs. Note that we require plaintext/ciphertext pairs encrypted with the right key, not
any pairs which can be easily obtained whenever the encryption algorithm is known, which is the accepted
rule known as Kerckhoffs’s principle. To obtain many plaintext/ciphertext pairs encrypted with the right
key would probably mean access to the encryption device together with the key for quite a long time, which
is a security problem beyond the framework of this work. Therefore, we can consider d to be small.

On the other hand, advantage expresses the probability that an attacker can distinguish a cipher from a
perfectly random output. It can be seen as amount of calculation necessary to distinguish between them.
Thus, whenever n is considered to be an appropriate block length, i.e. when the exhaustive search of size
2™ is deemed to be infeasible, 2~ can be considered as an appropriate value of advantage for the cipher of
size n bits [17]. Applying this for UFNs, we get

n—1
k> ——— 3.2
“m—-1-2lgd (32)



Chapter 4

Composed Attacks

In the previous chapter we showed under which conditions a cipher may withstand different types of attacks.
It is natural to ask whether some combination of these attacks can lead to a more efficient attack against the
cipher. This chapter gives some answers to this question. First, we examine the case when an attacker has
a simple chosen plaintext attack and repeats it many times in order to get a better advantage. This kind of
attack is called iterated attack. The differential and linear cryptanalysis ([4], [15]) happen to be included
in this class of attacks, and because of their popularity, we focus on them separately. Then we examine
combined attacks which make use of several distinct attacks with the same goal to build a stronger attack,
and give upper bounds of their advantage. Here we consider the average advantage of the attacks. Although
the small average advantage does not exclude the possibility of weak keys in a particular cipher, it shows
that the attack does not work on average, which implies that the fraction of weak keys is negligible against
the average case.

4.1 Basic Differential Cryptanalysis

Although differential cryptanalysis was invented by Eli Biham and Adi Shamir [4] in order to recover the
encryption key of a cipher, we study here its distinguishing variant which exploits the underlying idea of the
differential cryptanalysis. In our notion, the basic differential cryptanalysis is the 2d-limited distinguisher
with a characteristic (a,b) € M™ x M between a cipher C and a perfect cipher C* both defined on
M = {0,1}™, working as follows:

DISTINGUISHER 4.1 (DCA): 2d-limited basic-differential-cryptanalysis distinguisher [21]

1. Fork=1toddo

1.1 Choose a random plaintext message xj.

1.2 Query the oracle with z;, and ), = xj + a, and get y, = C(z,) and y}, = C(},), where C'is
either C or C*.

1.3 If C(zy, + a) = C(xx) + b, stop and output “accept”.

2. Output “reject”.

Differential cryptanalysis depends on the following probability [21]:
DPC%a,b)(z) = Pr[C(z + a) = C(x) +b]
where z has the uniform distribution over all plaintext messages. The probability of success in one round is

DP[a,b] = E(DP[a,b](2)) = Y _Prla] - PrC(x + a) = C(x) +b]
= W1| ZPr[C(a:+a) =C(z)+b]
= |W1|ZZPr[C(9:) =yAC(z+a)=y+Db]

1 2
=M > (Ol iy
z oy

43
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Since a # 0, for a perfect cipher:

. 1 1 1
DP% [a,b] = — - _
o8 = g 22 T~ T

The probability that the distinguisher accepts when C' is implemented is

p= > PriX]

d
1-]J( - DP, b](zi))]

i=1

d
= (1 - DpP¢ [a, b](z;
M| 2 [ -1 ! ))1

X=(z1,...,xq)EM? =1

d

X=(1,....wa) EMT i=1

d
_1- If\ild lz (1 DPC[a,b](o:))]

reM

=1- [IMI > (1 -DP%a,b(z ))] <d-DP®[a,b]

rzeM

For a perfect cipher it gives,

d
p*<d-DP [a,b] = ™M1
Hence,
AdegCA(Qd)(C) = |p—p*| < max{p,p*} (4.1)
1
:d-maX{DPC[a,b], |M|1} (4.2)
Theorem 4.1.1 ([21]) Let C be a cipher on M, and d an integer. Then
d
DCA (2d) . 2
Proof:

DP€[a,b] — DP [a, b]’ = |ﬁ > O atarwny — W1| > O ararwusn)
x Yy T Yy
< ﬁ ; ; ‘[C]?x,x+a><y,y+b> -[C *]?x,wa)(y,wb)’
< DD 1€, ety — € Brebarar
< ﬁ Z max Z Z }[C]?x@,)(yyy,) = 1O oy }
< maxmaxz Z ‘ (9; ) (y,y') — [C ](ac,ac’)(y,y’)

= DGCCHHHW(C)
Therefore, .
c 2
and from 4.2
Ad’UODCA(zd)(C) S d- (W'%l + DGCCW I (C))
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4.2 General Iterated Attack

In case of basic differential cryptanalysis, a simple 2-limited non-adaptive plaintext attack was repeated
several times. This approach can be generalized to any non-adaptive plaintext attack: An iterated attack
iterates n times an elementary d-limited plaintext-attack distinguisher D between a cipher C and a perfect
cipher on M. It is defined by

1. the underlying d-limited attack D;

2. the number of iterations n (complexity) of the underlying attack (the number of iterations » of the attack
is assumed to be large, the order of the underlying attack d small);

3. aplaintext distribution D on M, which describes the distribution on queries of the underlying d-limited
distinguisher (if D is the uniform distribution, we will refer to known-plaintext iterated attack);

4. atest function 7: M?x M? — {0, 1} that corresponds to the acceptance set of the underlying d-limited
distinguisher D — it returns 1 for all pairs (X, Y") for which D accepts; and

5. an acceptance set A C {0, 1}™, that contains all combinations of the test function outputs for which the
iterated distinguisher accepts;

and works as follows:

DISTINGUISHER 4.2 (1A): nd-limited iterated-attack distinguisher

1. Fork=1tondo

1.1 Choose a random vector of plaintext messages Xy = (xx1, . .., zrq) With distribution D.
1.2 GetYy = (Ci(xk1), ..., Ci(zra)), where i € {1,2}, Cy = C,and Cy = C*.
1.3 Get the answer of the underlying d-limited distinguisher: Ty, = 7 (X, Yz%).

2. If(1y,...T,) € A, output “accept”, otherwise output “reject”.

At the first glance, it is tempting to believe that a cipher resists this type of attack once it has a small
d-wise decorrelation bias. The following example shows that this is not true.

Example 4.2.1 ([21]) Let C be a cipher with a perfect d-wise decorrelation. Assume that each instance
(induced by a key) is totally defined by any d distinct plaintext-ciphertext pairs. [For example, the cipher
defined in Example 2.3.5 — C'(z) = ax + b — has perfect 2-wise decorrelation, and each key (a,b) can

be reconstructed from any two distinct plaintext-ciphertext pairs.] Thus, there are | M |i different instances,
and they can be indexed by numbers from 1 to |M|¢: C1,. .., ¢z e FOr each d-tuple of plaintexts X =
(x1,...,24) and ciphertexts Y = (y1, ..., yq) We can define an index function 7 : M? — {1,..., |M|d},

sothat I(X,Y) is the unique index k such that cx (x;) = y; foralli = 1,. .. d. Let now D be an 2d-limited
iterated-attack-distinguisher with the following properties:

1. D is uniform distribution;

[ 1 ifI(X,Y)=0 (mod u)
2 T(X,Y) = 0 otherwise

with a given modulus p = 7 for a constant a < n;

3. A=1{0,1}"\{(0,...,0)}.

If the oracle implements C then for each pair (X,Y"), there is exactly one value & such that I(X,Y) = k,

and
1 ifk=0 (mod )
0 otherwise

T(X,Y) = {

Therefore,
1
p=Prlk=0mod u] = —
n
If the oracle implements C* then the output is random, and thus any of k is equally possible. Therefore,
1

1
— PrT; =0]=1— =
f f
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and

Hence, if n > 2

AdvCA D) =1 — <1 - l) -
7]

-3~}

which can be quite large although C' is perfectly pairwise decorrelated. The idea behind this attack is that
the test 7 provides the same expected result for C' and C*, but a different standard deviation.

==
IV
—

\
7N
—

\
==
N————

(V]

\

==

The previous example shows that decorrelation of order d is not sufficient to prove the security of a
cipher against iterated attacks of order d. The following theorem proves that the decorrelation of order 2d
is sufficient.

Theorem 4.2.2 Let C be a cipher on M such that AdvC A4 (C) < ¢ for some integer d < /| M. Let
n be an integer. Let D be a plaintext distribution, and ¢ the probability that for two independent random
plaintext vectors X = (z1,...,2q) and X’ = (z1,. .., z}) with distribution D there is 7 and j such that
z; = x. Then for iterated attacks of order d and complexity n with plaintext distribution D

2 2 3
AdvC™ () < 3 {(25 + ﬁ + 35) n2] + ne.
Proof: [The proof is based on the technique introduced in [24].]
The proof is presented in several steps.
Let Cq .= C,and Cy := C*.

1. Let Z; be the probability (over the distribution of X) such that the test 7 accepts (X, C;(X)),
i.e.
X

Note that Z; depends on C;.

2. Let X denote a vector (X1,...,X,),and Y denote (Y1,...,Y,), where all X;’sand Y;,’s are
vectors from M<. The probability that the attack accepts when the oracle implements C; is:

pi = ZPr[f(] Z PrCi(X)=Y] > Leny..ryeaPrivk: T(Xp, Vi) = Ty

- ZPV[X] Z PrCi(X) =Y] DY Lm,.mea [[ 200 2) "

— Z PriX] Z PI[C;(X) = Y] Z Ly mea Z (1 — zyn=Tm T
X Y )

Ti,....; T
= Ec,(f(Z:))
where
O S e R e P DI L (B
Ty,....Tn k=0

for some constants a;, such that a;, < (Z)l Since f(z) is a polynomial of degree at most n,

n

F1(2) =7 (b1 (1 = 2)"F — a2t (n — k) (1 — )" )

k=0

n n—1
= Z kapz"=1(1 — z)"F — Z arpz®(n — k)(1 — z)"~ kL,
k=1 k=0

a(k) = (}) if and only if A contains all vectors with exactly % ones.
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For the first sum,

é kapz" (1 —2)" 7 < zn: k(Z) A1 -2 h = nzn: (Z B i) 11— gk

and for the second sum

S ok n— k)1 -2 < 3 (Z) P — k)1 — 2k
k=0

holds. Consequently,

n n—1
|f/(Z)| < max {Z kakzk—l(l _ Z)n_k7 Z akzk(n o ]{3)(1 B Z)n—k—l} <n
k=0

k=1

Therefore,
|f(Z1) — f(Z2)| < n|Zy — Za.

3. The probability that one round is accepted, i.e. that 7 (X, Yx) = 1, is
PR =S PrX] Y CPrCy(X) = Y] Pr{T(X,Y) =1]
X Y
=Y PIX]Y PrCi(X) =Y]-Zi = Ec,(Z)
X Y

Since one round of the iterated attack is actually a chosen-plaintext attack,

|EWC1 (Zl) o ECZ (Z2)| _ prloundk 7pr20undk < AdeCPA(d)(C) < Adl}CCPA(2d)(C) <e
4. Since
2
z; = ZPr[X]T(X,CZ-(X))] = Z PriXyPriXs]T (X1, Ci(X1))T (X2, Ci(X2))
X X1,X2

and since X,’s are chosen independently from each other,

z:= Y PIXT(X,Ci(X))]

3
X'=(x1,..,®24)

corresponds to another test 7’ with 2d entries such that
T'((X1,X2), (Ci(X1), Ci(X2)) = T (X1, Ci(X1)) - T (X2, C3(X2)),

ie. 7((X1, X2), (Ci(X1), C;(X2)) accepts if and only if both 7 (X, C;(X1)) and
T (X5, C;(X2)) accept. Therefore from 3:

|Ec,(Z}) — Ec,(Z3)| < AdvCPACD (C) < ¢
and

Vey(Z1) = Ve, (Zo)| = |Ec, (Z7) — E*(Z1) — Ec,(23) + E*(Z2)]
< |Ec,(Z7) — Bc,(Z3)]
+[(Ec,(Z1) = Ec,(22)) - (Ec,(Z1) + Ec,(Z2))]
<e+4+e-2=3¢

Hence, Ve, (Z1) < Ve, (Z2) + 3e.
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5. From the Chebyshev inequality, one finds:

Ve, (ZZ)

PI'HZZ' — Eci (Zz)l > )\] < e

Hence using 3,

Pr|Z1 — Za| > 2\ + €] < Pr[|Z1 — Ec,(Z1)| + |Ec, (Z1) — Ec,(Z5)|
+|Ec,(Z2) — Zso| > 2\ + €]
<Pr||Z1 — Ec,(Z1)| > A + Pr]|Z2 — Ec,(Z3)| > ]
+ Pr{lEc, (Z1) — Ec,(Z2)| > €]
< Vcl)\(2Zl) . VCZ)\(QZQ) < 2VCZ(§§) + 3e

6. Using 2 and 5:

AdvC™ ") (C) = |p1 — po

SZ ZZPV [C1(X) =YIPI[Co(X) =Y |f(Z1) — f(Z2)]
E(f(Z1) - f(Zz)D < E(n|Z) — Zs))
QVCQ(ZQ) + 3¢

<n(e+2X)+ 2
7. Since
Ec,(Z3)= 3" Y PrAXIPrX/PrX Y, X' B YT (X,Y)T(X,Y)
X, XYY
E%,(Z) =Y S PrXIPAX'PrX B YIPIX B YT (X, Y)T(X,Y)
X, XY, Y
we have
Vo, (Z2) = Ec2(Z§) — B¢,(22)
=3 prix T(X,Y)T(X",Y") (Pr [X—*Y} —Prx S ylprix’ & Y’])
XX/ X' 3y’
Yy’

This sum is maximal when 7 (X,Y") and 7 (X', Y") are 1 for all terms with the same sign.

Since
3 PrXIPHX) (Pr[X Sy, X' By - prx Bylprx’ & Y’]) =0
X, X’
Y,Y’
we get
max Vg, (Zs) = Z PrX [X%Y} —Prix S ylprix’ &2 v
/‘}Y/

X X'
Yy’
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a) Sum of all terms for X and X’ with colliding entries (recall that there are collision only
between X and X", but no collisions inside X, and inside X', because we may assume
that the underlying distinguisher always chooses different queries):

% Z ZPr[X PriX’

coll (X, X") Y,Y"

Pr [ XThy } —Prix & ylprix’ Gy
X/‘)Y,

1
< = Pr{X]Pr[X’ Pr| XY
<3 > PIXJPX) Yo pr| XCY
coll (X,X") Y)Y’
1 Ca v
+5 > P XS Prx Byrix’ Gy
coll(X,X") Y, Y’
1 !/ 1 !/
=3 > PrXIPrX'] + 3 > PriX]PriXx’]
coll (X, X7) coll (X, X")
=

b) Sum of all terms for X and X’ without colliding entries, and Y and Y with colliding
entries. Since Cs is a permutation, if a collision inside Y occurs, then Pr[C(X) = Y] = 0.
Similarly, if there is a collision in Y then Pr[C'(X) = Y] = 0, and if there is a collision in
Y UY'thenPr[C(X) =Y,C(X’) = Y'] = 0. Furthermore, there are

M| [(IM]| - 1)‘71;1]2 possibilities to choose collisions between Y and Y. Thus,

1
7 2 > mI
non-coll (X, X’) coll (YY)
1 ’ Cy 1 Co yrr
=3 S PrXIPrx] > PrX BYPrX’ 3 Y
non-coll (X, X") call(Y,Y”)
non-coll (Y")
non-coll(Y")

{X*Y} —PriX B yprix’ © v

C
2Y/

11
S PIXIPIX] M [(M] - 12—
non-coll (X, X") M= M

d? o dP ,
= 3] > PrXIPrX'] < ] > PrXIPrIX

non-coll (X, X") X, X’

<

N |

d2
M)

c) Sum of all terms for X and X’ without colliding entries, and Y and Y without colliding
entries. There are \M|E possibilities to choose non-colliding Y and Y. Thus,

% > > PriX]Pr(X’]

non-coll (X,X) non-coll (Y,Y")

[X%Y} —PrIX ZY)Prx’ Sy

xSy

1 2d 1 1
=3 > PIUXIPIX] - | M M "
non-coll (X, X") (|_/\/l| )
2d
Ly o M PrXPI[X]
2 n%
<|./\/l|—) non-coll (X, X")
< L 1 |M|E < @
=20 2| = 2M

Summing all three values gives

2

d
Vo, (Z3) < 8§ 4+ —.
CQ( 2) + |M|
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8. Let\ = (%)E Then

2Ve, (ZQ) + 3¢
)\2
<2V02 (Zs) + 3€>

6.
AdvC" A D () < (e +2)) +

o

=ne+2n

+ (2Ve,(Z2) + 3¢) (W)

(2‘/02 Z2 +3E)

7. 242 3
§n5+3[ (25+—+35>]
M|

Corollary 4.2.3 ([24]) Let C be a cipher on M such that AdvC P2 (C) < ¢ for some d < /] M. Let
n be an integer. Then for an iterated attacks of order d and complexity n with uniform plaintext distribution

4 2 %
AdUCIA("d)(C) <3 [(ﬁ + 35) n2] + ne

holds.
Proof: Since the plaintext distribution is uniform, the probability that for two independent random
X = (21,...,7q) and X' = (21,..., ;) thereis i and j such that z; = 2/, is:
6= Pr[3i,j: 2 =2} < ZPT[CL‘Z' =z} = ZZPT[xi =z Az = 1]
%7 wj T
_112
— d2|M| [(|M| - 1)d71} — d_2
2
M
The inequality follows now directly from Theorem 4.2.2. [ ]

The result of the corollary says that with a small advantage ¢ against the 2d-limited chosen-plaintext-attack

distinguishers, one needs
=Q (min {1/\/5, \/M})

in order to get a significant advantage, unless the distribution D has some special property. Further, note
that the previous results are not tight because of the use of the Chebyshev inequality.

Note On The Basic Differential Cryptanalysis

From the definition of the basic differential cryptanalysis, it is easy to see, that it is an iterated attack of
order 2 with the following parameters:

1. Distribution D is distribution of (x, « 4+ a) with uniformly distributed X;
2. T((z,2"),(y,y')) = lifandonly ify + b = y/.

3. A=1{0,11"\ {(0,...,0)}.
Corollary 4.2.4 Let C be a cipher on M such that AdvC“P44(C) = 3 DecCl. 1 (C) < e andn bean
integer. Then,

AdvCPACY () < 3 [nQ (% + 35)] + ne,

Proof: The probability that X = (z,2 + a) and X’ = (2, 2’ 4+ a) have a colliding entry is

§=Priz=2'Ve+a=2"+aVr+a=2"Vr=2a +d
3

gPr[m:x’]—i—Pr[Jc—i—a:x']—l—Pr[m:x'—i—a]zﬁ.

Now, we can use Theorem 4.2.2 to get the result. ]

Since Corollary 4.2.3 requires decorrelation of order 4, this result is weaker than the result of Theorem
4.1.1.
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4.3 Linear Cryptanalysis

The linear cryptanalysis is another well-known iterated attack introduced by Mitsuru Matsui in [15]. A
d-limited linear-cryptanalysis distinguisher between a cipher C' and a perfect cipher on M = {0, 1} with
a characteristic (a,b) € M™ x M™ and acceptance set B C {0, 1,...,n} works as follows:

DISTINGUISHER 4.3 (LCA): n-limited linear-cryptanalysis distinguisher [21]

1. Initialize the counter v = 0.
2. Fork=1tondo

2.1 Choose a random plaintext message xy.
2.2 Gety, = C(xx), where C is either C or C*.

23 Ifxy-a = C'(xk) - b (the inner dot product is the parity of the bitwise AND of the operands),
then increment the counter w.

3. If u € B, output “accept”, otherwise output “reject”

The linear cryptanalysis is an iterated attack of order 1 with the following parameters:
1. The distribution D is uniform over M;
2.d=1;
3 7T(X,)Y)=1lifandonlyif X -a=Y -0
4. A(Ty,...,T,) ={v € {0,1}"w(v) € B}, where w(v) is number of ones in v.

Corollary 4.3.1 ([24]) Let C be a cipher on M such that AdvC PA?)(C) = 3DecCh | (C) < e and
n be an integer. Then

4 3
AdvC™AM () < 3 {nQ <— + 33)} + ne,
M|
Proof: Directly follows from the Corollary 4.2.3 for d = 1. ]
Note that in [21], another result for the linear cryptanalysis is given:

. AdvCTCAM ()
hm —_—

n—-+o0o n

1 2

[

It is better than that of the previous Corollary, however, it also depends on DeCOﬁHll and it is only an
asymptotic result.

4.4 Combined Attacks

The iterated attacks take a chosen plaintext attack and repeat it many times in order to get a better advantage.
The combined attacks are similar, but they use different attacks in each round. In this section we examine
whether a combination of less efficient attacks can lead to a more efficient attack against the cipher. A
combined attack against a cipher C' on M is defined by

1. aset of n distinguishers D1, ..., Dy realizing different attacks, each of order d;, — unlike the iterated
attacks a combined attack assumes a small number of iterations n (complexity) and large order d;. of the
underlying attacks;

2. a set of test functions 7;, : M x M% — {0,1} which correspond to the acceptance sets of the
underlying distinguishers Dy, i.e. it returns 1 for all pairs (X, Y") for which D, accepts; and

3. an acceptance set A C {0, 1}™ which contains all combinations of the outputs of the test functions for
which the combined distinguisher accepts;

and works as follows:
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DISTINGUISHER 4.4 (CA): Combined-attack distinguisher of order d and complexity n

1. Fork=1tondo

1.1 Choose a random plaintext vector Xy, = (21, ..., Tkd).
1.2 GetYy = (Ci(zk1), ..., Ci(zka)), wherei € {1,2},Cy = C,and Cy = C*.
1.3 Get the answer of the distinguisher Dy: Ty, = 75 ( X, Yi).

2. If (Iy,...T,) € A, output “accept”, otherwise output “reject”.

Theorem 4.4.1 Let C be a cipher on a set M. Let D, ..., D,, be n distinguishers realizing some attacks
on C with advantages Advp,, ..., Advp,. Let d; denote the number of queries of D;, and let Di denote
the following distinguisher:

1. Run the distinguisher Dy and set a to the result.

2. Run the distinguisher D, and set b to the result.

3. If a = b = 1, output “accept”, otherwise output “reject”.

Let Adng denote its advantage, and §; denote the probability that two independent runs of the distin-
guisher D;, have queries with an input in common. Then

AdpCOA Bt () < Z
k=1

2d
Advp, +3 (25k + —

|M| +2Ad1}Dk +AdUD2) ‘|

Proof: [The proof is based on the technique introduced in [24].]
The proof follows the same steps as the proof of Theorem 4.2.2
Let Cy :=C,and Cy := C*.

1. Let Z,1x be probability that the test 7;, accepts (X, C;(X)), i.e. Pr{7,(X, C;(X)) = 1]. Then

Zin = L PHXIT(X.G(X)) = Ex (B(X.G:(X))),

2. Let X denote a vector (X, ..., X,),and Y denote (Y1,...,Y;), where all X;’s and Y;’s are
vectors from M9« Then the probability that the combined attack accepts when the oracle
implements C; is:

pi = ZPI’[X] ZPI’[CZ'(X) = Y/] Z 1(T1,...,Tn)eA Privk : Tu( X, Yz) = Tk

T1,..Tn

= > Pr[X]) PriCi(X) Z 1(T1, JTw)EA H (Zyu) ™ (1 = Zyu )~
X Y

Ty,...,T,
= Ec, (f(Zyn, Zyz, - -, Zym)))

where

f(zla"'aZN) = Z 1(T1 ..... )GAZI (1_2% Tl) "Zgn(zi_Tn)

= Z ak1k2,..knzfl(1 — Z}_]ﬁ) . ZT];n(l _ ZTllfkn>

(k1,....kn)€{0,1}7

for some constants ay, € {0, 1}. Since f(z) is a polynomial of partial degrees at most 1,

of K 1-k k —k
3_21: Z (@1 e = QOky. k)79 (1= 257 "2) -2 (1= 237 Fm)

k2. kn
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Since

< D - nT) (e g

kn
EDIE R s B DI U e B Rl
2

k ks,....kn
=(22+1-2) Z 2 (L= 257 ") 2l (1= 23 7Fn)
k3,..., kn
= Y ATy iy ==
K3yeoorkin
and similarly,
Sy 1= Z AOky.. ko, 202 (1 — za7F2) o gk (1 = 21=Fny <
k2,..., kn
Thus,

0
a—i S maX{Sl,Sg} S 1

In a similar way, we get for all partial derivatives: % < 1. Therefore,

S
|f(Z1[1] AT Zl["]) — f(ZQ[l],ZQ[z], ceey Z2[n])| < Z |Zl[k-] — Zom |
k=1

3. The probability that one round is accepted (i.e. 7;.(Xy, Y3) = 1) is
P = Eo (Zm)

round round
k p k

|Ec, (Zym) — Ecy(Zayw)| = |P}

4. Since Z3,, corresponds to the attack D7,

S Adl}Dk

’Ecl (Ziw) — Ec, (Zg[k])’ < Advp:
and
Ve, (Zi) = Ve (Zom)| = |Eey (Z3w) — E*(Zy) — Ecy(Zyw) + E*(Zow)|
< Advpz + 2Adup,

Hence, Vo, (Z11x1) < Vo, (Zow) + AdvDi + 2Advp,,.

5. From the Chebyshev inequality, one can derive:
Pr{|Ziw — Ec,(Zia)| > Ai) < %?m)

Hence,
2V, (Zom) + Advpz + 2Advp,

Pr{|Zim — Zow| > 2k + Adka] < )\%

6. From 2. and 5.:

Ad’l}CCA(dl""’d"’)(C) _ |p1 7p2|
SE(f(Zyn, ..., Zym) = [(Zonr, - oo Zom)])

E ( | Z 1k ZQ[I@]|>

n 2VC2 (Zg[k]) + Ad’UDz + 2Adka
<) e

k=1

M=

>
Il
=)

2\, + Ad’UDk +

/N

53
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7. As proved in Theorem 4.2.2 (Step 7)

1
Voo, (Zom) < B E /PT[X]PT[XI]
X, X
Y,Y’
2

IMI

{X%Y} —PrX B yPrX B v

x' By

<O+

wl=

8. Let \, = <2V02 (Zym) + AdvDi + 2Adka) . Then

AdpCCAULdn) () < Z < [QVCQ Zow) + Advpe + 2Adka} ot Adka>
" 242 5
<> 3|20k + ok i Advps + 2Advp, |+ Adup,
k=1

Similarly as for the generalized iterated attacks, the result of the previous theorem is not tight because of
the use of the Chebyshev inequality.

Corollary 4.4.2 ([24]) Let C be a cipher on a set M. Let D, ..., D, be n attacks on C with advantages
Advp,,...,Advp,. Letdg, denote the number of queries of Dk Let D2 and Adsz have the same
meaning as in the previous theorem. If the underlying attacks have a uniform dlstrlbutlon on the plaintexts,

then
2

AdpCOA Tt () < B +2Advp, + AdvD2> ]
k=1

4d
Ad 3
vD <|M|

Proof: If the attacks have the uniform distribution of the plaintexts, 6, < .. The result follows now
from Theorem 4.4.1. [ |

45 Conclusions

In this chapter, we analyzed two attacks which use less efficient attacks against a cipher as building blocks
for a more efficient one: An iterated attack uses one chosen-plaintext attack with small size and repeat it
many times. In opposite, a combined attack takes a few distinct attacks with large size and each one is
executed once. In both types, to ensure security against the composed attacks using an attack of order d,
security against the underlying attack of order d is not sufficient; we need to ensure security against the
underlying attacks of order at least 2d.

In the previous chapter the advantage of different types of attack against unbalanced Feistel networks
was evaluated. We can use these results to determine the advantage of a composed attack against UFNSs.
Consider for example a differential cryptanalysis against an r-round unbalanced Feistel network with per-
fectly random round functions W[Fy', ..., F*]on {0,1}" = {0, 1} x {0, 1}~ ™. It depends on the chosen
plaintext attack with the following advantage (Corollary 3.4.10):

AdvCCPAD(B[FF . FF]) < AdoCACYAD (B [Fy, ... F*))

1 ( a2 )’“
<z |2—
2 min{| M|, M2}

where k = | ]. Let min{2™,2"~™} = 2™. Assume that we want to upper-bound the advantage by some
value a. Then from Theorem 4.1.1

AdvCPCACD () < d _ ! s ' <a
=" an—1 T2 \2m =

d? g a 1

— | <2({=-—=———) =0

(5) =2(5-5=3)
b lgb

— 2lgd—m

and thus we need at least E’giigfm rounds to achieve resistance to the basic differential cryptanalysis. Similar

formulas can be derived for other attacks and their combinations.




Chapter 5

M odes of Operation

The block size of the block ciphers is usually rather small (modern ciphers use 128 bit blocks), much smaller
than the usual length of messages. Thus, it is necessary to extend the encryption of one block to encryption
of the whole message with as little overhead as possible. Modes of operation handle this problem. They
were first specified by the FIPS 81 standard [18] for DES, however, they are independent of the actual
block cipher being used. In this chapter we describe individual modes, discuss their properties, namely
security, fault-tolerance, and efficiency, and evaluate their advantage in the random oracle model, i.e. with
the assumption that the underlying block cipher is perfect.

Notation: Most of the modes use an initialization vector (IV) to randomize the plaintext mes-
sage which is prepended to the ciphertext as the zeroth block. It makes it possible to encrypt
two equal messages into distinct ciphertexts. To handle this feature, we will consider a modified
notion of the perfect cipher C* for these modes: It will be a function from M* to M* that for
any input message xx- . . . 2, consisting of n elements of M returns perfectly random output
Yoy - - - yn OF n + 1 elements of M. Further, the advantage of the best distinguisher between
a cipher used in a particular mode Mode and a perfect cipher querying an oracle with up to ¢
messages containing together up to d blocks will be denoted by AdvCATK( D) (Mode[C]).

51 ECB Mode

The electronic codebook (ECB) mode is the simplest way of using a block cipher: the message is split into
blocks which are independently encrypted using the same key. Formally, let X = x5 ... be a plaintext
message. The ciphertext message Y = y1y» . . . is calculated by y; = C(x;), and the ciphertext is decrypted
by 2; = C~1(y;) (see Figure 5.1).

| Ti—1 | | Z; | | Li+1 | | Yi—1 | | Yi | | Yi+1 |
| |
C C C c! c! c!
| |
(o] (o] [ EnRERE
a) b)

Figure 5.1: Electronic codebook mode: a) encryption, b) decryption

Security: The main problem of the ECB mode is that the same plaintext blocks are always encrypted
into the same ciphertext blocks. Thus an attacker can start to compile the codebook without knowing the
key (and cipher) - if he finds out the plaintext block corresponding to a ciphertext block, he is able to decrypt
this ciphertext block whenever the block occurs again. It is also possible to mount statistical attacks on the
underlying plaintext, irrespective of the strength of the block cipher. Furthermore, an attacker can modify
ciphertext messages without knowing the key - he can insert, remove, interchange, or replay blocks (replay
attack) without being detected, thus some authentication should be included into the plaintext.

55
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Fault-tolerance: Alternation of a plaintext/ciphertext block only causes alternation of the correspond-
ing ciphertext/plaintext block. If a part of the ciphertext whose size is not a multiple of the block size is
inserted or lost, then all subsequent blocks are decrypted incorrectly.

Efficiency: Encryption as well as decryption may be done in parallel — any block can be encrypted or
decrypted regardless of the other blocks.

Theorem 5.1.1 Let C' be a cipher on M, ATK a class of attacks, and d and ¢ integers (¢ < d). Then,
AdvCATED(ECB[C]) = AdvCATED ().

Proof: From any attack on a cipher in the ECB mode, it is possible to create an attack on the underlying
cipher by ignoring the division to the individual messages, and similarly from an attack on the
cipher, an attack on ECB[C] can be created by grouping the blocks into messages. ]

52 CBC Mode

In the cipher block chaining (CBC) mode, each plaintext block is XOR-ed with the previous ciphertext
block before it is encrypted, and thus each ciphertext block dependents on all the previous plaintext blocks.
Since there is no previous ciphertext block at the beginning of the encryption, an initialization vector is
chosen at random. Formally, for a plaintext X = x;x5 ..., the corresponding ciphertext Y = yoy1y2 is
computed as follows: yo = IV, and y; = C(z; ® y;—1) for all ¢ > 1; the ciphertext is decrypted by
x; = yi—1 ® C~1(y;) (see Figure 5.2).

Go) o ] o] 0o (o
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a) b)

Figure 5.2: Cipher block chaining mode: a) encryption, b) decryption

Security: Some blocks can be inserted or removed from the beginning or end of an encrypted message
without being detected, thus the message should have some indicator of the beginning and end. Plaintext
patterns are concealed. The initialization vector should be unique; otherwise ciphertexts of two messages
are equal until the first difference in their plaintexts.

Fault-tolerance: Alternation of a plaintext block x; causes alternation of the corresponding ciphertext
block y; and of all subsequent blocks. However, it is not significant for decryption, because decryption
reverses this effect, and the decrypted plaintext has the same error as the original one. On the other hand
this feature may be used for creating of a message authentication code. Similarly, alternation of a ciphertext
block y; fully damages the corresponding plaintext block and causes alternation of the following plaintext
block in the same bits; all following blocks are decrypted correctly. If a part of the ciphertext whose size
is not a multiple of the block size is inserted or lost, then all subsequent blocks are decrypted incorrectly.
Synchronization errors of full block sizes are recoverable with one garbled block.

Efficiency: Encryption cannot be done in parallel. Decryption may be done in parallel and enables
random access to plaintext data. No preprocessing is possible.

In order to be able to decrypt the message, C' has to be a cipher. However, for simplicity of the proof, we
first consider the case where the underlying primitive is a perfect random function. Since attacks querying
the oracle with ciphertexts need to calculate the inverse of the underlying primitive, with this substitution
we are limited to plaintext attacks.

Lemma5.2.1 Let F* be a perfect random function on M, ATK € {CPA, ACPA} a class of attacks, and
d and g be integers (¢ < d). Then

dz

Ad ATK(d|q) BCIF*]) < )
e (CBO[F)) < 3757
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Proof: [The proof is based on the technique introduced in [2].]

Let C; := CBC[F*], and Cy = C*. Assume that the attacker obtains the following plaintexts:
Xj = xj1%j2,...,Tjn,, and ciphertexts: Y; = y,oyj1y;2, - - -, Yjn,, Where 1 < j < g, and n; are
the number of blocks in the individual messages. Thus, ny +na + - - - +ng = d.

Letall y;;, for1 < j < g, and 0 <1 < ny, be ordered in one sequence, so that y;, denotes the k-th
element of the sequence (0 < k < d), i.e.

Yk = Yab,
where a is the greatest integer such that Z;:ll nj <kandb=k— 37, n;. Letx, denote the
plaintext block encrypted in vy, (i.€. x4) if b # 0, Or 24y, ifb=0.
Let Dy, denote the following event:

YV, v < k,u# v Yy @ Tug1 F Yo D Toig1,

(i.e. there is no collision in inputs to the function F*). Let D_y = 1,and D = D4_1.

If D occurs, then the sequence of all ciphertext blocks ., is perfectly random because the elements
are either initialization vectors generated at random, or outputs of F'*, but in that case the function
was evaluated only for non-colliding (pairwise different) inputs, and thus they are perfectly random.
Consequently, if D occurs, the distinguisher cannot distinguish between CBC[F*] and C*.

Let Pr{-Dy|Dy—_1] be the probability that a collision occurs the first time in the k-th element
provided that the oracle implements the CBC mode with perfect cipher. If yy, is y,; for some a, and
b > 0 then since y,_1 did not have a collision, the cipher is evaluated for a new value, and

Pr[=Dy|Dg—1] = Pri3u <k : yx = yu © Tuy1 D Tpy1|Dr—1]

k
=Pr[Fu <k: F*(yp—1 ® 2k) = Yu © Tut1 © Tpy1|Dp—1] = M|
If yi IS y,0 for some a, then it is a random IV, and
k
Pr(—Dy|Di—1] = Pri3u < k : Yoo = Yu © Tut1 ® Tit1|Di—1] = W

Now, using Theorem 2.2.3

d—1 d—1 k dg

AdvCATSUI9) (CBO[F*)) = Pr{=D] = Pr-Da-] < 3 PrDsI Dl = 3 1 = 5720
k=0 k=0

Theorem 5.2.2 Let C* be a perfect cipher on M, ATK € {CPA, ACPA} a class of attacks, and d and ¢
integers (¢ < d). Then

2
AdvCATED (CBC[CY]) < iy
|M
Proof: Follows from Theorems 2.4.2 (ATK' = ATK) and 5.2.2, and Corollaries 3.3.7 or Corollary
3.4.7. [ |

Corollary 5.2.3 Let C be a cipher on M, ATK € {CPA, ACPA} a class of attacks, and d and ¢ integers
(g < d). Then

2
AdvCATE(D (CBC[C]) < AdvCATE@ () + ﬁ,

Proof: Follows from Theorem 2.4.2 (ATK ™ = ATK), and Theorem 5.2.2. ]

We showed that the CBC mode is secure against the (adaptive) chosen plaintext attack, i.e. it is pseudo-
random. In the rest of this section we discuss the lower bound on the advantage of the CBC mode.
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Theorem 5.2.4 Let F* be a perfect random function on M, and d < +v/2M and ¢ be integers (¢ < d).
Then,

1 1 dz
AdvCCPAUD (CBCIF*) > (1 - = — — | - .
veTEBARD = (107 ) 2

Proof: [The proof is based on the technique introduced in [2].]
Consider the following distinguisher:

DISTINGUISHER 5.1 (CBCQ): d-limited distinguisher for CBC

1. Create ¢ messages X = Tp1...ZTgn, (1 < k < g, Zizl ny = d), having the same
value in all blocks, i.e. Jv € M :Vk,a : zq = v.

2. Fork=1togdo

2.1 Get Yy = YroYk1 - - - Ykn, = C(Xy), where C'is either CBC[F™*] or C*.
3. IfJu,v < gya < ny,b < ny, (u,a) # (0,0) & Yua = Yob

3.1 Then if yyat1) = Yuv+1) then output “accept”.

4. Output “reject”.

Note that unlike the attacks against the underlying ciphers, when a mode of operation using the
initialization vector to randomize input is attacked, it makes sense to query the oracle with equal
content.

Let Dy, and D have the same meaning as in the proof of Theorem 5.2.2. When the oracle
implements the CBC mode, the distinguisher accepts whenever a collision occurs. When the oracle
implements a perfect cipher, the distinguisher accepts if there are two equal subblocks of length 2 in
the ciphertext. Thus,

Po = Pr[ﬁD]

< dy 1
RNV

dz
po —p1| > Prl-D] — ——.
lpo — p1| = Pr[-D] 2 M
Since
d—1 d—1
Pr[D] = Pr[Dg_1] = [ ] Pr[Dx|Ds-1] = [ ] (1 = Pr[=Dg| Di_1])
k=0 k=0
d—1 k d—1 . P 2
1o ) < sttt
k=0 |M| k=0
we get
a2 1 d2
Pr=D] =1—Pr[Dg_1]>1—¢e 2™ > (1— — .
e e G F
Therefore,

11 &
AdvCCPAUD (cBCIF*N) > (1= = — — ) . .
ve (CBCED = {(1=C M) 2jm

The distinguisher from the previous proof has a chance to distinguish CBC[F'*] from C* only if a
collision occurs. The probability that a collision occurs is higher when the number of chosen plaintexts
d is higher. However, the higher the probability of collision, the higher the probability that it occurs also
when C* is implemented (% ~ 1). Consequently, the distinguisher has the greatest lower bound
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2
on the advantage when (#;') is maximal, thus when d2 = |M|, ie. d =~ /|[M]|. In that case,

AdvCCPAUD (CBC[F*]) > 1 (1 - 1).

The lower bound indicates that even if the CBC mode uses a perfect random function for the underlying
primitive, it always leaks some information. However, the upper bound from Theorem 5.2.2 implies that
the attack described in the proof of Theorem 5.2.4 is essentially the best one, up to a constant factor.

53 CFB Mode

The cipher feedback (CFB) mode is actually a self-synchronizing stream cipher. As defined in [18], the
feedback structure is more complex than the one we present here. We discuss the original form at the end
of this section.

The key stream in the CFB mode is produced by encrypting the previous ciphertext block y;_1, which
is XOR-ed with the plaintext block. As in the ECB mode, an initialization vector (IV) has to be chosen
before the encryption, i.e. yo = IV, and y; = x; ® K; where K; = C(y;—1), or shortly y; = z; ® C(y;—1),
for all ¢ > 1; the decryption works in the same way x; = y; & C(y;—1) (see Figure 5.3).

| Ti—1 | | T | Tit+1 | Yi—1 | | Yi | Yi+1
SO b oY ]
IS e N7 D 2 e TR B

a) b)

]

Figure 5.3: Cipher feedback mode: a) encryption, b) decryption

Security: Some blocks can be inserted or removed from the beginning or the end of an encrypted
message without being detected, thus the message should have some indicator of the beginning and end
of the message. Plaintext patterns are concealed. The initialization vector should be unique; otherwise
ciphertexts of two messages are equal until the first difference in their plaintexts.

Fault-tolerance: Alternation of a plaintext block x; causes alternation of the corresponding ciphertext
block y; and of all subsequent blocks. However, it is not significant for the decryption, because the decryp-
tion reverses this effect, and the recovered plaintext has the same error. On the other hand this feature may
be used for creating a message authentication code. Similarly, alternation of a ciphertext block y; causes
alternation of the corresponding plaintext block in the same bits and fully damages the following plaintext
block. Loss or addition of a full block is recoverable with one garbled block; synchronization errors of
other sizes are unrecoverable.

Efficiency: Encryption cannot be done in parallel. Decryption can be done in parallel and enables
random access to plaintext data. No preprocessing is possible.

Since the underlying cipher is never used for decryption, it does not need to be a cipher (does not need
to be invertible). We will further consider a perfect random function as the underlying primitive. The
advantage of the CFB mode with a cipher we discuss in the summary section of this chapter.

Theorem 5.3.1 Let F’* be a perfect random function on M, ATK a class of attacks, and d and ¢ integers
(¢ < d). Then

dz
AdvCATED(CFBIF]) < :
(CFBF)) < 57
Proof: Assume that the attacker obtains the following plaintexts: X; = z;1z;2,...,2,,, and
ciphertexts: Y; = yjoy;19j2, - - -, Yjn;, Where 1 < j < g, and n; are the number of blocks in the

individual messages. Thus, nq +ng + -+ - + ng = d.

Letall y;;, for1 < j <g¢,and 0 <! < ny, be ordered in one sequence, and let the y;, denote the
k-th element of the sequence (0 < k < d), i.e.

Yk = Yab,
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where a is the greatest integer such that Z;:ll nj <kandb=k—3 7, n;. Letx, denote the
plaintext block encrypted in yy, (i.e yr. = zr & F*(yr—1) if b > 0).

Let Dy, denote the following event:
Vu,v < k,u# v Yy # Yo

LetD_;=1,and D = Dy_;.

If D occurs, then the sequence of all ciphertext blocks ¥, is perfectly random because the elements
are either initialization vectors generated at random or y,, = F*(yr—1) ® x, but in that case the
function was evaluated only for non-colliding inputs, and thus they are perfectly random.
Consequently, if C occurs, the distinguisher cannot distinguish between CBC[F*] and C*.

Let Pr{-Dy|Dy—1] be the probability, that a collision occurs in the k-th element provided that the
oracle implements the CBC mode with perfect random cipher. If vy, is ., for some a, and b > 0
then since y;_1 did not have a collision, F*is evaluated for a new value, and

Pr[ﬁDk|Dk_1] = Pr[ﬂu <k:yp= yu|Dk—1]
. k
= Pr[Hu <k:F (yk71) =Yy D $k|Dk71] < —.

If yy, is equal to y,o for some a then it is a random 1V, and

k
Pr[=Dy|Dr—1] = Pr[3u <k : yao = yulDr-1] < ™M

Now, as in the proof of Theorem 5.2.2,

dz

ATK(d|q) *1) — 4 <
AdvC (CBCIF™)) = Pr=D] < 5ren

Corollary 5.3.2 Let F' be a random function on M, ATK a class of general attacks from Chapter 3, and d
and g integers (¢ < d). Then

dz

AdvCATE(9) (CFB[F]) < AdvFATE @ (F) 4 A

Proof: Follows from Theorems 2.4.2 and 5.3.1. |

Theorem 5.3.3 Let F'* be a perfect random function on M, and d and ¢ be integers (¢ < d). Then

1 1 d2
AdvCCPAUD (CFBIF*)) > (1- = — — ) - :
v (CFB[F]) > c M) TIM
Proof: The proof is similar to the one of Theorem 5.2.4 and is omitted. ]

The feedback structure defined in [18] allows one to divide the plaintext message into smaller units
than the block length of the underlying cipher. In that case, the output of the cipher must be reduced into
a smaller block which is then XORed with the plaintext unit. The input to the cipher consist of several
previous ciphertext blocks, and not only of the last one as in the simplified version, and is stored in a shift
register, which shifts after each encryption and adds the last key-stream block (see Figure 5.4).

Assume that the plaintext message is divided into blocks from a set M. From the construction of the
input into the cipher, it follows that the cipher has to be defined on M %, where L is the size of the feedback
(the number of the last ciphertext blocks stored in the shift register). Output of the cipher is after encryption
reduced from an element of M* to an element of M. Actually, we do not need to concern the structure of
the function reducing the output of the cipher to the appropriate size; we can consider the composition of
the cipher and the reduction function to be a random function from M ¥ to M.

As in the simplified OFB mode, the shift register has to be initialized by a random initial vector at the
beginning of encryption. This is, however, much longer comparing with the plaintext blocks than it was
in the simplified version. The plaintext X = zj25...isencryptedinto Y = y_r41...4041Y2 - .., Where
Y_L+1 - - - Yo IS the initial vector.

The advantage of the original CFB mode may be evaluated in the same way as of the simplified version.
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Figure 5.4: Generalized ciphertext feedback mode

Theorem 5.3.4 Let F'* be a perfect random function from M’ to M, ATK a class of attacks, and d and ¢
integers (¢ < d). Then

dz

AdvCATEUD(CFB[F*]) < ———.
2|M|

Proof: The proof is similar to the one of Theorem 5.3.1, but the sequence Yy, Y1, ..., Yy is created from
the big inputs to the function £, i.e.

Yi = Ya(o—1)Yab—L+1 - - - Yab
where a is the greatest integer such that Z;:ll nj <kandb=k—> 7 n; LetY} denote

Ya(v—r+) Torall 0 < i < L. Let z;, be the plaintext block encrypted in ;7.

Let Dy, again denote the event:
Yu,v <k u#v:Y, #Y,.

LetD_; =1,and D = Dy_;.
If D occurs then the sequence of all ciphertext blocks v, is perfectly random.
Pr[ﬁDk|Dk_1] = Pr[ﬂu <k:Y,= Yu|Dk_1]
=Pr[Fu < kVi: Y} =Y} Dy_1].

For a fixed u, and 4, If Pr[Y}} = Y| Dy_1] = ﬁ since Y} is either a random 1V block, or
V¢ = xp, & F*(Yy—r4+1+4) which are all evaluated for distinct inputs. Therefore,

k
Pr=Dy|Dr_1| < .
~DulDicr] <

Now, similarly as in the proof of Theorem 5.2.2,

dz
2|M[*

AdvCATE(D) (CBC[F*]) = Pr[-D] <

Thus, if we consider both the simplified and the original CFB mode with inputs to the underlying
function from M, they have the same advantage. The only disadvantage of using the original CFB mode
is the bigger size of the initialization vector.

54 OFB Mode

The output feedback (OFB) mode is very similar to the CFB mode, but the input to the underlying cipher
is the output of the previous encryption, rather than the ciphertext unit. It is actually a synchronous stream
cipher. Also the OFB mode was defined in [18] in more complex structure. Similarly as in the previous
section, we first simplify it, and at the end of the section we discuss the original scheme.

The key stream in the OFB mode is produced by repeated encryption of an initialization vector (1V),
and is XOR-ed with the plaintext blocks, e.g. Ko =1V, K; = C(K;_1) fori > 1. The ciphertext consists
of the initial vector, and all encrypted blocks, i.e. yo = Ko, and y; = x; ® K;; and z; = y; ® K, (see
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Figure 5.5: Output feedback mode: a) encryption, b) decryption

Figure 5.5). This mode is sometimes called internal feedback mode, because the feedback mechanism is
independent of both the plaintext and ciphertext.

Security: Plaintexts are very easy to manipulate — any alternation of the ciphertext directly affects
the same bits of the plaintext. Plaintext patterns are concealed. The initialization vector should be unique;
otherwise the same key streams are generated.

Fault-tolerance: A plaintext (ciphertext) alternation affects only the corresponding block of the cipher-
text (plaintext). Addition or loss of a part of the ciphertext is unrecoverable.

Efficiency: OFB processing cannot be done in parallel, unless the key sequence K; is precomputed.

Similarly as for the CFB mode we may use any random function, not only a cipher, for the underlying
primitive.

Theorem 5.4.1 Let F'* be a perfect random function on M, ATK a class of attacks, and d and ¢ integers
(g < d). Then

dz
AdvCATEUD (OFB[F*)) < :
v (OFBIF) < 57
Proof: Assume that the attacker obtains the following plaintexts: X; = ;17 2, ..., Z;jn;, and
ciphertexts: Y; = yjoy;1¥j2, - - - Yjn,» Where 1 < j < g, and n; are number of blocks in the

individual messages. Thus, ny +ng + - -- +ng = d.
Letall y;;, for1 < j <g¢,and 1 <! < ny, be ordered in one sequence, and let the y;, denote the
k-th element of the sequence (0 < k < d), i.e.

Yk = Yab,
where a is the biggest integer such that Z?;ll n; <k+landb=k+1— 2?21 n;. Let zy,
denotes the plaintext block encrypted in y.
Let Dy, denote the following event:

Vu,v <K, u# 0 Yu @ Tu 7 Yo D To-

LetD_;=1,and D = Dy_;.

If D occurs then the sequence of all ciphertext blocks v, is perfectly random because the elements
are either initialization vectors generated at random or F*(K},) @ x, evaluated for non-colliding
inputs. Consequently, if D occurs the distinguisher cannot distinguish between CBC[F*] and C*.
Let Pr[-Dy|Dy_1] be the probability, that a collision occurs in the k-th element provided that the
oracle implements the CBC mode with a perfect cipher. Then
Pry [—|Dk|Dk,1] = Pr[EIu <k: Yk = Yu D Ty D Z‘k|Dk,1]
=Pr[3u <k: F*(Kip-1) = Yu ® Tu|Dr—1]
k

=Pr[3u <k : F"(Yyr-1 D Th-1) = Yu D xu|Di—1] < ™

Similarly as in the proof of Theorem 5.2.2,
dz
2|M|

AdvCATED) (OFB[F*]) = Pr[-D] <
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Corollary 5.4.2 Let F be a random function on M, ATK a class of general attacks from Chapter 3, and d
and q integers (¢ < d). Then

dz
M|

Proof: Follows from Theorems 2.4.2 and 5.4.1. [ |

AdoCATRUD (OFB[F]) < AdoF TS (F) +

2

Theorem 5.4.3 Let F'* be a perfect random function on M, and d and ¢ integers (¢ < d). Then

1 1 dz
AdvCCPAUD (OFBIF*) > (1— = — — | - :
veRORED = (17 ) 27aa
Proof: The proof is similar to the one of Theorem 5.2.4 and is omitted. [ ]

The feedback structure defined in [18] is very similar to the generalized structure of the CFB mode,
with the difference that the shift register is filled with the key-stream block, rather than ciphertext block
(see Figure 5.6). The plaintext message is again divided into blocks from a set M, and the cipher is defined

| F

[ [ ]

Figure 5.6: Generalized output feedback mode

on M%, where L is the size of feedback. As in the previous section, we can consider the composition of
the cipher and the reduction function as a random function from M* to M. The length of the initialization
vector is L blocks as well.

Theorem 5.4.4 Let F'* be a perfect random function from M’ to M, ATK a class of attacks, and d and ¢
integers (¢ < d). Then

dz
AdvCATKED) (CFB[F*]) < .
v ( [F7]) < 3TM|

Proof: The proof is similar of that of Theorem 5.3.4 and is omitted. ]

55 Counter Mode

An alternative mode to the OFB mode was suggested by Diffie [5]. It is called counter mode, and differs
from the OFB mode only in the way the input for the next encryption is determined; instead of the previous
ciphertext, the content of a counter is taken, i.e. K, = C(counter(:)). The counter is initialized by a
random value, and the plaintext X = x5 ... is encrypted into a ciphertext Y = yoy1y2 ... aS yo = Ko
and y; = x; @ K;, and decrypted as x; = y; @ K; (see Figure 5.7).

Since the counter mode is a modified version of the OFB mode, they have the same properties (for
details see the previous section).

The counter on the set M is a function which orders the elements of the set. In other words, it is a
bijection ¢ : {0,...|M|} — M. For example, if M = {0, 1}, the counter is a bijection from {0, ...2™}
to M, and can be implemented for example as the binary string representation of the input integer.

Notation: The i-th successor of an element y € M with respect to the counter ¢, i.e.
c(c=(y) + i), will be denoted by ¥ + i.

Theorem 5.5.1 Let F’* be a perfect random function on M, ATK a class of attacks, and d and ¢ integers
(g < d). Then

d

=

AdvCATED) (CRT[F*]) <

<
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Figure 5.7: Counter mode: a) encryption, b) decryption

Proof: Let Cy := CRT[F™*], and Cy = C* be ciphers on M. Assume that the attacker obtains the
following plaintexts: X; = x;1xj2, ..., 7, and ciphertexts: Y; = yjoy;j1¥2, - - - ; Yjn,,» Where
1 < j < ¢, and n; are number of blocks in the individual messages. Thus, ny +na +---+n, =d

Let D;, denote the following event:
V(u,a) # (v,0),1 <u,v<k,1<a<n,l<b<uv:y,o+ayvo+Db,

(i.e. there is no collision in the outputs of the counter). Let Do = 1,and D = D,,.

If D occurs and the oracle implements CRT[F*], all evaluation of F* are for distinct inputs.
Consequently, if D occurs, all yx, = F*(yro + a) © xy, are random, and the distinguisher cannot
distinguish between CRT[F™*] and C*.

The plaintexts Y, and Y; cause a collision for some [ < k if and only if there is at least one pair
(a,b) such that yxo + a = yio + b. Thus, a collision with Y; is possible if and only if yxo > yi0 — ni,
and yro < yi0 + ny, i.€. there are n; + ng — 1 possibilities for yx( to get a collision with Y;.
Therefore, the probability that an element of Y}, has a collision with any of the previous blocks is:

E ;C_ll (nk + n; — 1) (k’ — 1)(nk — 1) + Zf_ll ng
P _|D D ® < -

Now, using Theorem 2.2.3

q
AdoCATRD(CRT[F*]) = Pr[~D] = Pr[=D,] <> Pr[=Dy|Dy_1]

k=1
q k—1 q q k—1
k—Dng,—1)+>, i n kng
D B B s
k=1 k=1 k=1 i=1
—1 q q
kny, L.y kny, (¢ — k)ng
LT 5 S S R0
oM DM g M M

Corollary 5.5.2 Let F' be a random function from M to M5, ATK a class of attacks from Chapter 3, and
d and ¢ integers (¢ < d). Then

AdeATK(d\Q)(CRT[F]) < Ad”FATK+(d)(F) + %

Proof: Follows from Theorems 2.4.2 and 5.5.1. [ |
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Theorem 5.5.3 Let F'* be a perfect random function on M, ATK a class of attacks, ATK a class of
attacks, and d and ¢ integers (¢ < d). Then

1 1 d
AdvCATK(a) (CRT[F*]) > (1 — —) (1 — —) 49
( [F™]) 5 M) ™

Proof: The proof is similar to the one of Theorem 5.2.4.

DISTINGUISHER 5.2 (CRT): d-limited distinguisher for CRT

1. Create g messages Xy = @1 ... %kn, (1 < k < g, >f_, nx = d), having the same
value in all blocks, i.e. Jv € M :Vk,a : zq = v.

2. Fork =1toqdo
2.1 Get Yy = YroYk1 - - - Yrn, = C(Xy), where C'is either CRT[F*] or C*.

3. IfJu,v < gya < ny,b < ny, (u,a) # (0,0) i yuo +a=ypo +0
3.1 Then if y,, = y.» then output “accept”.

4. Output “reject”.

Let Dy and D have the same meaning as in the proof of Theorem 5.2.2. When the oracle
implements the CRT mode, the distinguisher accepts whenever a collision occurs. If the oracle
implements a perfect cipher, the distinguisher accepts if the collision occurs and the outputs for the
blocks with the equal counter are equal. Since in both cases the initialization vector for the counter
is chosen randomly, the probability of the collision is for both the same. Therefore,

po = Pr[~D)]

1
— Pr{~D]——
p=Prl ]|M|

i =1l =Pri-0] (1= 57 )

If D4 holds, then D, can hold only if the initialization vector of Y}, does not overlap with any of
the previous messages, i.e.

M| - S5 >
PT[Dk|Dk_1] S - &=L 0 =] - ==L
M| M|
Hence,
q k—1 q k—1
=1 ny X
Pr(D] = Pr(D,] = [ PriDx|Dx—a] = [T [ 1 - =) < [[e 7
k=1 k=1 | | k=1
-2 Sitm DY) sizt Xl Ga=bmy
—=e k=1" [M[ =g TM] =e [M]
_ Xl an _ qd_
<e [M] — e IM]
and
_ ad_ 1\ qd
Prl=D| =1—-Pr[D| >1—e ™I > — - =
Pl pibl > (-0
Therefore,
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When the counter mode is modified (denote it CRT’) so that the counter for encryption of the next
message is set to the value the previous one finished with, there is no overlap between encrypted messages.
Therefore:

Theorem 5.5.4 Let F™* be a perfect random function on M, ATK a class of attacks, and d < | M| and ¢
integers (¢ < d). Then

AdvCATRD (CRT'[F*]) = 0.
Proof: The proof is similar to the one of Theorem 5.5.1, with the difference that Pr[—Dy,] = 0. ]
Corollary 5.5.5 Let F' be a random function on M, ATK a class of attacks, and d and q integers (q < d).
AdvCATK(D) (CRT'[F]) < AdvFATK" (@) (F),

Proof: Follows from Theorems 2.4.2 and 5.5.3. |

5.6 Summary

Since messages are usually longer than the block size, it was necessary to extend encryption to long mes-
sages of unspecified length. The simplest method is to split the message into units of the block length
and encrypt them independently. This does not increase advantage comparing to advantage of the cipher.
However, this method has other disadvantages discussed in Section 5.1. For other methods,

o AdvCATK(9) (CBC[C]) < AdvCATE@D () + %,
o AdvCATK(d9) (CFB[F)) < AdvFATK ()(F)
(
(

o AdvCATK(dD)

)

) +
OFB[F]) < AdvFAT<" (D (F) 4 ;&
o AdvCATK(9) (CRT[F]) < AdvFATK () (F) 4

o AdvCATK(9) (CRT'[F]) < AdvFATK () (),

where ATK € {CPA, ACPA} for CBC, or any of the attacks defined in Chapter 3 for the other modes.
All the modes except of CBC do not use inversion of the underlying primitive in both encryption and
decryption, thus the primitive may be any random function (not only a cipher as in the CBC mode).

When a cipher C is used in the modes other than CBC,

2

AP D0y = Lo C < Lo or 1ot - P < AdeerT @0 L

2 2 2|M|
for the norm || - || associated with the particular attack. Therefore, using a cipher in the CEB or OFB mode
gives the same upper-bound for advantage as for the CBC mode.

Advantage of the counter mode depends on the number of messages, and gives a lower upper-bound
than the previous modes for any ¢ < %. (However, for ¢ > % there are some plaintext messages of
length 1, which cause inefficiency in encryption due to the expansion of the ciphertext — if the plaintext
contains only one block, the length is doubled. Thus, it may be expected that the plaintext messages are
larger than one block.) Furthermore, using the modified counter mode, initializing its counter with the value

the previous encryption finished with, does not increase the resulting advantage at all.
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Chapter 6

Scalability of Block Ciphers

Security properties of a block cipher depend on two of its parameters — the block and key size. While
in theory bigger block and key sizes contribute to security against the brute force attack on the cipher, in
practice increasing these parameters also means greater computational complexity of their implementation.
Thus, they must be carefully selected so that the cipher ensures both the adequate level of security with
respect to current as well as predicted advances in technologies, and also an acceptable performance.

In the first modern ciphers, like DES or IDEA, the key and block sizes were fixed by design so that
they fitted requirements of the time they were designed. They had some lifetime expectation after which the
cipher needed to be reviewed. In case of DES, the American encryption standard introduced in 1977 by the
National Institute of Standards and Technology (NIST) for securing unconfidential data, it was stipulated to
be reviewed every five years, the first time in 1982. Indeed, NIST renewed the DES standard three times,
in 1983, 1988, and in 1993; the last time with hesitation and controversy. In 1999, DES was, after all,
admitted to be no more appropriate and recommended to be used only in legacy systems. Despite approval
of the DES standard, in the beginning of 90’s the process of replacement of the DES with its variant —
Triple-DES (which was standardized by NIST in 1999) — started. Only in September 1997 the selection
process for the new encryption standard was initiated. It finished in October 2000 by selecting Rijndael as
the new AES.

The history of the American encryption standard and of its updates shows how difficult a design of a
generally accepted standard and the migration process from one algorithm to another (first from the DES
to Triple-DES [9], nowadays to AES) is. The natural scalability of an encryption algorithm extends its life
span, because demands on higher security may be solved simply by changing (increasing) parameters of the
algorithm. The AES candidates were already required to support key/block size combinations of 128/128,
192/128, and 256/128 bits. Thus, all the AES candidates were required to be partially scalable, although
the required scalability is not very flexible. Submitted algorithms were allowed to support other key/block
size combinations. For example, the winning candidate Rijndael supports key and block sizes of 128, 192,
and 256 bit in any combination, with possibility to extend any of these parameters to any multiple of 32
bits. In general, the scalability property of symmetric ciphers may be classified as follows:

1. unscalable — the key and block size are fixed by design to one value;

2. partially scalable — only a small finite set of key/block size combinations is provided,;

3. strongly scalable — the key and block sizes are restricted but unlimited (e.g. the block size must be
multiple of 32);

4. fully scalable — the key and block sizes are unrestricted (generally, it may not be secure to use large
blocks with short keys, but for this classification the possibility of any combination is essential, not its
security).

With reference to this classification, the traditional symmetric ciphers like DES or IDEA are unscalable,
the AES candidates were required to be scalable, and the winning candidate Rijndael is strongly scalable.
There is to date no commonly used fully scalable cipher.

6.1 Key Size Scalability

Block ciphers are usually schemes built on other key-dependent cryptographic primitives. In order to ensure
higher level of security of the scheme, the primitives use different keys, so that the total length of the sub-
keys may be very large. This problem is solved by introducing a main key to the scheme, from which the
sub-keys are generated by a key expansion algorithm. This algorithm must satisfy all requirements on a
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a) b) c)

Figure 6.1: Scaling approaches: a) original scheme, b) scaling through primitives, c) scaling through struc-
ture

cryptographically strong random sequence generator. However, it may be separated from the encryption
scheme and provided as an independent plug-in module. Since security of the random sequence generators
is an extensive topic, we will not address it in the thesis, and assume that the sub-keys for the primitives are
perfectly random. Further, since there are random sequence generators expanding a short seed of a variable
length into a sequence of any length, we will consider the full scalability with respect to the key size.

6.2 Block Size Scalability

In general, there are two approaches how the block size of a cipher may be increased: either by scaling
the cryptographic primitives of the cipher, or by scaling its structure. In the first case, the structure of the
scheme is preserved, and the cryptographic primitives of the original cipher are substituted by new ones
with larger inputs and outputs (see Figure 6.1 b). The disadvantage of this approach is that the requirement
of scalability is transferred to the primitives of the scheme, and there are currently only few primitives (hash
functions and random sequence generators) which may be used in this design.

When the scheme is scaled through the structure, the original scheme is modified in order to be able
to deal with larger blocks, usually by dividing the input blocks into sub-blocks of the original block size,
and the original cryptographic primitives are used (see Figure 6.1 c). In any case, security of the original
scheme does not imply security of the enlarged one. As indicated by Theorem 2.4.1, in the first case it is
necessary to prove security of the new primitives, in the other case security of the modified scheme.

A Feistel-like scheme which is scalable through primitives was investigated in [8], and led to a design
of a practical scalable cipher TST. Up to now security of the TST algorithm has been assessed more from
an empirical view (on the base of statistical properties) [7], and more detailed analytical investigation is still
lacking. In the next chapter we examine T'ST using the analytical, rather than empirical approach.

The Chapter 8 examines security of the IDEA scheme and its scalability through the structure. It also
shortly discusses its scalability through primitives.



Chapter 7

TST

TST is an iterative block cipher based on a scheme similar to an unbalanced Feistel network. It was
designed by Valér Canda and Tran van Trung, and analyzed in [7] using statistical methods. In this chapter
we analyze it in the random oracle model.

The underlying scheme of the TST cipher introduces some changes to the unbalanced Feistel network;
however, we show that we can use the security proofs provided in Chapter 3 for the unbalanced Feistel
network just with minor changes. Therefore, we will focus more on the analysis of the primitives of the
scheme, with the special attention to one of them: We show that a hash function used in the TST scheme is
weak and even addition of another primitive to the unbalanced Feistel scheme does not provide sufficient
compensation for the weakness. Then we investigate other hash functions and their use in the scheme, and
show how one can select the best one with respect to security of the overall scheme. Finally, we calculate
number of rounds which ensures pseudorandomness and super-pseudorandomness of the scheme.

7.1 Unbalanced Feistel Networksand TST

A Feistel Network is a general iterative method of transforming functions into block ciphers. It was invented
by Horst Feistel in the late 1960s during his work at IBM Thomas J Watson Research Labs on the Lucifer
cipher, and later named after him. There are many ciphers, including the former US encryption standard
DES, built on this method. It is based on repeated execution of a round transformation consisting of the
following steps:

1. the input message X is divided into two halves X = [L, R];

2. the right half R is transformed by a function, called round function or F-function [19], and XOR-ed to
the leftpart L (i.e. L ® F(R));

The round function usually depends on a key, called round key. For a fixed function F' and a round key,
the round transformation (denoted by r ) is a permutation, and has the very practical property of being
self-invertible, i.e. for all input messages X, rr(rr (X)) = X. The Feistel network (also called Feistel
cipher) W consists of several round transformations followed by a block exchange operation (see Figure
7.1):

U[F,F,...F,|=7TF, 000--000TE, 00 0T,

where o([L, R]) = [R, L]. Note that the last block exchange is omitted. Computation of a Feistel network
on a plaintext message X = [L, R] may be described by the following sequence of round transformations:

e [Lo, Ro] = [L, R] is the initial pair;
o [Li,Ri] =7rp([Li—1,Ri—1]) oo = [Ri—1, Li—1 © Fi(R;—1)], fori=1,...n—1;
L [Ln7 Rn] = TFn([Lnfla Rnfl]) = [Lnfl SY) Fn(Rnfl); Rnfl]-

The round functions Fi, ..., F, may be the same function with different round keys, but also possibly
different functions.
Since each round of the Feistel network is self-invertible, the whole scheme may be easily inverted using
the same round transformations in the reverse order. Hence, ¥ ~1[Fy, F, ... F,,| = 7, 000rp,000- - -0Tf, .
In general, inputs of round transformations may be divided into two parts of different lengths. Such
schemes are called unbalanced Feistel networks (UFN) [19]. There are two types of UFN, depending
on the input division: If the input of the F-function is larger than the output, the UFN is called source
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Figure 7.1: Feistel Network

heavy (see Figure 7.2 a), in the other case, it is called target heavy (see Figure 7.2 b) [19]. It is possible
to combine both types into a mixed UFN (see Figure 7.2 ¢). We will call the round consisting of both
unbalanced structures a double-round. Note that a mixed UFN does not necessarily have to consist of even
number of transformations, it may finish with a single unbalanced round (in the middle of a double-round).

L R’

a) b) c)

Figure 7.2: Unbalanced Feistel networks

The TST cipher as proposed in [8] is based on the structure of the unbalanced Feistel network, but
brings some modifications to it (see Figure 7.3 a):
¢ |t changes the XOR operation to any invertible operations on binary strings (©, @, and ®);

e uses un-keyed round functions (H, S) with addition of a round key to the right part before each
(double-)round;

e adds a new permutation (P) to the left part; and
e applies string rotation after each (double-)round.
In general, the function H is a hash function, and S a random sequence generator.
The scheme of TST (Figure 7.3 a) involves three primitive cryptographic functions. Assuming the
block size of (n 4 1)m bit, they are:
1. ahash function H : {0,1}"™ — {0,1}™;
2. asubstitution box S : {0,1}™ — {0,1}"™™; and
3. apermutation substitution box P : {0,1}™ — {0,1}™.
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Both S and P are represented by a table of respectively 2™ x nm and 2™ x m bits generated by a random
bit or number generator (see Algorithm 7.1, and Algorithm 7.2). For the hash function H, the authors of
[8] suggest two basic structures depicted in Figures 7.5, and 7.8 using a simple key-independent function
from {0, 1} to {0, 1}™ as the underlying function (see Section 7.6).

c)
(] [ R]
v bl
P
G G G
rotR TOtR rotg |

By & oh & ok

Figure 7.3: TST (a) and its simplification (b-f)

e

Since the function H does not depend on the key (it is not a real primitive of the scheme), we are not
able to use the ROM directly. For this reason we make some changes to the scheme which, however, do
not weaken its security. First, the addition of the key k& (©®) may be attached to both functions H, and S:
H'(X)=H(X 0k), G(X) = k[ S(X), so that both sub-rounds in a double-round have the same key,
and the ® is substituted by another operation X, where [J and X are such that (¢ ©® b)) ® ¢ = a X (¢ D b)
for all entries (see Figure 7.3 b). Even if such a pair of functions does not exist, one may use 1 = © and
X = ®. This scheme is not equivalent to the original scheme (in the sense it may give different outputs),
but we buy flexibility in choice of the functions H’ and G which actually introduce randomness into the
scheme.

For compatibility with the UFN, we will first consider only the XOR function for @ and X. However,
in general, @ and X could be any randomness-preserving operation (in the sense that if one of the operands
is random, the result of the operation remains random) because, as mentioned before, the functions H’ and
G introduce the randomness, and the operations © and X just transfer the randomness to the data blocks,
thus we may do this substitution without loss of generality.

Using these substitutions, one gets a modified form of TST — further called basic TST — which
actually is a mixed UFN with two additional operations — the permutation P, and the final rotation rot
(see Figure 7.3 ¢). Note that the simplification we made is only in its form. In fact, functions H' and G
may be any key-dependent functions with the appropriate input and output sizes, thus the scheme is actually
more general than the original one, and is easier to optimize.

The basic TST scheme may be further simplified. The permutation P was introduced to the scheme
in order to improve its confusion property [8]. For the same reason, it is advantageous to put it before the
second sub-round (see Figure 7.3 d), bringing more randomness to the input of the function G. Further,
we move the permutation P before the & operation (see Figure 7.3 €), and put together with H’ into one
stronger substitution F = H' @ P (see Figure 7.3 f). As we show in the next section, this step weakens the
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security of the scheme against the chosen plaintext attack, but has an implementation advantage discussed
in Section 7.7. The scheme depicted in Figure 7.3 f) will be further called simplified TST.

7.2 Security of the TST Scheme

In this section we examine the security of both the basic and the simplified TST scheme. The similarity of
both of them with the unbalanced Feistel network will allow us to use the proof for the UFNs from Chapter
3 with slight modifications.

Notation: Further we will consider the T'ST schemes with block size of (n 4 1)m bits divided
into an m-bit and an nm-bit parts, i.e. using the notation used in chapter 3, M; = {0,1}™,
and My = {0, 1}™™. The basic TST scheme will be denoted by ®, the simplified TST by ©.

Figure 7.4: One- and two-round TST

7.2.1 Known Plaintext Attack

First, consider the one-round TST (see Figure 7.4a without the permutation P). Since the rotation function
is omitted after the last round, the one-round simplified T'ST is actually a UFN with the m-bit left part and
nm-bit right part, and thus, Theorem 3.2.5 may be applied.

Theorem 7.2.1 Let H* : My — My and S* : M; — M two independent perfect random function, and
d be an integer. Then

dz
AdvCEPAD (Q[H*, §*]) < .
G| )< ]

Proof: See proof of Theorem 3.2.5. ]

In the basic T'ST the permutation P is added. However, if the output of the one-round simplified TST
is undistinguishable from a perfectly random output, the application of a perfect random function will not
affect this property.

Theorem 7.2.2 Let H* : My — My, S* : M1 — Msy, and P* : M; — M; be three independent
perfect random functions, and d an integer. Then

2
AduCRPMD (@[, 5%, P) <~
M|

Proof: The proof of security of the 2-round UFN (see Theorem 3.2.5, page 24) depends on the fact that:
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Ifall Ry’s are pairwise distinct, then the sequence of all Sy,’s (and thus also of all L} ’s) is
perfectly random, because the function Fy* [here H*] is perfectly random. If all Sy’s are
pairwise distinct, then the sequence of Ry,’s is also perfectly random, because the
function F5 [here S*] is perfectly random. If both sequences (of L},’s and of R}’s) are
perfectly random, then the sequence of Y}, = [L}, R, | is also perfectly random. In this
case, output of the cipher ¥ looks like a perfect cipher.

Since the output of a perfect random function on a set of perfectly random inputs (L;, of the UFN) is
also perfectly random, security of the one-round basic TST may be proved in the same way as
Theorem 3.2.5. u

Hence, both the basic and the simplified TST can withstand the known plaintext attack.

7.2.2 Adaptive Chosen Plaintext Attack

Since the one-round simplified TST is equivalent to a two-round UFN, it is not secure against the chosen
plaintext attack — Distinguisher 3.3 may be applied. However, two-round simplified T'ST also resists the
chosen plaintext attack:

Theorem 7.2.3 Let H* : My — My, S* : My — My, and P* : My — M, be three independent
perfect random functions, and d an integer. Then

2

Ad’UCACPA(d)((I)[H*,S*,P*]) <
My

Proof: We may assume that all queries to the oracle are pairwise different. Let
Y =AY = (y1,y2,...,ya)|Vk # 1 : L}, # L;}. Consider any fixed value of Y € Y. The output of
the cipher is Y if and only if L), = P*(Sx) and R}, = Rj, ® S*(Sk). Let E}, be the following event:

E = [P*(Sk) = L;c /\S*(Sk) = R @R“

I all values S}, are pairwise different, then (since all L;.’s are pairwise different):

1 1
Pr[Vk : P*(Sy) = L] = >
Myt My
1
2
Thus, in that case
. ar penyd 1 My x Mol
[q)[HaSvP]]X,YZ d 4 d[c ]dXY
My "M My x Mo
(1o B e
- 2 |M1 X M2| XY
Now, we can use Corollary 3.1.4 with the following parameters:
L &1 = gy (since Pr3k # Lyl = y/] < o),
2. g9 = W, and
3. e3= #/im (sincePr(3k £1: S, =95 < 2;‘31),
and we get
dz dz d2 > —d+14+d*>—-d
AdvCACPAD ([H* 5% P*]) < + + <
(@l D= SR T T ] TR S 2]
d2
<
| M|
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7.2.3 Adaptive Chosen Plaintext-Ciphertext attack

The one-round basic T'ST withstands the adaptive chosen plaintext attack, but it is distinguishable using a
simple 2-limited chosen ciphertext attack.

Theorem7.2.4 Let H : My — My, S : My — My, and P : M; — M, are three random functions,
and d an integer. Then

AdvCCAD (O[H, 8, P)) > 1 — |
| M|

Proof: Consider the following distinguisher:

DISTINGUISHER 7.1 (D1): 2-limited CCA distinguisher for the basic TST

1. Create Y1 = [L/, R}] and Y2 = [L/, R}]. at random.
2. Query the oracle with Y7 and Y,, and get X; = [L, R;] and X5 = [Lo, Rs].
If the oracle implements the basic TST, then

R, =R, ®S(P~ (L))

and thus R; @ Ry = R} ® R),.
3. If Ry ® Ry = R} @ R), then output “accept”.
4. Output “reject”.

When the oracle implements the basic TST, the Distinguisher D, always answers correctly, i.e.
po = 1. When the oracle implements a perfect random function, the probability that the

distinguisher answers incorrectly is p; = |/v112|' Therefore, advantage of this distinguisher is

1
AdvCCACN(D[H, S, P]) = [po —p1| =1 = -
|Ma|

Adding one round, we get both the basic as well as the simplified T'ST schemes resistant to the adaptive
chosen plaintext-ciphertext attack.

Theorem 7.2.5 Let Hf, Hy : My — M, and S7, 55 : My — M be four independent perfect random
functions, and d an integer. Then

2
Ad’UCACPCA(d)(@[HikvSTaH;NS’;]) S |./\/l |
1

Proof: The only difference between the 2-round simplified TST (see Figure 7.4 b) and the 4-round UFN
is the rotation function in the middle. Since the proof of Theorem 3.8.4 does not depend on what
happens between calculation of Sk, and T} (where the rotation is located), the proof of security of
the 2-round simplified TST is the same as the proof of Theorem 3.8.4. ]

Theorem 7.2.6 Let Hf, H} : My — My, S§,55 : My — My, and Py, Py : My — M, be six
independent perfect random functions, and d an integer. Then
d2

AdUCACPCA(d)(‘b[HT,Sf;PfaHga S5, P5]) < W
1

Proof: The 2-round basic T'ST is again enhanced by the permutation P — this time twice. The first time
between S}, and 1%, where also the rotation is located, and thus they (the first permutation and
rotation) are, for the same reason as the rotation in the proof of the previous theorem, uninteresting.
The second permutation is placed just before the output, and with the same argument as in the proof
of Theorem 7.2.2, the proof of Theorem 3.8.4 may be applied. ]
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7.3 Conclusions about the Security of the TST Schemes
Summarizing the results of the previous sections, we have for any d < 2% :

e The 1-round TST schemes are secure against the known plaintext attacks
(AdvCEPAD(O[H*, §*]) < 1, and AdvCKPAD (O[H*, $*, P]) < ).
e The 1-round simplified TST schemes are not secure against the chosen plaintext attack, but the 1-
round basic TST schemes are secure against the chosen plaintext attack
(AdvCOPAD(R[H*, S*, P*]) < ).
e The 1-round TST schemes are not secure against the chosen plaintext-ciphertext attack;

e The 2-round T'ST schemes are secure against the adaptive chosen plaintext-ciphertext attack

(AdvCACPCAW)(Q[HT, Sk, Hy, S3]) < l;@—l and AdvCACPCAD (B[HF, St, Py, HE, S5, P])
2
< -

Similarly as for the unbalanced Feistel networks, Theorem 2.4.4 implies that for security against an at-
tacker with access to more plaintext/ciphertext pairs, the number of rounds has to be increased to at least
a#lglgd, where 27! is the requested upper-bound for advantage, and a = 1 for the known plaintext at-
tack against both schemes and the adaptive chosen plaintext attack against the basic TST, or a = 2 for the
adaptive chosen ciphertext against the simplified T'ST and the adaptive chosen plaintext-ciphertext attack
against both of them. (For more about the value [ see section 3.9.)

Thus we showed that the basic T'ST is stronger against the adaptive chosen plaintext attack than the
simplified TST. However, if we want to achieve security against the adaptive chosen plaintext-ciphertext
attack, they must have both at least 2 rounds, and thus for implementation using a sufficient number of
rounds, the simplified TST is more advantageous without loss of security.

To complete the analysis of the TST cipher, we have to examine its primitives. The rest of this chapter
deals with this task.

74 SBoxS

The S-box S is a random expansion function which takes a short input of length m and returns a long output
of length nm. It is generated at random from a key using a pseudorandom bit generator as follows:

ALGORITHM 7.1 Generation of the S-box S [7]

INPUT: key K
OUTPUT: random S-box S

1. Fori=0t02™ — 1do

1.1 Forj=0tomn —1do
1.1.1 S,; = Random({0, 1}, K)

2. Return S

The following theorem shows that the S-box is a perfect random function provided that the underlying
generator is a perfect random bit generator (i.e. it generates independent perfectly random bits).

Theorem 7.4.1 Let S* be a functionfrom {0, 1} to {0, 1}™" represented by a table generated by a perfect
random bit generator, which generates independent random bits, according to the Algorithm 7.1. Then for
any integer d and any class of attack ATK,

AdvFATE@D (§%) = 0.

Proof: Since the bits generated by the generator are independent and random, then for any
X =(z1,...,zq),andY = (y1,...,y4):

o If 3i,j such that x; = x;, and y; # y;, then Pr(S*(X) =Y] =0 =Pr[F*(X) = Y]
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e Assumethat Vi, j : x; = x; = y; = y;, and there are c different values among z;’s (we may
without loss of generality assume that they are x4, ..., z.). Let s[j] denote the j-th bit of a
string s, and .S;; are the bits generated according to Algorithm 7.1. Then

Pris”(X) = v] = [T Pris* () = ] = [ Pr | A\ $°@li] = il

c k c mn
= H Pr /\ Sii = vilil| = H H Pr{Si; = yilsl]
— Hll:[l% = <2min) - PriF*(X) =Y]

75 SBoxP

As defined in [7], the permutation S-box P is generated from a key using a pseudorandom number generator.
It is generated with the following algorithm:

ALGORITHM 7.2 Generation of the S-box P [7]

INPUT: key K
OUTPUT: random S-box P

1. Fori=0t0o2™ — 1do
11 P, =1
2. Fori=0t02™ — 1do

2.1 j = Random({i,...,2™ — 1}, K)
22 P < P;

3. Return P

We can again prove that having a perfect random number generator, which generates independent per-
fectly random numbers, the permutation generated by Algorithm 7.2 is perfectly random.

Theorem 7.5.1 Let P* be a permutation on {0, 1}™ represented by a table generated by a perfect random
generator according to the algorithm 7.2. Then for any integer d and any class of attacks ATK,

AdvCATED (p*) = 0.

Proof: For each permutation p on {0, 1}™, there is a sequence of exchanges (numbers) &, generated by
the Algorithm 7.2 which cause its occurrence. There are 2! possible permutations generated by the
algorithm, which is also the number of all possible permutations. Thus each permutation is
generated by exactly one sequence of exchanges. If the random number generator is perfect, each of
the exchange sequences (and thus also each of the permutation) occurs with the same probability.

Let p¢ be a permutation induced by an exchange sequence &. Consider an input X = (z1, ..., zq),
and output Y = (y1, ..., ya4):

o If 34, j such that z; = x;, and y; # y;, or x; # x;, and y; = y; then there is no such
permutation, and Pr[P*(X) = Y] = 0 =Pr[C*(X) =Y.

o IfVi,j:2; =x; = y; = y;, and there are c different values among x;’s (we may without loss
of generality assume that they are z1, . .., ), then Pr[P*(X) = Y] = Pr{A\;_, P*(z;) =
ui) = PriE¢ - pe(ee) = ui] = O = gz = PIIC(X) = Y],
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7.6 Hash Function H

In this section we examine different implementation of the hash function. In [7] two basic structures de-
picted in Figures 7.5, and 7.8 are proposed. For the underlying function 7', the following functions are
proposed:

e f(x) =rot.(x) where cis relatively prime to m.
e f(x) = c-x mod 2™ where ¢ is an m-bit prime.
o f(x)=2x(2z+ 1) mod 2™

e or another simple non-linear function.

We will discuss security of the proposed schemes, and suggest some improvements.

7.6.1 Woeak Structure

First, consider the hierarchical structure H; depicted in Figure 7.5.

Ty

W W

Figure 7.5: Weak Hierarchical Structure

Since the function T; is executed only after the first XOR function, any two inputs with two blocks
leading to the same execution of 7; with equal XOR cause equal outputs of the hash function. This feature
is exploited in the following theorem.

Theorem 7.6.1 Let H; be a function from M7 to M, defined for any X = (z1,...,2,) € M7} as
Hi (xi) = i,
Hi(@r, oo wn) =T (Hi @1, wra) © Hi (@rg15002) )

where T is a perfect random function from M; to M. Then

1
AdvFCPAR) (HFY > 1 — .
( 1) - |M2|

Proof: Consider the following distinguisher between H; and a perfect cipher:

DISTINGUISHER 7.2 (D1): 2-limited CPA distinguisher for H,

1. Create Xy = (x1,x2, 23, ...,z,) at random.

2. Create Xy = (21 @ ¢, x2 ® ¢, x3, . . ., x,) fOr anon-zero constant c.

3. Query the oracle with X; and X5, and get Y7 and Y5, where Y; is either Hy(X;) or
F*(X;).

If Y; = Hy(X;) then XORing the first two blocks in both of the plaintext messages
eliminates the constant ¢ (i.e. 1 ® 22 = 21 ® ¢ ® z2 ® ¢) and all T;’s are executed
with the same arguments for both X; and X5. Therefore Y; = Y5.

4. 1If Y7 = Y5 then output “accept”.
5. Output “reject”.
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When the oracle implements H1, the distinguisher D; always answers correctly, i.e. po = 1. When
the oracle implements a perfect random function, the probability that two random strings of length

m are equal is p; = |/V112\ . Therefore the advantage of this 2-limited distinguisher is
1
AdvFSPAD(H) = |po —p1| =1 — ——.
v D, ( 1) |p0 p1| |M2|

The advantage may be increased by adding further chosen plaintexts in a similar way as X, so that
AdvFCPAD (F¥) > 11— W Thus, the hierarchical structure H; is not secure against chosen plaintext
attacks. In the following we show in more detail how this attack can be extended to the whole TST scheme
and that the additional S-box P cannot stop the attack.

Consider the difference between two inputs of a T'ST round (consisting of one m-bit block for the
left part and one nm-bit blocks for the right part) X; and X,. If the attacker creates two messages
X1 = (zo,21,%2,23,...,Ty), aNd Xo = (xg, 21 ® ¢, 22 D ¢, x3,...,x,), their differential characteris-
ticis (0, ¢, ¢,0,...,0). The right parts (without ) are fed into the function H;. Let h; be the output of the
function H; for X;. As shown in the previous distinguisher, i1 = ho, and thus also zo @ h;, P*(zo ® h;),
as well as S*(xo @ h;) give the same values for both inputs. Therefore, the outputs of the TST round have
the same difference as the inputs, i.e. (0, ¢,¢,0,...0) — see also Figure 7.6. If the rotation were not in the
scheme, the characteristic would propagate through the whole cipher.

| o | | beA | coA d e
€7
% (51,2, 53, 54) {

@

| D | |b€951@A cDsa @Al dDss3 e® sy

™~

Figure 7.6: Characteristic Propagation

In the design of TST, a round key is added to the right part of the plaintext, and only then it is hashed
(Figure 7.3 a). If the key is XORed with the plaintext, the changes in the second message are eliminated as
described in the previous proof. The author of [7] suggests to use a modular addition operation to combine
round keys with messages in order to make an attack more difficult. Consider the following distinguisher
between Hy and a perfect cipher used on a plaintext with the added key:

DISTINGUISHER 7.3 (D3): 2-limited CPA distinguisher for H,

1. Create X; = ((00...0)2,(00...0)2,x3,...,x,) at random.

2. Create X, = ((10 - 0)2, (10 - 0)2, T3, .. ,$n).

3. Query the oracle with X; and X and get Y7 and Y>, where Y; is either H,(X;) or
F*(X;).
IfY; = Hi(X;), and the added key is & = (k1, k2, . . ., ky ), then for the first plaintext
the first XOR is (0 + k1) @ (0 + kz). For the second plaintext, we have (2™ + k1) &
(2™~ + ky). The only bits changed in 2™~ + k; (i € {1, 2}) are the most significant
ones, and since one-bit addition is actually XOR function, they are for both plaintexts
equal. Therefore, ky @ ky = (2™ L + k1) © (2™ + k), and Y7 = Ys.

4. If Y7 = Y5 then output “accept”.
5. Output “reject”.

When the oracle implements H1, the distinguisher D4 always answers correctly, i.e. po = 1. When

the oracle implements a perfect random function, the probability that the distinguisher accepts is p; = 2%,

Therefore, )
AdvPAG () > Advp M (Hy) = |po —pi| = 1 - 5
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It means that the introduction of the addition operation, as suggested in [8], does not improve the scheme
in the ROM.

7.6.2 Weak Underlying Primitive

Now we take a look at the second structure of the hash function suggested in [7]. It is the scheme depicted
in Figure 7.8, using a weak function f (a simple key-independent function) for 7". This is actually the hash
function which was implemented and tested by the author of [7]. Here we can apply the following attack:

Theorem 7.6.2 Let Ho be a function from M? to M, defined for any X = (z1,...,2,) € M7} as
Ho(x1,...,xn) = f(f(..flx1) D aa...) D xy),

where f is a simple key-independent function from M to M Then

1

AdvFCPA@ gy >1 - — .
(Hz) > Mol

Proof: Consider the following distinguisher between H; and a perfect cipher:

DISTINGUISHER 7.4 (Dj3): 2-limited CPA distinguisher for H,

1. Create X; = (21,22, 3, ...,x,) at random.

2. Create Xo = (v1 ®a,x2 ®c,xs,...,x,) for any two constants a and ¢ such that
f(z1 @ a) = f(x1) ® ¢, and at least one of them is nonzero.

3. Query the oracle with X; and X and get Y7 and Y3, where Y; is either Hy(X;) or
F*(X;).
If Y; = Ho(X;) then the calculation for the message X; follows this calculation se-
quence:

r = f(z1)

ri = frioi ®a;)  foralli=2,....n

The second calculation sequence starts with:

and thus in all further steps they both have the same values. Therefore, Y7 = Y5.
4. If Y7 = Y5 then output “accept”.
5. Output “reject”.

When the oracle implements Hs, the distinguisher D3 always answers correctly, i.e. po = 1, and
therefore the advantage of this 2-limited distinguisher is again

1

AdoF A (Hy) > AdoF, "™ P (M) = Ipo =il = 1= 7o
2

The advantage may be increased by adding further chosen plaintexts in a similar way as X, so that
AdvFCPAD (Hy) > 1 — W

In order to increase the security of the hash function, the author of [7] suggested a doubled scheme
consisting of two executions of the hash function H, — once as described above, and once with a shifted
message — and finally XORing their outputs, i.e. H = Ha(x1,...,2,) ® Ha(Tn, 21, .., 2n—1) (Se€ Fig-
ure 7.7). However, when the messages are constructed as in Distinguisher 7.4, the difference is eliminated
when the modified blocks are in any place in the message provided they follow each other as described.
Thus, the double structure does not bring any improvement against this distinguishing attack.

Since we are able to create two distinct messages with the same output of Hs, the remark in the previous
section about spreading the characteristic through the round holds also for this hash scheme.



82 CHAPTER 7. TST

Figure 7.7: Double Hash Function

7.6.3 Strong Structure And Strong Primitive

The results described above do not imply that there is no appropriate hash scheme for TST. In what follows
we show how careful analysis of various candidates and subsequent modifications allows us to find schemes
with a small advantage and choose the best one.

Serial Hash Function

Consider the same structure as Hs, but with perfect random function 7 as the primitive (let’s denote it by
H3).

B
N
ol

<

e
ElE

Figure 7.8: Serial Structure

Theorem 7.6.3 ([22]) Let H; be a function from M7 to M5, defined for any X = (x1,...,2,) € M7} as
Hy(x1,...,zn) =T (T(.. T (x1) ®x2...) Dxy),

where T is a perfect random function from M to M. Then for any integer d,

dn)?
AdUFACPA(d) HX) < ( )
( 2) ) |M2|
Proof: Assume that the attacker disposes of d plaintext/ciphertext pairs (X, Y;) such that
Xi= (@, Tin), Yi = (Yi1,- -, Yin), and 1 < ¢ < d. Without loss of generality we may assume

that all X,;’s are pairwise different. For each input X;, the computation of the function H; follows
these steps:

1 ya =T%(xi1),

2. Yia = T*(Yi(a—1) © T4a), forall 1 < a < n,
and Y; = yin

Inputs to the individual executions of T* can be collected in a d x n matrix I, so that
Lia = Yia—1 @ T4, and y,0 = 0, for all 4. Thus, the rows contain the computational sequences, and
the columns inputs to the same instance of the function 7.

If inputs into the last instance of T, i.e. I;,, are all pairwise distinct then all outputs Y; are perfectly
random, since T is perfectly random, and the attacker cannot distinguish them from perfectly
random outputs.



7.6. HASH FUNCTION H 83

In the following we look at the probability that I, are all distinct.

Let ColFree be an event that for all pairs of inputs /;, and I, suchthat 1 <+, < d, and
1<a,b<n,if Lz # I then yiq # yjs, i.€. that T returns different outputs for different inputs.
The probability that there is a collision is

— dln—1)\ 1
Pr[ColFree] < ( 5 >|M2|

When ColFree occurs,

Pr[lin = []n] = Pr[yi(nfl) D xin = yj(nfl) 5> CC_jn]

ColFree

_ {Pr[yi(nl) =Yjm-1)] = Prlim-1) = Ljm—n)] ifxim =1jn
Prlyitn—1) = ¥j(n—1) ® Tin © Tjn] if 2in # 2jn

Let r be the smallest integer such that x;,,—, # z,—,. Note that » > 1, because X; # X;. Then

Pr[Im = jn] = Pr[Ii(n_l) = Ij(n—l)] =...= Pr[[i(n_,.) = Ij(n—r)]
= Pr[yi(n—T—I) =Yjn—-r-1) D Li(n—r) D 'Tj(n—T)]
0 if Ii(nfrfl) = Ij(nfrfl)
= 1
TV |if Ii n—r— I; n—r—
o] (n—r-1) 7 Ljn—r-1)
1
<
| M|

Note that the ColFree condition is that strong even if we require the non-collision condition only
within one column — if there were a collision between two different columns, the same pair of
inputs, causing this collision, could occur also in some column, which would force the collision.

From Theorem 2.2.3
AdvFACPAD () =1 = PrVi, j : Lin # Ijn] = Pr[3i,5 : Lin = ]
=Pr [Hi,j : (Iin = Ij, N ColFree) V (I, = Ijp A CoIFree)}
< Pr[ColFree A 3i,j : I;;, = I;,] + Pr[ColFree A 3i,j : Liy, = Lj,]
<Pr[3i,j : L, = I, A ColFree] 4 Pr[ColFree]
(d) 1 N (d(n — 1)) 1
2) M 2 | Mo

d(d —1) +d(n — 1)(d(n — 1) — 1)

IN

2| M|
_ (dn)? —dn — 2d*n — 2d + 2d*
2 | My|
dn(dn —1)
- 2|My]

The non-collision condition in the previous proof has to be rather strong, and causes a quite high ad-
vantage. This can be improved by using different random functions 77, . .., T.¢ for each input block (let’s
denote the scheme by H3). In this case, a collision between two different columns cannot cause a collision
inside a column, and, as the following theorem shows, the upper-bound of the advantage decreases.

Theorem 7.6.4 Let H; be a function from M7 to M, defined for any X = (z1,...,2,) € M7} as
Hi(x1,...,zn) =T (Ty_ (.. Ty (1) @ x2...) ®xp),
where T7*’s are independent perfect random functions from M to M. Then for any integer d,

ndz

AdUFACPA(d) HX) < )
( 3) =9 |M2|
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Proof: The proof is similar to the previous one with the difference that ColFree is defined as the event
that for all pairs of inputs in the same column I;, and [;, suchthat1 <i,j <d,and 1 < a < n, if
Liq # Ijq, then y;, # yjq. (Since T are independent, there is no intercolumnar dependency). Thus,

—_— d 1
Pr[ColFree] < (n —1 —
eoFee) < (o)) 7y
and
AdvFACPAD (%) < Pr(3i,5 : I;, = I;, A ColFree] + Pr[ColFree]
(d) 1 (d) n—1
- _l’_ -
2) M| = \2) [M;]
nd?

<
2| Ma|

IN

Parallel Hash Function

In section 7.6.1 we have shown that the message blocks in the hierarchical structure H; should not be
XORed before the execution of functions 77*. The simplest way to avoid this is to apply the functions on
the message blocks first, and then simply XOR the results together (see Figure 7.9).

— 17

— 13

Figure 7.9: Parallel Structure (1)

The following theorem shows that this scheme is perfect as long as an attacker cannot obtain more than
three plaintext/ciphertext pairs.

Theorem 7.6.5 Let H be a function from M7 to M, defined for any X = (z1,...,z,) € M} as

Hi(z1,...,2,) = @T;(ma),
a=1

where T are independent perfect random functions from M; to M. Then for all d < 3 and any class of
attacks ATK,
AdvFATRD () = 0.

Proof: Without loss of generality assume that all queries to the oracle are pairwise different. Let X;
consist of n blocks, i.e. X; = 241, ... xin. Let zip = T} (ir).
Ifd=1:
PriHj(z)=w]= >  Pr

211505 Z1n
@n z —
a=1 ?la=Y1

= > JIPriTs(@1a) = 214

11
(Ma|™ My

/\ T; (xla) = Zla]

a=1

= PriF(z1) = yil
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Ifd=2,3:
Assume that for the a-th block, there are k&, € {0, ..., d} different values among z14, 24, - - - , Zda-
Since all T,,’s are independent, for any z14, 224, - - -, 2da

0 di,7: xiq = Tjq N\ Ziq 75 Zja

Privi < d: T5(wia) = zia] = { otherwise

1
| M |Fa

Consider first the case that d = 3. We can choose a random z;, without having a collision (thus
having the non-zero probability) in the following way: There must be < and b such that for x;;, #
both j € {1,2,3}\ {¢}, otherwise all three inputs were equal. Without loss of generality we may
assume that 7 = 3. Forall 211, ..., z1(4—1) Wwe may set any value from M. The last one is calculated
from the previous ones and @, _, z1, = y1. All equations z1, = x2, induce zo, := z1,. However,
there must be at least one the free x4, which can be calculated from @, _, z2, = - after setting
other free positions at random. For ¢ = 3, first all equations with j = 1, 2 are set, all free positions
except of x3;, are chosen at random, and 3 is calculated from @221 234 = y3. Since in each block,
there are k, different values among x14, €24, - - - , €44, there are altogether 2221 (3 — ky) + d fixed
values. In a similar way we get that if d = 2, thereare >_'_, (2 — k,) + d values. Therefore,

i=1 1=2,3:241, i=1a=1 i
@Z:1 Zia=Yi
n d 1
*
= 2 P AT @) = 2
1=2,3:241,...,2in a=1 =1 i
P zia=Yyi
n
> Il
= T
1=2,3:241,-,Zin a=1 |M2|

i:@ 2:1 Zia=Yi
a(d—Ekqequations):z;q=zjq

_ |M2|(n—1)‘d—23:1(d—ka) ) |M2|—ZZ:1 ka _ 1 .
M|

Therefore, H has perfect 3-wise decorrelation, and it is not possible to distinguish it from a perfect
random function seeing up to three plaintext/ciphertext pairs. ]

However, when the attacker may choose four plaintext messages, it is possible to distinguish this scheme
from a perfect random one.

Theorem 7.6.6 Let Hj be a function from M7 to M- defined as in the previous theorem. Then

1
AdoFCPAGD () > 1 — ——.
( 4) - |M2|

Proof: Consider the following distinguisher between H; and a perfect cipher.
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DISTINGUISHER 7.5 (D,): 4-limited CPA distinguisher for Hy

1. Create X; = (s, u,xs,...,x,) atrandom.

2. Create Xy = (s,v,z3,...,2,) SO that u # v.

3. Create X5 = (t,u, 3, ...,z,) S0 that s # ¢.

4. Create X4 = (t,v,23,...,%,).

5. Query the oracle with X3, Xo, X3 and X4, and get Y7, Y5, Y5 and Yy, where Y; is

either H5(X;) or F*(X;).
IfY, = HS(Xz) then

T (s) ® Ty (u) & T5 (23) ... @ T (zn) =11
T{(5) ® TS(0) © T3 (as) .. & T2 ) = i
Trt) e Ty (uw) @1y (x3)... @ To(zy) =Y3
TE() © T3 (0) © T3 (@s) - © T2 () = Vi

Therefore, 0 =Y, © Yo D Y3 @ Yy,
6. If Y1 & Y5 @ Y3 @ Yy = 0 then output “accept”.
7. Output “reject”.

When the oracle implements H}, the distinguisher D, always answers correctly, i.e. po = 1. When
the oracle implements a perfect random function, probability that XOR of four random values from

Mgives0isp; = M}ul . Therefore the advantage of this 4-limited distinguisher is
1
AdoF PO () > AdvFR Y (H) = Ipo =il = 1= 7o

The advantage may be increased by adding further pairs of chosen plaintexts in a similar way as X 3 and
X4, so that AdvFCPACA () > 1 — W

Thus this scheme is not secure when the attacker can obtain more than three plaintext/ciphertext pairs.
However, by adding another random function to the output of the scheme (see Figure 7.10), we can achieve
small advantage also for bigger d, while retaining the zero advantage for d < 3.

—> T
—> T4
T
—1 15
—> T*

Figure 7.10: Parallel Structure (2)

Theorem 7.6.7 Let H} be a function from M7 to M, defined for any X = (z4,...,2,) € M7 as

Hg($1, R ZL'n) = T:;-l—l (@ T;($G)> 3
a=1
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where 17, ..., T are independent perfect random functions from M, to a set M, and T};, ; is a perfect
random function from M to M. Then for any integer d,

dz
2 |M|

Ad,UFACPA(d) (Hg) <

Proof: If all inputs to 77;, ; are pairwise distinct, then the outputs Y;’s are perfectly random, since the
function T, , is perfectly random. Let Z; denote input into 7}y, , for i-th message. Since X; # X,
there must be an r such that ;. # ;.. Therefore,

PI’[Zl = ZJ] = Pr @T;(Xza) = @T;(Xja)
La=1 a=1

=Pr | Ty (xir) = T} (25) & €D Ti(wia) @ P Ti(wja)| =
1<a<n 1<a<n |M2|
L a#r a#r
Hence,
dz
Ad’UFACPA(d)(Hg) =1- Pr[VL] 1 Z; 7é Z]] = Pr[EIz,j 4= ZJ] < D) |M2|

This scheme has a small advantage for d < /2 | M|. Theorem 7.6.5 implies that for d < 3 the sequence
of inputs to the function 7’7, , is perfectly random. Since 77, , is a perfect random function, the sequence
of its outputs is in this case also perfectly random. It means that the function H is perfectly random for
d < 3aswell.

This scheme has a disadvantage comparing to all previous hash schemes — it is less efficient due to
the additional random function. The following scheme shows that one of the first-level functions may be
omitted without increasing the upper bound of its advantage (see Figure 7.11).

— 17

Figure 7.11: Parallel Structure (3)

Theorem 7.6.8 Let H¢ be a function from M7 to Mo, defined for any X = (x1,...,x,) € M7 as

n—1
Hi(z1,...,00) =T <zn ® @T;(za)> ,
a=1

where T, ... T;¥_, are independent perfect random functions from M to M1, and T} is a perfect random
function from M to M. Then for any integer d,

AdUFACPA(d) H) < )
( 6) =9 |./\/l2|
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Proof: If all inputs to 7' are pairwise distinct, then the outputs are perfectly random, since the function
T is perfectly random.

Assume that all inputs are pairwise distinct. Consider two cases: First, when in a pair of plaintexts
X, X; all blocks up to the last one are equal, i.e. whenforall 1 < a < n, z;q = ;4. Then

Tin # Tjn. Let A= @] T (x1) = B'Z) T (za)-

If there is r < n such that ;, # x;, then

Pr(Z; = Z;] = Pr | T (i) = Ty (2j0) @ win @ i & D Ti(mia) © € Ti(w)a)
1<a<n 1<a<n
a#r aF#r

_ 1
My

Hence,

AdvFATRD (HY =1 = Pr[Vi,j: Z; # Z;) = Pr[3i,j : Zi = Z;] <

2| M|

Consider again the case that d < 3: Skipping the last block of each message, the XOR of the outputs of
Ty, ..., T;_, is perfectly random, adding the last block, the sequence still remains perfectly random, and
thus applying the last function T we get again a perfectly random sequence. Therefore, the function H¢ is
perfectly random for d < 3 as well.

7.7 Conclusions

Analysis of the basic and simplified TST showed that already the one-round basic TST is resistant to the
chosen plaintext attack. The simplified TST needs two rounds to withstand it. However, they both need
two rounds to resist the adaptive chosen plaintext-ciphertext attack. Thus, assuming that one implements
the scheme in the securer way, the simplified TST is more advantageous, because it saves execution of one
random permutation per round.

In the T'ST cipher as proposed in [8], both S-boxes S and P are perfectly random if they are generated
by a perfect random bit, or number generator, respectively. If we consider a weak hash function H and a
modified scheme without the rotation, the perfect pseudorandomness of the S-box P does not compensate
for the weakness of the hash function. However, we showed that the rotation at the end of each round stops
propagation of the characteristic of the chosen plaintexts, and thus it improves the security of the scheme in
this case — if the hash function is strong, the rotation is not significant for the security of the scheme. (see
Sections 7.6.1 and 7.6.2).

Both hash schemes H; and H> suggested in [7] are weak. Although we have not shown how its weak-
ness can be exploited®, by a sequence of carefully analyzed improvements we have found another hash
scheme (H¢) which is provable secure — it is perfectly random when the attacker can obtain up to 3
plaintext/ciphertext pairs, and for attacks of larger sizes the probability of distinguishing it from a perfect
random function is still small if the size of the attack d < /2 | M| (for TST splitting plaintext messages
into m and nm bits d < 2%'). Therefore, we suggest using hash function H instead of the proposed weak
functions.

The primitive functions of the hash function H¢, 77,..., T}, can be generated using a random bit
generator in the same way as the S-box S*, and stored in tables of size 2 x m. Since the S-box S* is
represented by a 2™ x nm table, if memory space is important, the table of S* can be divided into n parts,
so that each function 77 is defined by (¢ — 1)m-th ... (éim — 1)-th columns of the table, as depicted in the
Figure 7.12.

For d < 3, both the S-box S* and hash function H¢ are perfectly random, thus from Theorems 7.2.1-
7.2.6 using the same method as in Section 3.9, we get that in order to make the basic scheme pseudorandom

1Even if we were able to find a distinguisher which distinguishes the output of TST from a perfect random one, it would not tell
us how to construct an attack which reconstructs a key, or at least which encrypts or decrypts another message.
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Tl T T,
2 m

Figure 7.12: Table representation of the primitive functions of the hash functions H¢§

one needs at least k£ rounds, and to make it super-pseudorandom at least 2% rounds with

(n+1)m—1

k> .
“m-—1-2lgd

For the simplified TST one needs 2k rounds for both pseudorandomness and pseudorandomness, with the
same parameter k. For d = 2 and for a nowadays common block length of 128 bits, it gives

127

k> .
“m-3

The closer the size of the left part is to one half of the block size (to the balanced scheme), the fewer
rounds are necessary to obtain sufficient randomness. However, since the table of the S-box grows expo-
nentially with the size of the left part (it is a 2™ x nm-bit table), it cannot be very large in order to get
an efficient implementation. The following table shows the number of rounds for pseudorandomness and
super-pseudorandomness for m = 8, 12, and 16.

pseudorandomness super-pseudorandomness
m | k | basic TST | simple TST basic and simple TST
8 | 26 26 52 52
12 | 15 15 30 30
16 | 10 10 20 20

For comparison with another schemes discussed in this thesis, see Chapter 9. Evaluation of AES in the
random oracle model was done in [17]. Using the parameters mentioned above, it requires 384 rounds for
pseudorandomness and 640 rounds for super-pseudorandomness.

Note that the bound for % is calculated from Theorem 2.4.4 which does not provide tight bounds. This
causes rather big difference between the calculated number of rounds and the number of rounds which is
necessary to obtain pseudorandomness of the simplified T'ST scheme. The reason is following: A 2r-round
simplified T'ST is equivalent to an r-round unbalanced Feistel network. Using the parameters mentioned
above we get, that the lower-bound for the number of rounds of the Feistel network is 3% for pseudorandom-
ness (see Section 3.9). Thus, for the considered values of m we get that 78, 45, and 30 rounds respectively,
ensure pseudorandomness of the Feistel network. It follows that for those values of m, already 39, 22.5,
and 15 rounds respectively ensure pseudorandomness of the simplified TST. This is significantly less then
what we obtained by the direct calculation using the theorem (52, 30, 10). This disproportion is caused by
the fact, that we cannot stop the calculation in the middle of a round. From Theorem 7.2.3 we know that
the threshold number of rounds for obtaining pseudorandomness is two for the simplified TST. This is
equivalent to 4 rounds of an unbalanced Feistel network; however, the Feistel network needs only 3 rounds
for pseudorandomness. Thus, the last half-round of the simplified TST is redundant. With the increas-
ing number of rounds the redundant half-rounds cumulate. (Note that this disproportion does not occur in
calculation of super-pseudorandomness, since the 4 rounds of an UFN are equivalent to 2 rounds of the
simplified TST.)

If d > 3 the advantage of the TST schemes changes only slightly:

AdvCATOMD (D[ Hg,, ST, Pr, Hey, S, Py ) = AdvCACP N (B[FY, Fy, Fy, Fy, F3, Fg))
+2 AdvCACPAD (HE) + 2 AdvCACPAD (%)
+ 2 AdvCACPAD) (pr)

d2 2 2

<— 42— 42.042-0=
Som T gm T2 0T gm—1
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for the basic TST, and

AdvCAPOMD(O[H,), ST, Hy, S3) = AdvCACTOAD(O[FY, Fy, Fy, Fy])
+ 2 AdvCAPAD (Hy) + 2 AdoCACTAD (5%)
d? d? d?

S gm T ygm 1205 g

for the simplified one. Thus, in order to obtain super-pseudorandomness, we need at least 2%

rounds for both schemes.



Chapter 8

IDEA

IDEA (International Data Encryption Algorithm) is an iterated block cipher, first presented in 1990 as PES
(Proposed Encryption Standard) [13] by Xuejia Lai and James L. Massey. It is based on a scheme similar
to the Feistel network, and its round transformation works as follows [23] (see also Figure 8.1 a):

1. the input message X is divided into two halves X = [L, R];

2. the difference of the two input parts A = L — R is calculated and provided as the input to the round
function F;

3. the output of the round function is added to both parts forming the output of the round [L', R'] =
[L+ F(A), R+ F(A)).

The + and — operations are modular addition and subtraction — assuming a block size of 2m bits, the parts
are m bits long and the operations are calculated modulo 2™.

(] [7] (] [7]

JL
T
SRR
e bh
a) b)

Figure 8.1: IDEA: a) original scheme, b) modified scheme

Considering the original scheme, it is easy to distinguish it from a perfect cipher using the following
1-limited KPA distinguisher:

DISTINGUISHER 8.1 (D;): 1-limited KPA distinguisher for 1-round IDEA

1. Get X = [L, R).
2. GetY = [L/,R'] = C(X) where C is either IDEA or a perfect cipher.
If the oracle implements IDEA, L' — R' = L+ F(A) —R— F(A) =L — R.
3. If L — R= L' — R/, then output “accept”.
4. Output “reject”.

This attack can be extended to any number of rounds, since the exploited characteristic passes through all
the rounds of the cipher. To avoid this attack, we add a permutation to the left part of the round output
(see Figure 8.1 b). In general, o may be any «-almost orthomorphism for a small « [23]; however, we will
further consider only the 1-bit left-rotation for o. Since the bit rotation is a simple permutation independent
from the key, it is easily invertible, and may be omitted in the last round.

91
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Notation: The name IDEA will be further used not only for the original cipher, but also for the
underlying scheme and its modifications. The scheme of IDEA enhanced by the permutation
o will be denoted by A?. The parts of a block X will be denoted by X% for the left part
and X% for the right part, their difference X* — X% by AX. For the bit-rotation o, the
individual parts are represented as m-bit integers, i.e. X% X € M = {0,1,...,2™ — 1},
and A2 : M x M — M x M.

In the rest of this chapter, we first discuss properties of the bit rotation o, and security of the modified
IDEA as described above and depicted in Figure 8.1 b). In the next two chapters we address the scalability
of the scheme of IDEA. We define two scalable schemes based on IDEA — one using the underlying
scheme in the greatest possible extent, the other one simplified, using just one per round. We evaluate
security of both the scalable schemes.

8.1 Propertiesof the Rotation Permutation
By introducing the bit rotation, the output difference of one-round changes to
L'—-R =0o(L+F(A)—R—F(A)=0(L+ F(A)+ A

where ¢’(z) = o(x) — x. Unfortunately, the function o’ is not a permutation: The 1-bit left-rotation is
calculated as o(x) = 2z + msb(x), and thus o’(z) =  + msb(z). Lety = o'(z). If msb(y) = 0, then
either z = y, or z = y—1 under the condition that msb(y — 1) = 1. The second case occurs only for y = 0,
and thus o’ " (0) has two solutions: 0, and 2 — 1 (00...0, and 11....1). Similarly, if msb(y) = 1, then
x = y — 1 under the condition that msb(y — 1) = 1. The condition is satisfied by all y with msb(y) =
except of 2m~1 (10...0). Summarizing,

0 ify=2m"1
U'_l(y)‘: 2 ify=0
1 otherwise

In the following lemma we analyze some properties of the bit-rotation o, that we need in the following
proofs of security of the schemes based on IDEA.

Lemma8.1.1 Let o be a 1-bit left-rotation on M = {0,...,2™ — 1} and ¢'(z) = o(z) — « for any
x € M. Then

V6 € M\ {0}: Prl3ae M: o'(a) =0d'(a+0)] < ﬁ 8.1)
V6 € M\ {0}: Pr[3a,be M : o'(a) — o' (b) = 6] < ﬁ (8.2)
VoeM: Prldae M: §+0'(a) ¢ o' (M)] < 2 (8.3)

Proof:

1. ¢'(a) = o'(a+¢)ifandonlyifa=0and § = 2™ — 1, 0ra = 2™ — 1 and 6 = 1. Therefore,

L d=1vé=2"—-1
Pr[3a:o'(a) = o'(a+§)] = { M|
0 otherwise.
2.
. / _ / 6
Pr[3a,b: o'(a) =o' (b) + |/\/l| 2 )
Since
o' (o' ( +6’—2©0()+5—0©0() _S[#0]

this may occur at most once (for b = o’~1(—4)). On the other hand,

o' o' (b) + 5)‘ =0sdD)+5=2"""1sd(b)=2""" - §#£2mY
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i.e. it must occur at least once. Therefore,

2 (MU= 2)- 1 i ()] >0
Pr[3a,b: o'(a) = o' (b) + 4] < | 1|
— [(IM]| = 1)-1] otherwise
M|
1
< R
- M|
3.
Prldae M:6+0'(a) & o/ (M)] = ﬁ|{a|5ﬂ:o’(a) ¢ o' (M)}
1 / _ m—1
= g ltalo’@ =+ = o)
0 if6 =0
2 H m—1
_ W ifo=2
1 otherwise
M|

8.2 Security of the | DEA Scheme

In this section we study the security of the basic IDEA scheme with addition of the 1-bit left rotation. We
discuss known plaintext, adaptive chosen plaintext, and adaptive chosen plaintext-ciphertext attack, and
show how many rounds resist these attacks.

8.2.1 Known Plaintext Attack

Since the one-round IDEA does not contain the left-rotation, we may apply the same attack against it as
described in Distinguisher 8.1.

Theorem 8.2.1 Let F' be a random function on a group M. Then a one-round IDEA A?[F] is not secure
against the known plaintext attack.

Proof: Consider Distinguisher 8.1. When the oracle implements IDEA, the distinguisher D, always
answers correctly, i.e. po = 1. When the oracle implements a perfect random function, the
probability that the condition holds is p; = ﬁ Therefore the advantage of this distinguisher is

AR (7)) > AdvCEN O (AF) = o —pa| > 1=
|

The one-round IDEA is thus not secure against the known plaintext attack. However, adding one round
makes IDEA resistent to this type of attack.

Theorem 8.2.2 Let FY, F5 be two independent perfect random functions on a group M, and let d be an
integer. Then

d>+d+1
AdoCKPAD (£ 77 Fy]) < CEOE D
M
Proof: A d-limited known-plaintext attack distinguisher has access to d plaintexts z, z, ..., x4 and
corresponding ciphertexts y1, yo, - . ., y4. When the oracle implements the IDEA scheme, the

ciphertexts are calculated as depicted in Figure 8.2.
We may assume that all inputs in X to the oracle are pairwise different. Let
YV={Y =(y1,92,---,yd)|Vk # 1 : Ayy # Ay;}. Consider any fixed value of Y € }. Then
Ty, = yi, ifand only if ASy, = Ay, and TE = L}, ie.
ASy = U/(Lk + Ff(AZ‘k)) + Az = Ayg
TE = SE + F5(ASk) = SE + F5 (Ayy) = L,
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x = [Li, Ry)
Yk = [L;WR;C]
Az, = L — Ry,

Sk = [o(Ly + F{ (Axy)), Ry + FY (Azy)]

F} ASy, = SF — Sf
[ N Ty =y = [S§ + F (ASk), S + F5 (ASy))

Figure 8.2: The 2-round IDEA scheme

Let F} be the following event:
Ey = |Ff(Axg) € o' (Ayp — Amy) — L A Ff (Ayg) = Ly, — SF|

Since all values Ay, are pairwise different, we have

1

PrivVk : Fy(Ayy) = L), — SL] = —.
2 k b |M|d
Let C; and C- be the following conditions:

Cl = [Vk/’ 7é l: Al‘k 75 A.I‘l]
Cy = [Vk : Ay, — Azy € o' (M)]

If both the conditions are satisfied,

PriVk : F(Azy) € o' (Ayp — Axy) — Ly] = H o Ay~ Az) - L > 1
. k k — k) — Lk — = .
1 e M| M

Therefore, in that case

L (P 2
[AU[F1*5F2*]];I(,Y > I = I [C1% .y = (1 - 2|M|2> [C*% s

Since the values of ;. are chosen randomly,
Pr[=C1] = PrlAzy, = Aay] = Pr{Ly — Ry = Ly — Ry] = ;. Further,
(8.3)
Pr[=Cs] = PrlAys, — Axy, ¢ o/ (M)] < ﬁ Therefore, the probability that the conditions are
not satisfied is

? 2 didd
2|M| M| M|

Pr[ﬂk;ﬁl:Al‘k:Axl\/ﬂk:Ayk—Al‘k ¢0‘I(M)] <

[\

Now we can use Corollary 3.1.4 with the following parameters:

1. ey = =% (since Pr3k # 1 : Ay, = Ay] < =),

2] M| 2] M|
Y
2. g9 = 2|Mlz,and
2
3. €3 = l12+4d

M|
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and we get
dz dz d2+4d d*>—d+1+d*>—d+4d
Ad,UCKPA(d) AC F*,F* < + + <
( [ 1 2]) 2|M| 2|M|2 2|M| 2|M|
d>+d+1
- M

8.2.2 Adaptive Chosen Plaintext Attack

Similarly as in the previous subsection, we first show that 2-round IDEA is not secure against the chosen
plaintext attacks, and then we prove the resistance of the 3-round IDEA to the adaptive form of this type of
attack, i.e. that it is pseudorandom.

Theorem 8.2.3 Let Fy, and F; be two functions on a group M. Then A [Fy, F3] is not secure against the
chosen plaintext attack.

Proof: Consider the following distinguisher:

DISTINGUISHER 8.2 (D-): 2-limited CPA distinguisher for the 2-round IDEA

1. Choose two plaintexts zy = [L1, Ri] and 2 = [L2, Rz] sothat A = L; — Ry =
Ly — Rs.

2. Query the oracle with z:; and zo, and get y; = [L, R}] and yo = [L}, R}] .
If the oracle implements A% [F}, F»], then

yr = A7 [P, Bo(wg) = [o(Li + F1(A)) + Fa(Ag), Ry + F1(A) + F2(Ay)],

where A, = O’(Lk + Fl(A)) — Rp — Fl(A) = O'/(Lk + Fl(A)) + A.

Therefore,
Ay, = L;c - R;C =Ap = U/(Lk +F1(A)) + A,
and
Fi(A) =o' Ay, — A) — Ly
Hence,

O'I_I(Ayl — A) — L1 = U/_l(AyQ — A) — L2

3. IfAy; — A ¢ o(M), or Ays — A ¢ o(M) then output “reject”.
4. If o' " (Ayy — A) — Ly = o' ' (Aya — A) — Ly then output “accept”.
5. Output “reject”.

When the oracle implements A? [Fy, Fz], then Ay, — A € o(M) for both k = 1, 2, and the
distinguisher always answers correctly, i.e. po = 1.

When the oracle implements a perfect random function, there are two cases:
o Ay, — A ¢ (M) for at least one of the responses. In this case, the probability that the
distinguisher answers incorrectly is 0.

e If both Ay, — A (k = 1, 2) have a preimage in M, the probability that the distinguisher
answers incorrectly is

Pr O’Iﬁl(Ayl — A) — L1 = O'/il(AyQ — A) — L2i| = W

Therefore, p; < and the overall advantage of this distinguisher is

1
M

1
AdoCANTIR, ) > AdvCp N (AT Ba]) = [po = pi| > 1=
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Theorem 8.2.4 Let F}', i, iy be three independent perfect random functions on a group M, and d an
integer. Then

2
1
AdoCAPAD (A7 Ry py Fy]) < T AL
M
Proof: The proof is similar to the one of Theorem 8.2.2. A d-limited known-plaintext attack
distinguisher has access to d plaintexts z1, s, . . . , x4 and corresponding ciphertexts y1, yo, . . ., Y4-
When the oracle implements the IDEA scheme, the ciphertexts are calculated as depicted in Figure
8.3.
wy = [Ly, Ry]
Y = [ ?cv R;c]
Sk """"""" —. Al‘k =L — Ry
Sk = [o(L + Ff (Axg)), Rx + Fy' (Axy)]
Fy
Je L AS. = S - Sf
C‘b Ty = [o(SK + F5 (ASy)), S{ + F3 (AS)]
e !
= AT, =T - T,
Fs Up = yp = [T + F5 (ATy), Ty + Fy (AT,))
b T h
O g
Ot I
IARA

Figure 8.3: The 3-round IDEA scheme

We may assume that all inputs in X to the oracle are pairwise different. Let
V=AY =(y1,vy2,-.-,y4)|Vk # 1 : Ayr # Ay, }. Consider any fixed value of Y € Y. Then
Uy = yx if and only if AT, = Ay, and UF = L, i.e.

ATy, = o' (SE + F3 (ASk)) + ASy = Ay
UL =T + F3 (ATy) = TE + F5 (Aye) = L,
Let Fy be the following event:
E, = |F;(ASy) € o' (Ayp — ASy) — SEAF(Ayg) = Ly, — TE

Since all values Ay, are pairwise different

Privk : F5 (Ay) = L), — TF] = —.
[ 5(Ay) = Ly, — Ty P

Let C; and C- be the following conditions:

Cr=[Vk#1: ASy, # 5]
Cy = [Vk : Ayp — ASg € O'/(M)]

If both the conditions are satisfied,

d
PrIVk : i (ASy) € o' ' (Ayy, — ASk) — Li = [



8.2. SECURITY OF THE IDEA SCHEME 97

Therefore, in that case

d
2\ 2
[AG[Flanan]]i(,y 2 |M|2d - (|M|22 [C ]gl(,y 2 (1 - 2|M|2> [C ]glgy

Now we evaluate the probability that the conditions are not satisfied. Since
we get the following cases:

o If Az = Al‘l'

Since ozk — zk = Aask = Az = le — zl and x; # x; then :E #+ asl Thus

zk + Fy(Azy) # xf + Fy(Axy), and a collision occurs if

o' (zk + Ff (Axy)) = o' (zF + Fy (Axzy)). Therefore,

PrIAS, = AS)] = Pr[o’ (zF + F}(Axy)) = o’ (aF + F} (Ax)))]
=Pr[Ha € M : ¢'(a) = o'(a + )]

fora constant § = zj; — i € M\ {0}. From (8.1) we get that Pr{AS), = AS)] < 4.
o If Axy # Axy A mk + Fl*(Al‘k) = xl + Fl*(Aacl)

Then o' (zf + F} (Axy)) + Azy # o' (aF + Fy(Azy)) + Az, and Pr{AS, = AS)] = 0.

Then PriAS, = AS;] =Pr[3a,b € M : ¢'(a) = o'(b) + 4], fora constant
§ = Az — Az, € M\ {0}. From (8.2) we get that Pr[A S, = ASj] < ‘M|

Summarizing all three cases, Pr{AS;, = AS;] < ﬁ

Further, PriAyy, — ASk ¢ o/ (M)] = PriAyy, — o’ (zf + F} (Azy)) — Azy ¢ o/ (M)] =Pr[Ja €
M :6—o'(a) ¢ o' (M)] (853) % for a constant § = Ay, — Axy,.

Therefore,

PI’[H/{?#ZAS;C :ASl\/ﬂk:Ayk—ASk %U/(M)] <

and using Corollary 3.1.4 with the following parameters:

1l g = 2|l§\2_/l| (since Pr(3k #1: Ay, = Ay] < 2%\2_4|)’

_ _d*
2. g9 = TN and
d24+4d
3. 3= Syxd

we get the upper-bound on the advantage:

d? d? B+4d _dP+d+1

AdvCACPAD (N[> Fr F <
v (A7[FY, Fy, 3])_2|M| 2|M|2+ M| = M

8.2.3 Adaptive Chosen Plaintext-Ciphertext Attack

Adaptive chosen plaintext-ciphertext attack is the strongest attack and resistance to it ensures super-pseudo-
randomness of the scheme. We have not found any attack against the 3-round IDEA, however, we can prove
that the 4-round IDEA resists the adaptive chosen-plaintext attack, and thus that it is super-pseudorandom.
Super-pseudorandomness of 3-round IDEA is still an open problem.

Theorem 8.2.5 Let F}', F, iy, Ff be four independent perfect random functions on a group M, and d an
integer. Then
d>+d+1

AdvCACPM (A [FY Fy By F) < M
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N
Fy
E} {j x = [Lg, Ry
g
S -
Axy, = Ly, — Ry
'y 3 y S = [o(Le + F (Azp)), Ri + F (Ap)]
LS “L
G; AS), = SF — S
R T T = [o(SE + F5 (ASK), S + F5 (ASy)
F3 AT, = AU
E} {j Uy = [TE + F (AT, TE + F (AT})]
e B
O’> Ayk = L?c — R;C
Ur = [07 (L}, — Ff (Ayx)), R}, — Fi (Ayy)]
Fy
T h
NN |
T e

Figure 8.4: The 4-round IDEA scheme

Proof: The proof is similar to the one of Theorem 8.2.2. Any d-limited known-plaintext attack
distinguisher has access to d plaintexts z1, s, . . . , x4 and corresponding ciphertexts y1, ya, . . ., Yq.
When the oracle implements the IDEA scheme, the ciphertexts are calculated as depicted in Figure
8.4. We may assume that all inputs in X to the oracle are pairwise different. Let
Ak = (A7) "' [F¥](yx). Consider any fixed value of Y. Then V;, = y; if and only if

Uy = (A7) [Ff 1 (o) = [0 (wk — Fi (Ayn)) wit — Fi (Ayn)],

ATy = o' (SF + Fy (ASy)) + ASy = AU, = Ay
UL =T + F (ATy) = T + F5 (M) = A\f

As in the proof of Theorem 8.2.4, we can define an event Ey:
E, = |F;(ASy) € o' (AN, — ASy) — SEAFF(AN) = AL —TF| .

Let Cq, Cs, and C be the following conditions:
L] Cli[Vk%ZASk#ASl]
o (5 = [Vk AN, — ASy € O’l(./\/l)]
o O5=[Vk#£1: AN # AN]

Probabilities that conditions C; and C5 are satisfied are evaluated in the proof of Theorem 8.2.4, and
are as follows:

[ Pr[ﬂCl] < 2|d/%/[|
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|a2n—1 | | az2n |

)
=
)
N}
IS
w
Q
W

Sl Sl Sl

T T T

Fy Fy Fr
T e
Lo | Lo ] Lo | [oae] o] [0 |

Figure 8.5: Scalable IDEA scheme

[ Pr[—‘OQ] < ‘2Wd‘

Since A\, = o (yE — Ff (Ayk)) — yE + Ff (Ayk) + Ay =

oM (yk — Fi (Ayr)) — o0 (yE — Fi (Ayw)) + Ay = —0' (0 (yF — Fi (Ayx)) + Ay, and
since o is a permutation, the probability PrfAX, = A);] for a particular k£ and [ can be analyzed in
the same way as PrAS), # AS;] with the same result

dz
Pr[—C5] <
dl 3]_2|M|’

The parameters for Corollary 3.1.6 are now:

dz
1. ¢ = 2|M|2,and

_ 2d%44d _ d2+2d
2.52— 2TM| — M|

Therefore,

d2 +d2+2d 1+d?2—-d+2d
2M> M T M|
2
Sd +d+1
M|

AdvCACPCAD (N[ Fr Fy FY]) <

8.3 Scalable SchemeBased on I DEA

The straightforward way to scale the original IDEA scheme is to divide the large input into sub-blocks
of the length of the original IDEA block size, and apply the original scheme to each sub-block. In order
to achieve dependency of the output sub-blocks on all the input sub-blocks, we need to employ the block
rotation as depicted in Figure 8.5. Note that the dependency on all the input blocks is necessary. Otherwise
we could apply the attack described in the proof of the following theorem.

Theorem 8.3.1 Let C' be a scalable encryption scheme, which divides the plaintext into n sub-blocks

x = (a1,aq,...,a,), and which calculates the ciphertext y = (b1,b2,...,b,) so that b, = a;, B
Fi(a1,as,...,a,) (without any restriction on the functions F;), where j1, ja, ..., jn iS @ permutation on
{1,2,...,n}. If there are ¢ and k such that the output of F;(aq,as,...,a,) does not depend on ay, then

the scheme C' is not secure against the chosen plaintext attack.

Proof: Consider the following distinguisher:
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DISTINGUISHER 8.3 (D3): 2-limited CPA distinguisher for C'

1. Choose two plaintexts 1 = (a11, @12, ..., a1,), and z2 = (a21, ass, ..., asz,) S0 that
a1 # ask, and forall [ #£ k, a1y = ag.

2. Query the oracle with z; and x5, and get y3 = (b11,b12,...,01,) @Nd y2 =
(b21,b22, . . ., bay).

If the oracle implements C' then the function F; does not depend on ay, and thus b,; B
by = a1, B Fi(a11, 012, - - -, a1n) B agj, B Fi(a1, ass, . . ., azm) = a1, B agj,.

3. If by; Hbe; = aqj, B ayy,, output “accept”.
4. Output “reject”.

If the oracle implements C, the probability that the distinguisher D3 accepts is py = 1; if the oracle
implements a perfect random permutation, p; = ﬁ where M is the set of possible values for b;.

Therefore, )

AdvCCPA(C) > AdvCp AP (C) > 1 - i

The rotation of the sub-blocks ensures a good diffusion property of the cipher. However, it does not
prevent an attack, similar to that one against the original scheme, exploiting the input-output differential
characteristic.

Notation: The input block of scalable IDEA is divided into n sub-blocks, each consisting of
two parts, i.e. altogether into 2n parts. The inputs to the round functions (the differences) are
calculated for each sub-block separately. The difference between two subsequent parts a; and
ai+1 (.. a; — a;41) of ablock x = (a1, as, . .., as,) will be further denoted Aa,.

Consider now the following 1-limited known plaintext attack distinguisher:

DISTINGUISHER 8.4 (D,): 1-limited KPA distinguisher for IDEA

1. Getaplaintextz = (a1, as, ..., a2,).
2. Getaciphertexty = (b1, b2, ..., bap).
If the oracle implements a scalable IDEA with the round functions Fy, Fs, ..., F,

thenforall 1 <i < n:

bai—1 = ag; + Fi(Aagi—1)
bai = a2it1 + Fit1(Aagiy1).

Therefore,
Z Abgi_1 = Z az; + Fi(Aag;i—1) — Z azit1 + Fit1(Aagit1)
i—1 i—1 i—1
= - Z Aagi—1.
i—1

31X Abgymq = — Y1 Aag;—1, then output “accept”.
4. Output “reject”.

When the oracle implements IDEA, the distinguisher D, always answers correctly, i.e. pg = 1. When the
oracle implements a perfect random function, the probability that the condition in Step 3 holds is p; = ﬁ

Therefore, the advantage of this distinguisher is |[pg — p1| = 1— Wl‘ The distinguisher may be extended to

more rounds so that for an r-round IDEA it answer “accept” when Z?:l Abgi—q = (—1)7 Z?:l Aas;_1.
The extended distinguisher has the same advantage as D,.
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Figure 8.6: Modified scalable IDEA scheme

To avoid this attack we again need to add the permutation o to the scheme. However, it is not necessary
to use it in each sub-block, we may apply it just in one of them as depicted in Figure 8.6. After the last
round, the permutation may be again omitted.

Notation: The scalable scheme of IDEA enhanced by the permutation o will be further de-
noted by 119, i.e. T1Z : M?" — M?" foraset M = {0,1,...,2™ — 1}.

n

In the following example we observe how the dependency of the output parts on the input parts spreads.

Example 8.3.2 Consider a scalable scheme of IDEA with three sub-blocks (six parts). Let the input be
(a1, a9, as,a4,as,a6) and denote the i-th part of the output block after the first r-th rounds by a,, +
F.i(a1,a2,as,a4,as,a). The following table shows which part of the plaintext is on which position after
the r-th round, and on which input parts the function F’.; depends.

after 1 2 3 4 5 6
the round r i1 | Fq i9 | Fro i3 | Fi3 14 | Fry 5 | Fis i | F.g
1 2112|3344 ,34|5 56 6 56 11,2
2 3(14,4|36|5|36|6(1,256|1]1256)| 2|14
3 4 |16|5|16|6|16]|1 1-6 2 1-6 3|16

Hence, the table indicates that we need at least 3 rounds to get all output parts dependent on all input parts.
This example may be generalized into the following theorem.

Theorem 8.3.3 Let the scalable IDEA scheme divide the input into 2n parts. Then it requires at least n
rounds to get all output parts dependent on all input parts.

Proof: After the first round, each output part depends on two input parts. Then the parts are shifted to
the left, and the input of each round function of the next round depends on all input parts contained
in a particular sub-block. Considering the sub-block forming the input to the i-th round function
1<i<n):

1. The left part is the right part of the i-th output sub-block of the previous round. It depends on
the same input parts as the input to the i-th round function of the previous round.

2. The right part is the left part of the (i + 1)-th output sub-block of the previous round. It
depends on the same input parts as the input to the (¢ + 1)-th round function of the previous
round. It contributes two input parts not contained in the left part.

Thus, after each round, each output part depends on two more input parts, and after the n-th round
all 2n output parts depend on all 2n input parts. ]
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8.3.1 Adaptive Chosen Plaintext Attack

Consider a chosen plaintext attack against a scalable scheme of IDEA where an attacker may obtain up to d
plaintext/ciphertext pairs (zx, yx) With pairwise different plaintexts . = (ax1, . . ., ag(2n)). Consider two
fixed plaintexts ;. and x;, for & # [. The attacker may choose the plaintexts so that all differences between
subsequent parts are in both plaintexts equal, i.e. forall 1 < i < 2n — 1:

Aaki = Aali. (84)

If axy = a;y then from (8.4) also all other ax; = ay;, and thus x, = ;. Thus, assuming pairwise
different plaintexts, this case does not occur. Let a;; = ag1 + 9, for a nonzero 6. Then from (8.4) we get
that for all 7, a;; = ag; + 9.

Let yr, = (br1,...,bye2n)) be the output of the first round processing the plaintext x; as depicted in
Figure 8.6. Thenforall 1 <i <n

Abyai—1y) = a2y + Fi (Aayei—1)) — ai2i+1) — Fiyq (Aageitr)
= ap(2i) + 0 + F (Aak2i-1)) — ar2it1) — 0 — Fi 1 (Dagit1)) = Abgai—1)

and Aby2n—1) = Aby(2,—1) ifand only if

apean) + F (Aagion—1)) — 0 (ar1 + Ff (Aag1)) = ayon) + F, (Aayon—1)) — o (ann + Fy (Aan))
= Qp(2n) + 0 + F; (Aag2n-1))
— o (ak1 + 6 + Fy (Aak1))

ie. if
—o (a1 + Ff (Aak1)) =0 — o (ag1 + 0 + Fy (Aagr))
—0'/ (ak1 + Ff(Aakl)) — ag1 — Ff(Aakl) = (5 — 0'/ (Clk1 + (S + Ff(Aakl)) — a1 — (S — Fl*(Aakl)
o' (a1 + Fy(Aag1)) = o' (ar1 + 6 + Fy (Aagy))

From (8.1),

1

i (8.5)

Pr{Aby(zn—1) = Abyan—1)] =

Notation: We will write that “there is an input to a round function distinct for two plaintexts
ry # 27, ifx = (a1, az,...,a2,) and there is an i such that Aay2i—1) # Aay2i—1).-

The following lemma shows that we need at least n rounds to get the inputs to all the round functions
distinct (for all pairs of plaintexts the attacker has access to) with a high probability.

Lemma8.3.4 Let FYy,..., Ff By, ... Fy,, ... F)q, ..., EF, beindependent perfect random functions
on a group M. Consider r rounds of the scalable IDEA (performing o and block shift also after the last
round). Let d be an integer. Let 7 be any transcript, X = (z1, zo, ..., z4) With pairwise different entries,

Y= (W1, 92,5 ¥a), Tk = (k1, - - -, Apean)), aNd Y = (b1, - - ., bi(2ny)- Then

1. If r < nandd > 2,itis possible to choose inputs X such that there is at least one 1 < i < n and
1<k, l < dwith Abga;—1) = Aby(2i—1);

2. Ifr=n:
d2n?

2IM|

Pridk # 1,i: Abgai—1) = Abzi—1)] <

Proof:

1. Letr =n — 1 and d = 2. Let the attacker choose the plaintexts so that (8.4) holds. Then from
(8.5) follows that there is at most one input into the next round-functions (to the last one) after
the first round which differs for the two chosen plaintexts. After each following round the
difference spreads to one more input to the left, so that after the r-th round at most the last
inputs are distinct, and thus after n — 1 rounds the input to the first round function is still equal
for both plaintexts.
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2. Let S}, denote the output of the -th round for the plaintext . Thenforall 1 <i <n

STE 1y = ASpei + Fi(ASkio1)) = iz (ASkai)

and
AS 1y = Sy T Frn(ASion 1) — 0(Siy + FL(AS]L)).
Let P"[k, [, ] denote the probability that AS},; ;) = ASj,, ;). Thenforall 1 <i <n
PR 1] ASkir1) = At (8.6)
< |—1| otherwise
1 if ASL (0,1 = ASj2,_1) and AS}; = AS]y
PT-H[ka , n] < 1 th . (87)
——  otherwise
M

The proof continues by induction for fixed & and .

a) For the first round SY = xy. If there is 1 < ¢ < n such that Aay; # Aay;, then from (8.6)
and (8.7) follows that there is at least one input to the next round function distinct for both
plaintexts with a high probability. If there is no such 4, from (8.5) we know that with a
high probability the inputs to the last round-function are distinct. In summary, there is at
least one input to the next round functions i for which Pk, 1,i] < W

b) Assume now that there are at least  values of 4 (1 < j < r)such that
Prlk,1,i5] = PrlASy i, —1) = ASj(2i,—1)] < ‘M‘ after the r-th round. In the worst case
they are in sequence so that i;,1 = ¢; + 1, which causes that the difference spreads only
one part further, i.e.

Pk L, =Pk 1ig ) = P ki, + 1) = ... = P T kL ij, +7 — 1
J1 T J1 J1 J1

1
S M|
where p is the probability that the condition in (8.6), or in (8.7), is satisfied. In both cases
this probability is smaller than PriASya;, —1) = ASy2i,—1y] = Pk, 1,45] < |M‘ for
some of the i;. Thus after the (r 4 1)-th round there are at least » + 1 inputs to the next
round functions such that

. +1
Pk i) < — 141 Uy

Therefore, after the n-th round, for all inputs to the next round functions,

Pk, 1,i] < %

and the overall probability

Prik # 1,i: Abpi—1) = Abyai—1)] < (

Using the previous lemma we can evaluate the number of rounds in order for the scheme to be secure
against the chosen plaintext attack.

Theorem 8.3.5 Let FYyy,..., FY,, F5y, ..., F5,, .. F(*n+2)1, o F oy, for n > 1 be independent per-
fect random functions on a group M, and let d be an integer. Then
d*(n+1)2

ACPA(d) o[ m* *
AdvC (1R Bl < 53
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| ak1 | | ak2 | | ak3 | | Ak4 | |ak(2n—1)| |ak(2n)|
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Figure 8.7: The last three rounds of an r-round scalable IDEA scheme

Proof: A d-limited known-plaintext attack distinguisher has access to d plaintexts z, z, ..., x4 and
corresponding ciphertexts y1, yo, . . ., yq. When the oracle implements the IDEA scheme, the
ciphertexts are calculated as depicted in Figure 8.7. For convenience we will index the round
functions in reverse order, i.e. Fy; are the round functions of the last round.

We may assume that all inputs in X to the oracle are pairwise different. Let
V={Y =1, . 9yd) € M|Vk : yr = (b1, - -, bran)) aNd Vk # [ Vi : Aby2i_1) # Abyai—1)}-
Consider any fixed value of Y € . Then V}, = yy, if and only if Vy,(5;_1) = by (2i—1) and
AUk(Qifl) = Abk(Qifl) fOI’ a” 1 S ) S n.

Vie2i—1) = Upai—1) + F1;(AUk2i-1)) = Ug2i—1) + F1;(Abgai—1)) = brai—1)
and we can define an event E}, as follows:

Ey = [Vl <t<n: Ffi(Abk(%fl)) = br2i—1) — Uk(2i71)] .

Since

AUi2i-1) = Ti2i) + F3;(ATk2i-1)) — Trziv1) — Foirr) (ATkiv1)) = Abg2i-1),
forall1 <i<n,and
AUgan—1) = Trizn) + F5, (AT k2n-1)) — 0(Th1 + F51(ATy1)) = Abg(an—1),
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we get

> Abyaioyy Z AUgi1) = =o' (T1 + Fj1 (ATha)) Z ATy(2i-1)

=1

and we can define another event F}:

F31(ATy) € < Zﬁbmz ) ZATwn) = T
=1

and
F5i (AT 2i-1)) = —Abkai—3) + ATk2i—2) + Fo;_1)(ATj(2i-3))
foralll<i<n

Since for all i all values Aby, ;1) are pairwise different

F =

1
Pr[Vk : Ek] == T nd?
M
and if all AT}, o;_1) are pairwise differentand — > | Abgai—1) — D1 g ATk2i—1) € o’ (M) for
all k, then
Pr|Vk : F5;(ATy) € < ZAbk 2i-1) — ZATk 2i— 1)) —Tia
ﬁ o' (= Ty Abkaioy — X0 ATk(m—l))’ o1
= > .
Pl M| M|
and

Pr [Vk, 1<i<n: F;i(ATk(Zi—l)) = 7Abk(2i—3) + ATk(zi_Q) + F2*(i—1) (ATk(Qi—3)):|
_ 1
- |M|(n—1)d'

Thus,
1

PrvVk : Fy] > :

Let C1, and C; be the following conditions:

- Z Abp(2i-1) — Z ATy2i-1) € UI(M)]
i=1 i=1
Cy = [Vk’ # 1 Vi ATk(2i71) # ATI(2Z’71)]
If both C; and C5 hold, then

2n \—
J ) (1mP) 2
He[F, ... F > = Cey > 11— Cc*4
|: n[ 11 (n+2)n]:| Xy, = |M|2nd |M|2nd [ ]X,Y - 9 |M|2n [ ]XY

Now we evaluate the probability that the conditions C; and C- are not satisfied. For a fixed k:

Pr l— Z Abk(Zifl) - Z ATk(gifl) ¢ UI(M)
i=1 i=1

=Pr l Z Abk(Zi—l) - Z Ask(gi_l) + O'/(Skl + Fgl(ASkl)) ¢ 0/(M)‘|

i=1 =1

=Pr3a e M :5+0'(a) ¢ o' (M)]
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Figure 8.8: Scalable IDEA scheme with bit rotation in all sub-blocks

foraconstant & = — > | Abgai—1) — »_iq ASk2i—1). From (8.3) we get that this probability is
not greater than —=-. Therefore,

[IM]*
2d
From Lemma 8.3.4 we know that
d2n?
Pr[-Cs] < ——.
PGl = 5 M|

Now we can use Corollary 3.1.4 with the following parameters:

1. &1 = 5 (since Pr3k # 1 3i: Abjion) # Abjaioy) < 50,

2 [M]
2. g9 = %, and
3. e3= 7‘122”'2/;?1‘1,

and we get

2n dz d2n? + 4d
L FE <
) (71-1-2)71])—2|_/\/1|+2|./\/l|2njL 2|M|
< &Pn—dn+1+d*n? —dn?+4d
- 2|M|
< d*(n+1)2
- 2M|

AdvCACPADTIO[Fy ..

In Lemma 8.3.4 we found the minimal number of rounds necessary to ensure a high probability that all
inputs to the round functions are pairwise different. The worst case occurred when the attacker created two
plaintexts with all differences of successive parts equal for both the plaintexts. For the scalable schemes
with n > 3, we may avoid this attack by adding the bit rotation o not only to the first sub-block but to
all sub-blocks of the first round (see Figure 8.8). In this way we ensure that after the first round there are
at least two different inputs to the next round functions. If the attacker chose all the differences between
subsequent parts equal, all inputs to the next round functions would be distinct with a high probability for
both plaintexts (from the same reason as in (8.5) for the last sub-block).

Thus, using o in each sub-block, we get

AS;ZE_U = Sk t Fi(ASL0i—1y) — 0(Sk@ir1) + Friisn) (ASkirn)-

and we have the following cases:
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1. If there is an 4 such that Aaj(2;—1) # Aay2;—1) then there are at least two j (j € {é,7 — 1}) such that
. 1
Plk,1, 5] < ™

2. Ifthere is no i such that Aay2;—1) # Aay2i—1), butat least two 7 such that Aay,2s) # Aay(2s), then for
all these i, P[k, 1, ;] < raq-

3. If there is no i such that Aayz;—1) # Aay2;—1) and only one i such that Aayziy # Aay(a;), then the
input to the 7-th next round function is influenced directly, i.e. Pr[AS,i(%_l) = ASj, ] < ﬁ
and we show that there is at least one more next-round function with distinct inputs for the two fixed
plaintexts.

Let ay(2i) = Qg(2:) + 01 and ay(2i4+1) = a(2i+1) + d2, then for all j < 24, a;; = ax; + d1; and for all
7> 21, a5 = agj + 0. Since Aak(gi) #* Aal(gi), 01 # 6Oa.
a) Letd; =0anddz # 0. Then Aby(z,—1) = Aby2,—1) if and only if

akzn) + Fy(Aagen—1)) — o (ar1 + Fy (Aagr))
= aan) + Fy (Aayzn-1)) — o (an + F{' (Aan))
= ap(2n) + 02 + F (Aag(2n—1)) — 0 (ar1 + F{ (Aar1))

i.e. Pr[Abk(anl) == Abl(anl)] - 0
b) Similarly, if 6o = 0and 6; # 0, Aby2n—1) = Aby2n—1) ifand only if

agean) + Fy (Aagan—1)) — o (ar1 + Fy (Aag1))

= ajan) + Fy (Aayon—1)) — o (an + Fy (Aapn))

= ag(an) + I (Aagn—1)) — 0 (ag1 + 01 + Fy (Aag))
and Pr{Aby(2n—1) = Aby2n—1)] = 0.

c) Let both §; and é5 be nonzero. Then there are at least four successive parts (two sub-blocks) with the
same difference, i.e. there is an i’ such that a;oy 1 j) = apes1j) + 0 for j € {—1,0,1,2}, and as
Aby(2ir—1) = Aby2—1) if and only if

a2y + Fry (Aagei—1)) — 0 (ag@i11) + F (Aarpi))
= a2y + F(Aayer 1)) — 0 (air41) + F (Aayei 1))
= a2y + 0 + Fi (Aagi—1)) — 0 (ag@i+1) + 0 + Ff (D))

i.e ifo’ (ak(giurl) + Fl* (Aak(giurl))) =o' (akl +46+ Fl* (Aakl)), and from (81),

PriAbyai—1) = Abyzi—1)] = Wl\ Thus for example, if n = 3 and the distinct difference is between

the second and the third part, we get the inputs to the first and second function of the next round
distinct for the fixed plaintexts (see also Figure 8.9).

When n. = 2, we can construct the plaintexts so that a;y = ag1 + 61, a2 = aga + 91, a3 = ags + de,
and a;4 = agsg + 02 With §; # . Then Abgs = Abs if and only if

aka + F) (Dagsg) — o (ap1 + Fy (Aag1)) = aia + F) (Aagg) — o (an + FY (Aapn))
= apa + 02 + Fy (Aags) — o (ak1 + 01 + Fi (Aak))

i.e. if
02 = o (ak1 + 01 + Ff (Aag1)) — o (ak1 + Fy (Aakr))
Thus, PriAby2;—1) = Abyai—1)] = Pr[da = o (01 + ) — o(r)] for a random r. Since
do=0(01+7)—o(r) =2(61 +r) + msb(d1 +r) — 2r — msb(r) = 261 + msb(d1 + r) — msb(r)

the probability depends only on the most significant bits, and we can choose the values §; and J5 so that the
probability is high. For example, let 61 = 1 and 2 = 2. Then2 = o(r + 1) — o(r) if and only if

msb(r + 1) = msb(r).

If msb(r) = 0thenr < 2™~ 1 andif r # 2™~ —1, then msb(r + 1) = 0 as well. Similarly, if msb(r) = 1
and r # 2™ — 1 then msb(r + 1) = 1 as well. Therefore,
M| —2 2

=1 —_—,
M| M|

Prlo(r +1) — o(r) = 2] =
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Figure 8.9: Case C: Differences after the first round

and we get with a very high probability only one input to the next round different for the two plaintexts.
Adding the bit rotation permutation o to all sub-blocks of the first round, we get using the proof of
Lemma8.3.4that forall 1 <i <mn, P" [k, 1,i] < =t and consequently,

= M|
d2n dz BEn2+4d  dPn?+1
AdvCACPAD (o Fr L FE < T 1
( n[ 11 (n+1)n])— 2|M| 2|M|2n 2|M| — 2|M|

Note that we cannot save more rounds, since choosing the plaintext so that they differ only in one part (i.e.
there is an j such that ax; # a;;, and for all ¢ # j, ax; = a;;), we need n — 1 rounds to get all inputs to the
next round functions pairwise different for both the plaintexts.

8.3.2 Adaptive Chosen Plaintext-Ciphertext Attack

Similarly as for the basic scheme we can make use of the previous theorem in order to evaluate the number
of rounds necessary for making the scalable scheme super-pseudorandom.

Theorem 8.3.6 Let El*l, GBS F ,F(*‘Q_n+2)1, . .,F(gnJrQ)n for n > 1 be independent
perfect random functions on a group M, and let d be an integer. Then
ACPCA(d d*n?
AdvC ( )(HZ[Fflv'-'vF(szrmn]S |M|

Proof: Similarly as for the basic scheme of IDEA, we may use the proof of Theorem 8.3.5, adding a
new condition:

Cs = [Vk#1Vi: Ampoim1) # Amyaion]

for m, = (113) " [Finsayi - - - Flon2)n](yk). The probability that C3 does not hold may be

analyzed in the same way as in Lemma 8.3.4 with the same result, i.e.
d2n?

Pr[-C3] < ——.
el =

Now we can use Corollary 3.1.6 with the following parameters:

d2
1. & = 2|Ml%,and
_ 2d2n244d _ d3n342d
2. e = M M
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Figure 8.10: Simple scalable IDEA scheme

and we get

dz B2n? +2d  d*n?

AdvCACTCAD (o [p L F < + < ,
( 77,[ 11 (2n+2)n]) — 2|M|2n |M| = |M|

Using the same argument as for the adaptive chosen plaintext attack, we can save two rounds in schemes
with n > 3 by adding the bit rotation o to all sub-blocks after the first and before the last round, so that we
need altogether only 2n rounds to ensure super-pseudorandomness, and the advantage of this scheme is

dz d2n? +2d  d*n?
S 2n + S .
2| M| M| M|

AdUCACPCA(d) (HZ [Fl*la s aF(*2n)n]>

8.4 Simple Scalable Scheme Based on IDEA

The scalable scheme in the previous section enables parallelization of the computation so that the ciphertext
of an r-round scalable scheme can be calculated in r steps computing all » round-functions in parallel in
each step. When the parallel computation is not possible, the ciphertext can be calculated in rn-steps.
Another solution is to design a scalable scheme which requires only one primitive function per round. An
example of such a scheme is depicted in Figure 8.10. In this section, we analyze this type of scheme, and
show how many rounds we need to ensure their pseudorandomness and super-pseudorandomness.

Similarly as in the previous scheme we enhanced the scheme by the permutation operation, since for
the even number of rounds we get the same characteristic as described in Distinguisher 8.3. Note that this
attack cannot be applied against this schemes with odd number of sub-blocks.

First, we again observe the input/output dependencies between individual parts.

Example 8.4.1 Consider a simple scalable scheme of IDEA with four parts. Let the input to the scheme be
(a1, ag, as, aq) and denote the i-th part of the output block after the first » rounds by a,., +F.; (a1, az, as, aq).
The following table shows which part of the plaintext is on which position after the r-th round, and on which
input parts the function F’.; depends. Note that for 1 < i < n, Fi; = F(,_1)(i+1)-

after 1 2 3 4
the round r i1 | Frq 19 | Fro i3 | Fi3 14 | Fry
1 211,23 — | 4| — 1112
2 3(13|4| —1|1]|12| 213
3 4 (14,1 |1,2|2|1-3|]3 |14
4 11142 (13|3 (14| 4|14
5 2114|3144 |141 |14

Thus, the table shows that we need at least 5 rounds to get all output parts dependent on all input parts.

This example may be generalized to the following theorem.
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Figure 8.11: Moadification of the simple scalable IDEA scheme

Theorem 8.4.2 Let the scalable IDEA scheme divide the input into n parts. Then it requires at least 2n — 3
rounds to get all output parts dependent on all input parts.

Proof: After the first round, the first and the last output parts depend on the first and the second input
parts; all other output parts are in the plaintext form. After each following round, the first and the
last output block depend on one more input block coming after the block shift from the third part to
the second part. Thus, we need at least n — 1 rounds to get the first and the last block dependent on
all inputs. After that we need further n — 2 rounds to spread the dependency to the other n — 2 parts
of the input. ]

Consider now that an attacker obtains d plaintext/ciphertext pairs (z, yi) with pairwise different plain-
texts such that z, = (ag1, ..., akn). Consider two fixed plaintexts ; and x;, with k& # . If the plaintexts
are such that all differences between subsequent parts are in both plaintexts equal, i.e. forall 1 <i<n-—1

Aay; = Aay, (8.8)
there are two possible cases:

1. If a1 = ayy then from (8.8) also all other ay; = ay;, and thus z1 = z».
2. Ifapy # a1, leta;p = apy + 0. Then from (8.8) we get that for all 7, a;; = ag; + 9.

Since we assume all the plaintexts to be different, only the second case is relevant.
Let (b1, ..., bkn) be outputs of the first round as depicted in Figure 8.10. Thenforall 1 < i <n —1

Abli = Aali = Aaki = Abkz, and
Abjp = app + F*(Aall) —a;3 =agz +06+ F*(Aakl) — a3z — 6 = Abpy

Thus, the only difference may occur in Aby,(,,—1y # Aby,—1), and then we have to wait for the following
n — 1 rounds until we get it as input of the round function.

Consider now that the permutation o is placed on the output of the second part rather than of the first
one (see Figure 8.11) and the same plaintexts. Thenforall 1 <i<n —1

Abli = Aali = Aaki = Abki, and
Abyn—1) = ain — apn — F*(Aan) = agn + 06 — apg — 6 — F*(Aag1) = Abyn—1)

and Abg; = Aby; if and only if
o (ake + F*(Aag1)) — ags = o (aig + F*(Aan)) — a3 = o (age + 0 + F*(Aag1)) — aks — 0
i.e. if

o' (ag2 + F*(Aag1)) + are + F*(Aar1) = o’ (aka + 6 + F*(Aak1)) + aka + 6 + F*(Aagy) — 6
o' (a2 + F*(Aag1)) = o’ (aka + 6 + F*(Aax1))
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Figure 8.12: Simple scalable IDEA scheme with the right block-rotation

From (8.1),

1
™M
Thus, considering these inputs in the modified scheme, we have a high probability to get different inputs to
the round function for each fixed pair of plaintexts already after the first round.

Pr[Abg, = Aby] = (8.9)

Notation: The modified simple scalable scheme of IDEA enhanced by the permutation o
(depicted in Figure 8.11) will be denoted by I17, i.e. I : M™ x M™ — for a set M =
{0,1,...,2™ — 1}. We will further consider only this simple scheme, and omit the word
“modified”.

Note that Theorem 8.4.2 holds also for the modified scheme. Further, we would achieve the same effect
of getting a different inputs to the round function already after the first round also by changing the block
rotation direction from left to right as depicted in Figure 8.12.

8.4.1 Adaptive Chosen Plaintext Attack

Consider a d-limited chosen plaintext attack against the simple scheme of IDEA with pairwise different
plaintext blocks 1, za,...,z4. Let xx = (ak1,...,akn) ad yx = (br1,...,bg,). Consider two fixed
plaintexts x, and x; with k # [. In the previous section we already showed that choosing the plaintexts so
that they differ in the first or the second part, we get the input to the next round function different with a
high probability, even if the inputs to the first round function are equal. Thus, in order to get as many equal
inputs to the round functions as possible, the attacker has to choose the plaintext so that they differs only in
the last part, i.e. ax; = ai; forall 1 < i < n and ax,, # a;,. In that case we need n — 2 rounds to get the
first input to a round function different for these plaintexts (i.e. to get the different values from the last part
to the second one).
In general, let min[, {] be defined as follows:

e Ifthereisani (1 < i < n)suchthat Aay; # Aay;, then min[k, [] is the number of rounds necessary
to get the first difference to the input of a round function, i.e.

e T — 0 ifi=1
minls =0 g i
e If Aay; = Aay; forall1 < i < n, then
min[k,{] = 0.
Let S, denote the output of the (min[k, [] 4+ r)-th round on the plaintext . The differences between the
subsequent parts are as follows:
ASiy =0 (Spy ' + FHASY) = S
ASyn1y = ASE = FI(AST)
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andforalll1 <i<mn
r r—1
Ay = Sk(z+1)

Let P"[k, ,4] denote the probability that AS},, = AS].. Thenfori € {1,n — 1}

1 ifAS] = ASh

Pk 1,4 < 8.10
LU ﬁ otherwise (8.10)

andforl <i<n
P7+1[ka L ’L] - Pr[ASk(erl ASl(erl ] T[ka Li+ 1] (811)

The following lemma shows that after the n — 2 rounds necessary to ensure that we get distinct inputs
to a round function, the inputs to the next n — 3 rounds are distinct with a high probability.

Lemma 8.4.3 Consider 2n — 5 rounds of the simple scalable IDEA (performing ¢ and the block rotation
also after the last round). Let d be an integer, and 7 be a transcript such that X = (z1, o, ...,24) with
pairwise different inputs, and Y, = (y1,y2,...,v4). Let zx = (ag1,...,akn) @and yx = (b1, ..., bgn).
Then for any fixed plaintexts z, and z; (k # [), the probability that their inputs to the r-th round function

forn —1 <r < 2n — 5 are equal is not greater than |M|

Proof: Let k # [ be fixed, and j = minlk, ].
I. First, we analyze the case when there is an i (1 < i < n) such that Aay; # Aay;.

First, consider the n — 2 rounds after the j-th one. (Note that if ; = n — 2, we do not have to
take the last one into account.) The proof continues by induction.

a) From the definition of min[k, ], ASY, # AS}, and from (8.10) we get that

1
— forie{l,n—-1
Pk < § g OriE el

1 otherwise.
b) Assume that after the (j + r)-th round, the probabilities are as follows:
T
Pk, l,1] < —
M|
Pr[k,l,]gl forl<i<n-—r
—n+r+1
Pr[kz,l,i]gi forn—r<i<n-1
(M
After the next round we get from (8.11)
1 forl<i<n-—r-—1
Pk, 1i] = Pk, i+ 1) << i+2—
[k, 1,1 k.3 i+ 1] < ir2-ntr forn—r—1<i<n-1
M|
andfori e {1,n — 1}:
1
Pk 1,4] < 14+1-p,
[M]
where p is the probability that the condition in (8.10) is satisfied, i.e.
p = Pr{AS,, = ASj] = P"[k, 1, 1]. (8.12)
Therefore, fori € {1,n — 1}
+1
Pk, 1,4 < 41— < (8.13)
IMI | | = M
and after the (j + n — 2)-nd round we have
-2
P2k, 0,1 < 5
M|
,— 1
P2k i) < for2<i<n-—1

M|
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If j < n — 3, we need to perform some more rounds, however, for all
jtn—2<r<n—3—j, P21k 1.2] = P 2[k,l,r +1] < i Thus,

p= Pr[AS]rczf%rrfl _ Asﬁ72+r71 A ASZ;2+T71 _ ASZ;72+7~71]

< PrASI 271 = AgR-2+r 1) = pre2trlg 9 <
M
we get
+1
]37172+7"[k7 l, 1] S r . (814)
M

Inthe lastroundr < n — 3,and thusforalln —2<r <2n -5

PT[k,1,1] <

Il. The other case, when for all 1 < i < n Aag; = Aay; is very similar to the previous one, with
the difference that

L <— forie=1
Pk, 1, 4] M|
=1 otherwise.
and
Pr[k;,z,ugﬁ
Pk, l,i <1 forl<i<n-—r
X t—n+r+1
Pk, li] < ———~ forn—r<i<n-—1
M|

Hence, we need one more round (i.e. n — 1 rounds) to eliminate the last P" [k, [, 2] = 1. After
the (n — 1)-st round we get

n—1
M|
Pk 1] < — for2<i<mn—1

Pk, 1,1] <

Then we need to add n — 4 rounds. Similarly as in the previous case, for all
jAn—1<r<n—4, PPk 1,2] = PPk, I,r + 1] < &t and thus

= m!
Pt 1) < TE2 (8.15)
M
After the last (i.e. (n — 4)-th) round, we again get
n—2
Pk, 1,1] <
IMi
forallm —2<r <2n->5.
]
Theorem 8.4.4 Let Fy", Fi, ..., F5, 5 be independent perfect random functions on a group M, and let d
be an integer. Then
Pn?+1
AdvCACPAD (M [FF, . Ff, o] < ———.
v (II7 [FY 3] < 2 1M
Proof: A d-limited known-plaintext attack distinguisher has access to d plaintexts z1, z, ..., x4 and
corresponding ciphertexts y1, yo, . . ., yq. When the oracle implements the IDEA scheme, the

ciphertexts are calculated as depicted in Figure 8.13.
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Figure 8.13: The last n — 1 rounds of an r-round simple scalable IDEA scheme

We may assume that all inputs in X to the oracle are pairwise different. Let

V=AY =(y1,...,yd) € M|Vk : yr. = (bg1,...,bkn) and Vk # 1 : Aby1 # Ab;; }. Consider any

fixed value of Y € .

1. If nis eventhen S} = y, if and only if

ber = Shy = Siy + FY(ASH) = Siy + Ff (Abry)
Aby = AS}y = ASE) = 0 (Siy + F5(ASE))) — Sis

brs = Sz = Sp1 + Fr_1(AS})
Abys = AS,ig = Asgn_l - F;_Q(AS&_I)
bis = Sis = Sy - + Fr_s(AS;?)
Abys = AS}is = AS;:n_3 - F;—4(ASI?1_3)

br(n—1) = Sli(n—l) = Sl%l + F3 (ASél)
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Therefore,
Abgy + Abg(n—1y = 0 (Spo + F3 (AS}))) — Sz + AS}, — F5 (AS}))
= ASjy + AS}, + 0’ (Spy + F5 (ASR))
and we can define an event £, as follows:
Ey = [Fl*(ASlgl) =br1 — 5131/\
F5(AS}) = 0’1 (Abgy + Abgn_1) — ASE, — AS}) — S3uA

. n * i i
Vl<i< 3 F3i 1 (ASR)) = bitn—2i+3) — St
V<< 3B ASET) = ASEY - A

]

There is a solution for F5 if and only if the following condition (denote it by C) is satisfied:
For all k,

Abgy + Aby—1) — Siy + Stz — S + Siy

= Abg1 + Abi(n—1) — Skz + Sia — Sk — F3(ASy) + 0 (Sis + F3(AS}))

= Abgy + Aby(_1) — ASpy — ASjs + 0’ (Spy + F3(ASy)) € o/ (M).
From (8.3),

2
Pr~Cy] = Pr [Abgy + Abgu_r) — ASE, — ASS ¢ o'(M)] < e (8.16)

2. Similarly, if n is odd then S} = vy, if and only if
br1 = 5%1 = 5131 + Ff(ASzfl) = 5131 + Ff(Abkl)
Abgr = ASL = ASE =0 (S3, + F5(ASE)) — Sis
bes = Siz = Siy + Fii 1 (ASE)
Abys = ASpy = AS; T — Fr_o(AS[T)

Dk(n—2) = Si(n_2) = Si1 + Fi (ASy)
Abk(n—Q) = AS}i(n—Q) = ASén - F;(ASﬁl)
bin = Sin = S + F5 (AS))
Therefore,
Abg1 = bgn = 0’ (Siia + F5 (AS}y)) — Siy + AS},
and we can define an event £, as follows:
By = [Ff(Abkl) = by — SZA
F5(AS}) = 0’1 (Abgy — b + 531 — AS,) — S
Vl<i< gJ LS (ASZY) = by _giga) — SN

V1 <i< {gJ D Foi o1 (ASRY) = ASEy, — Abi(n_aiya)

}

There is a solution for £ if and only if the following condition (C) is satisfied: For all &
Abg = by + Sy — Sia + Sis
= Aby1 — byn + 0 (Siy + F5 (ASf)) — Sps + Siy € 0/ (M)

and thus

1
Pr[=C1] = Pr [3k : Abgy — by, + Siy — ASp, ¢ o' (M)] < ik (8.17)
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All Aby; are pairwise different. If also AS}; are pairwise different for all 3 < ¢ < n and all
arguments for o/~ have a preimage in M, then

1 S 1
|M|(n71)d - |M|nd

PriVk : Ey] >

Let C5 be the following conditions:
Co=[Vk#IV3<i<n: AS, #AS})]
If both C; and C> hold, then

R . d 1 d* *d
[ (Ey o Bl y > o =\ e ) O

From (8.16) and (8.17), Pr[—C4] < ﬁ; and from Lemma 8.4.3, Pr[-C5] < di("’/\_f‘)z. Thus, we can
use Corollary 3.1.4 with the following parameters:

1 ey = gl (since Pr3k £ 1 Ab # Aby < 5),

__d&
2. Eg = W’ and

2(n—2)%+4
3-63:11(71 )" +4d

2[M[
and we get
d2 d2 d*(n —2)? + 4d
AdvCACPAD QIO [FF | F}, < _
v ( 1[17 ’ 2n73])—2|M|+2|M| =+ 2|M|
< d’>n? +1
- 2M|

[ |
Note that for the simplified scalable scheme of IDEA we achieved the minimal number of rounds —
see Theorem 8.4.2.
8.4.2 Adaptive Chosen Plaintext-Ciphertext Attack

Here we evaluate the number of rounds for which the simple scalable IDEA achieves the super-pseudoran-
domness.

Theorem 8.4.5 Let F}, Fy, ..., F5,_5 be independent perfect random functions on a group M, and let d
be an integer. Then
d?n? +1
AdvCACTCAD (T [F, ... FY < —F.
v ( 1[17 ’ 3n—5]— 2|M|

Proof: Similarly as for the basic scheme of IDEA, we may use the proof of Theorem 8.4.4, adding a
new condition

C3s=[Vk#1: Anpy # Amp],

where 7, = (1) " [F, s, - .. F3,_s](yx). The probability that C's does not hold may be analyzed
in the same way as in Lemma 8.4.3, and

d%(n —2)
2IM|

Thus, we can use Corollary 3.1.6 with the following parameters:

Pr[ﬁC3] <

1l e = 2|d72|n, and
_ d2(n—2)2+d2(n—2)+4d
2. €9 = ( ) 2|M| ’
and we get
d% di(n—2)2+di(n—2) +4d _d*n*+1
AdvCACPCAD (9 [y .. Fy, ) < + <
( 1[1 3 5]) 2|M|2n 2|M| 2|M|
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8.5 Conclusions

In this chapter, we examined three schemes based on the IDEA cipher — the basic scheme of IDEA, and
two of its scalable variants — with emphasis on their pseudorandomness and super-pseudorandomness.

Each of the schemes divides the input into several parts. The basic scheme of IDEA uses two parts of
the same size. The scalable schemes generalize its concept for an even number (the scalable scheme) or
any number (the simple scalable scheme) of parts of the same size as in the basic IDEA scheme. Assume
that the parts are from a group M. Then fora d < /| M|, we can summarize the results of this chapter as
follows:

Basic scheme of IDEA
For the basic scheme of IDEA dividing the plaintext blocks into two equally large parts from a group M:

e 2 rounds are secure against the known plaintext attack

(AduCRPA@ (A7 [Fy, Fy]) < £oatL),

e 2 rounds are not secure against the chosen plaintext attack;
e 3 rounds are secure against the adaptive chosen plaintext attack
2
(AdoCAPAD (A [Fy, ., Fy]) < SR4H:;
e 4 rounds are secure against the adaptive chosen plaintext-ciphertext attack
(AdvCAPCND (N [F, By, Fy, Fy]) <SG,

Scalable scheme of IDEA
For the scalable scheme of IDEA dividing the plaintext blocks into 2n equally large parts from a group M:

e n — 1 rounds are not secure against the chosen plaintext attack;

e 1 + 2 rounds are secure against the adaptive chosen plaintext attack

(AdvCACPAD (I [Ffy, . F o)) < Q’W‘) );

e 2n + 2 rounds are secure against the adaptive chosen plaintext-ciphertext attack

2 2
(AdvCACPCADMITIFY o Fy o) < FT)-

Modifying the scheme so that the bit rotation permutation o is performed in each sub-block of the first and
the second to last round, we may improve the schemes with n > 2 (i.e. with at least 6 parts) as follows:

e n + 1 rounds are secure against the adaptive chosen plaintext attack;

e 2n rounds are secure against the adaptive chosen plaintext-ciphertext attack.

Simple scalable scheme of IDEA

For the simple scalable schemes of IDEA dividing the plaintext blocks into n equally large parts from a
group M:

e 2n — 4 rounds are not secure against the chosen plaintext attack;

e 2n — 3 rounds are secure against the adaptive chosen plaintext attack

(AdvCACPAD IS [FY Fy, ..., Fi ] < SR,

e 3n — 5 rounds are secure against the adaptive chosen plaintext-ciphertext attack
(AdvCACPCAD (T [FY, FY, ... F, 5] < S,

Scalability of IDEA through primitives

Both the scalable schemes of IDEA discussed above scale the original IDEA scheme through the structure.
Here we shortly discuss its scalability through primitives.

The round function of the original IDEA scheme is depicted in Figure 8.14. It is based on the design
concept of mixing operations from different algebraic groups. The round function has a 2m-bit input, which
is divided into two equally large parts (each of m bits). The H operation is the addition of m-bit integers
modulo 2™, and ® is the multiplication of integers from the set {1,2,...,2™} modulo 2™ + 1 (with 2™
represented by zero). However, the multiplication operation requires 2" + 1 to be a prime, which is only
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Figure 8.14: Round function of the original IDEA scheme

the case for m € {1,2,4,8,16}. For the higher powers of 2 (m € {32,64, 128,256}), 2™ + 1 is no more
a prime [6], thus we may use this structure only for the IDEA scheme with the block size up to 64 bits
which is nowadays considered to be insufficient. In order to be able to scale the scheme through primitives
we need another operation for ©. One possible solution is to generate it from the key using a random bit
generator and table representation similarly as the S-boxes of the TST cipher (see Section 7.1). Security
of such a round function depends on the quality of the random bit generator. Further, we have to take into
account that the inner structure of the round function is symmetric, and the ® operation is thus represented
by a huge table of 2™ x m bits, where 4m is the size of the input to the overall cipher.
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Comparison of the Analyzed Schemes

In this thesis, we examined three schemes: Feistel networks, TST, and IDEA. We evaluated the advantage
of different attacks against these schemes. Here we summarize the obtained results, and discuss the ideal
number of rounds for each scheme with respect to the individual attacks and a chosen upper bound on the
advantage. We already employed this approach for the Feistel networks in Section 3.9. To evaluate the ideal
number of rounds assuming the upper-bound on the advantage 2~ we use Theorem 2.4.4, which gives:

AdvCATS D (CIFY, o Fry o Fluyts - Flgn)) < %(2@’“ <27

with the following parameters:
o Ffyo o o Flaryty s F(*tk)n are independent perfect random functions;
e (' is one of the mentioned iterative ciphers

e 1 is number of primitives used per round (e.g. the Feistel network has only one primitive function per
round, on the other hand the basic TST has three) — the r-th round uses the functions F',, ..., F},
as primitives ;

e ATK is a class of attacks;

e d is the number of plaintext/ciphertext pairs an attacker may obtain in the attack (the size of the
attack);

e ¢ is the minimal number of rounds to achieve security against the class of attacks (e.g. 3 for ACPA
against the Feistel network — see Theorem 3.4.8);

e tk is the overall number of rounds;

e 0 < a < 1 is the upper-bound on the advantage of an attack from the class of attacks ATK
accessing at most d plaintext/ciphertext pairs against the scheme C' consisting of ¢ rounds (i.e.
a = AdvCATR@A(C[Fy, ..., FY))).
Considering these parameters we need at least ¢k rounds where
k> =t
— —lga—-1
to achieve the requested limit on the advantage. We will further compare the schemes on the basis of a
block size of the 128 bits, which is nowadays the standard size; the size of attack d = 2 (which ensures also

security against the differential and linear analysis); and the limit for the advantage 2128 (the selection of
this parameter is discussed in Section 3.9).

Feistel network

For a Feistel network which divides the input in two parts, of which the smaller one has m bits:

e The threshold number of rounds for the pseudorandomness is 3 and for the super-pseudorandomness
4, when d < 2™/2, [Theorem 3.4.8 and 3.8.4]

e The ideal number of rounds for achieving an advantage of less than 2~ is bﬁlﬂgd with b = 3 for
the pseudorandomness and 4 for the super-pseudorandomness, when d < 2™/2.

e Considering a balanced Feistel network with m = 64 and d = 2, we get 7 rounds for the pseudoran-
domness and 9 rounds for the super-pseudorandomness.

e Considering an unbalanced Feistel network with m = 16 and d = 2, we get 30 rounds for the
pseudorandomness and 40 rounds for the super-pseudorandomness.

119
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Basic TST

For a basic TST scheme which divides the input in two parts, with the m-bit left part:
e The threshold number of rounds for the pseudorandomness is 1 and for the super-pseudorandomness
2, when d < 2/2. [Theorem 7.2.3 and 7.2.6]

e The ideal number of rounds for achieving an advantage of less than 2~ is bm with b = 1 for

the pseudorandomness and 2 for the super-pseudorandomness, when d < 27/2,

e With m = 16 and d = 2, we get 10 rounds for the pseudorandomness and 20 rounds for the super-
pseudorandomness.

Simplified TST
For a simplified TST scheme which divides the input in two parts, with the m-bit left part:

e The threshold number of rounds is 2 for both the pseudorandomness and super-pseudorandomness,
when d < 2™/2, [Theorem 7.2.5]

e The ideal number of rounds for achieving an advantage of less than 2~ is 2 for both the

pseudorandomness and super-pseudorandomness, when d < 2™/2.

m121d

e Withm = 16 and d = 2, we get 20 for both the pseudorandomness and super-pseudorandomness.

Basic scheme of IDEA

For a basic IDEA scheme which divides the input in two m-bit parts:
e The threshold number of rounds is 3 for the pseudorandomness and 4 for the super-pseudorandom-
ness, when d < 2/2. [Theorem 8.2.4 and 8.2.5]

e The ideal number of rounds for achieving an advantage of less than 2~/ is bm withb =3
for the pseudorandomness and 4 for the super-pseudorandomness, when d < 2"/2,

e With m = 64 and d = 2, we get 7 rounds for the pseudorandomness and 9 rounds for the super-
pseudorandomness.

Scalable scheme of IDEA

For a scalable IDEA scheme which divides the input in 2n m-bit parts:
e The threshold number of rounds for the pseudorandomness is n + 2 and 2n + 2 for the super-
pseudorandomness, when d < 2™/2, which gives 4 and 6 respectively. [Theorem 8.3.5 and 8.3.6]

e The ideal number of rounds for achieving an advantage of less than 2~ is 4l—1 for the

—21gd—21g(n+1)
-1 m 2
pseudorandomness and 6T o da oy for the super-pseudorandomness, when d < 2™/

e With m = 32, n = 2 (two sub-blocks, i.e. 4 parts) and d = 2, we get 19 rounds for the pseudoran-
domness and 29 rounds for the super-pseudorandomness.

Simple scalable scheme of IDEA

For a simple scalable IDEA scheme which divides the input in n. m-bit parts:

e The threshold number of rounds for the pseudorandomness is 2n — 3 and 3n — 5 for the super-
pseudorandomness, when d < 2™/2, which gives 5 and 7 respectively. [Theorem 8.4.4 and 8.4.5]

e The ideal number of rounds for achieving an advantage of less than 2~ is bm withb =5

for the pseudorandomness and 7 for the super-pseudorandomness, when d < 2™/2,

e With m = 32, n = 4 and d = 2, we get 23 rounds for the pseudorandomness and 32 rounds for the
super-pseudorandomness.
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The numbers of rounds ensuring the pseudorandomness and the super-pseudorandomness of the above
mentioned schemes are summarized in the following table:

pseudorandomness

super-pseudorandomness

scheme threshold number | ideal number | threshold number | ideal number
of rounds of rounds of rounds of rounds
balanced Feistel 3 7 4 9
unbalanced Feistel 3 30 4 40
basic TST 1 10 2 20
simplified TST 2 20 2 20
IDEA 3 7 4 9
scalable IDEA 3 19 6 29
simple scalable IDEA 5 23 7 32

Note that purely comparing the number of rounds presented in the table is not sufficient for arbitration
which cipher is better for implementation. We have to take into account also the overall number of primitives
and their computational cost. For example, the original scheme of IDEA requires less rounds, but inputs and
outputs of its primitives are twice as large as those of the scalable schemes. The computational cost depends
also on the number of primitives in a scheme. For example, the scalable IDEA uses 2 functions per round,
thus altogether 38 for pseudorandomness and 58 functions for super-pseudorandomness in the ideal case,
while the simple scalable scheme uses only one function per round, i.e. 23 for pseudorandomness and 32
for super-pseudorandomness, which is significantly less. Also note that the bounds given by Theorem 2.4.4
are not tight, thus for the ideal (super-)pseudorandomness a smaller number of rounds might be sufficient

(see also Section 7.7).
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Chapter 10

Summary

Provable security and scalability are two desirable properties of a cipher. The first one ensures that it fulfills
our expectations on securing encrypted data. The scalability makes the operation of the cipher easier,
enabling adaptation of the level of security to the current requirements just by changing some parameters.
In this thesis we discuss provable security of three scalable schemes (Feistel networks, TST and IDEA) in
the random oracle model.

The first part of the thesis is devoted to the foundations of provable security. It introduces the security
model based on two main concepts: the random oracle model and indistinguishability; and builds mathe-
matical tools enabling to evaluate security of a cipher in this model. We discuss security against general
attacks with emphasis on the adaptive chosen plaintext attack and the adaptive chosen plaintext-ciphertext
attack, because ciphers resistant to these attacks were defined by Luby and Rackoff in [14] as pseudorandom
and super-pseudorandom respectively. The proof technique is illustrated by the analysis of the unbalanced
Feistel networks against these attacks. Besides the general attacks, we examine also composed attacks,
which try to build a stronger attack based on some less efficient ones. Popular examples of the composed
attacks are the differential and linear cryptanalysis, which are discussed separately. The first part concludes
with the analysis of the operational modes of ciphers. They are very important for practical encryption,
since in the real employment of a cipher the encrypted data are usually much longer than the basic block of
the cipher. We address security of the modes defined by the FIPS 81 standard for DES, and one modification
suggested by Diffie.

The second part of the thesis deals with the provable security of scalable ciphers. Two schemes are an-
alyzed using the tools introduced in the first part. The first one, TST, demonstrates the scalability through
primitives of the scheme; the other one, IDEA, the scalability through the structure of the scheme. Using
the T'ST cipher we illustrate that careful selection of primitives can make the cipher provable secure also
without full analysis. Our analysis focuses on one of the primitive functions — a hash function — and
shows how slight changes in the function can influence the security of the whole scheme. Since the prim-
itive function of the IDEA cipher is not scalable over 32 bits, we focus our analysis to scalability through
structure. We introduce two schemes — one with parallel and the other one with serial structure — and
evaluate their security. The second part closes with comparison of the schemes discussed in the thesis.
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Appendix A

Notation

lix,y)ea
AdUgTK(d) (Fl, FQ)

AdvCATK(@) (¢
AdvCA™ED () A)
AdvCATEE9) (Mode[C])
AdvFATRU) (F)
AdvFA™ (| 4)

ATK
ATK™

ATK™
ATK*
ATK -

C
C*
DecC4(C)

DecF(F)
F

F*
[F]
lg()
mE

M
M+
M*
Mk
M
msh(x)
SL

1if (X,Y) € A, 0 otherwise

advantage of the distinguisher D realizing attack from the class of
attacks ATK distinguishing between functions F; and F» [page 8]
advantage of the best distinguisher realizing attack from the class of
attacks ATK against the cipher C (distinguishing between C and C*)
[page 8]

advantage of the distinguisher D realizing attack from the class of attacks
ATK against the cipher C if the oracle queries and responses satisfy the
condition A [page 9]

advantage of the best distinguisher for the cipher C used in a particular
mode Mode and a perfect cipher querying an oracle with up to ¢
messages containing together up to d blocks [page 55]

advantage of the best distinguisher realizing attack from the class of
attacks ATK against the function F' (distinguishing between F' and F'*)
[page 8]

advantage of the distinguisher D realizing attack from the class of attacks
ATK against the function I if the oracle queries and responses satisfy the
condition A [page 9]

class of attacks

induced attack against a function F' if there is no inversion of the
function calculated during an attack from the class ATK [page 14]
induced attack against a function F' if there is only the inversion of the
function (F~1) calculated during an attack from the class ATK [page 14]
induced attack against a function F if there both F and F'—! are
calculated during an attack from the class ATK [page 14]

induced attack against the function F' if the usage of the function is not
determined [page 14]

cipher (random permutation) [page 10]

perfect cipher (perfect random permutation)[page 7]

decorrelation bias of the cipher C' according to the distance D

[page 12]

decorrelation bias of the function F' according to the distance D [page 12]
random function [page 10]

perfect random function [page 7]

d-wise distribution matrix of the function F' [page 10]

log, ()

mm—1)(m—-2)---(m—k+1)

message space

M\ {0}

Uiy M*

{(ml,...,mk)Nl <i1<k:x EM}

the number of elements of M

the most significant bit of x

left half of the block S [page 92]
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SIZ = (SI:DS/:% cre Sl?n)
X,

Y,

AS
AS;

AS},

A°
7rﬂﬁ1791 ([F]g( Y)

)

HO’

n

“D%*@*HEQI

APPENDIX A. NOTATION

right half of the block S [page 92]

output of the r-th round (if » = 0 input) of a (simple) scalable IDEA for
the k-the plaintext

sequence of plaintexts which the distinguisher can extract from the trace =
(sequence of plaintexts occurred during an attack) [page 19]

sequence of ciphertexts which the distinguisher can extract from the trace
7 (sequence of ciphertexts occurred during an attack) [page 19]

ST — SE [page 92]
forablock S = (s1,s2, ...
[page 100]

ASE; = Sk — SJZ(iH)

simplified TST scheme [page 74]

scheme of IDEA [page 92]

sub-matrix of the decorrelation matrix obtained by fixing the first
plaintext/ciphertext pair to (x1,y1) (see also Definition C.5)

scalable scheme of IDEA [page 101]

simple scalable scheme of IDEA [page 111]

basic T'ST scheme [page 74]

unbalanced Feistel network scheme

composed scheme [page 14]

trace, i.e. sequence of all queries and responses occurred during an attack

[page 19]

v 8n): Si — Sip1ifi<m,0rs, —s1ifi=n



Appendix B

Acronyms

ACCA  Adaptive Chosen Ciphertext Attack
ACPA Adaptive Chosen Plaintext Attack
ACPCA  Adaptive Chosen Plaintext-Ciphertext Attack
AES Advanced Encryption Standard

CA Combined Attack

CBC Cipher Block Chaining Mode

CCA Chosen Ciphertext Attack

CFB Cipher Feedback Mode

CPA Chosen Plaintext Attack

CPCA Chosen Plaintext-Ciphertext Attack
CRT Counter Mode

DCA Differential Cryptanalysis

DES Data Encryption Standard

ECB Electronic Codebook Mode

1A Iterated Attack
IDEA International Data Encryption Standard
v Initialization Vector

KPA Known Plaintext Attack

LCA Linear Cryptanalysis

MSB Most Significant Bit

OFB Output Feedback Mode

PES Proposed Encryption Standard
ROM Random Oracle Model

SBC Scalable Block Cipher

UFN Unbalanced Feistel Network
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Appendix C

Matrix Norms

The decorrelation theory uses norms on sets of matrices as a tool for calculating the distance between
functions. This distance determines the advantage (strength) of an attack against a cryptographic function
or permutation. Here we summarize the norms used in Chapter 3 for evaluating advantage of different types
of attacks, and prove their properties.

Let .4 be a set of matrices. A mapping from A to the set of real numbers is a norm if for all matrices
A, B € A for which the particular operation makes sense the following properties hold:

1. ||A|| = 0ifand only if A =0,

2. ||lu- Al = |ul - ||A||, for any real number w,
3. A+ B[ < [|A[l + Bl

A norm is a matrix norms [26], if

4. [|lAx Bl < [[All-[|1B]]

Example C.1 Let A be aset of all matrices. A mapping N/ : A — Rsuchthatforall A ¢ A, N (A) =
maxx,y JL (W|th the convention that a/0 = 0 for any a) is a norm.

Proof:

1. NZ ((0]) = maxx y 70075 =0

2. NL (u-A) = maxxy 7[1;(’;1(]’;;/‘ = maxy,y ‘?(XXYY)‘ = |u| - maxx,y —JL( ;”,l) = |u|- NL (A)
3. NL (A+ B) = maxxy 7‘[?{5];)’/‘ = maxxy 7\,4;?(;5;; vl <
macxy {55 + 10571

< maxy y B+ maxy y 1l = NI (4) + NL (B)

Example C.2 Let A be a set of all matrices. A mapping |-||, : A — Rsuchthatforall A € A, [|A]|,
>_x.y [Ax,y|is amatrix norm.

Proof:
LIo]ll, = Xx,y0=0
2 lu- Ally = Xxy llu- Alxy| =Xy [u- Aeyl = [ul Xk y [Aey| = |ul - [Ally
3. HA + BHl = ZX.,Y |[A + B]X7Y| = ZX,Y |Az,y + Bz,yl < ZX,Y |Az7y| + ZX,Y |Bw,y| =
1Al + 1Bl
4 [Ax Blly = > x y [AX Blxy| =3 x y 2 Axk - Bry| < 2xyp[Axk - Bry| =

Y x, v [Axal 1By | = X [Axal - (Cy [Bryl) € T [Axkl- I\BlllfllAlll 1Bl
]

Example C.3 Let A be a set of all matrices. A mapping |||-|||., : A — R such that for all A € A,
[||A]]|, = maxx >y |[Ax y|is a matrix norm.
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Proof:

APPENDIX C. MATRIX NORMS

1LVX:Y o |0lxyl=>y0=0
2. VX : ZY [fu-Alxyl= ZY |u - Ar,y| = |U|ZY |Amy|

VXL X Doy [Ax v S 3y [Axa | & Jul 2oy [Ax, v < Jul 3oy [Ax, v
Therefore |[|u - Al|| . = [u| - [||A]]|

VXY A+ Blxy | = 2y [y + Beyl < Xy [Aeyl + 2y [Bayl <

AN o + 1Bl

VX Yy [[AX Blxy| =22y Do Axk - Bey | <D0y D onlAx k- Bry| =

ﬁ:k l%:y |‘|‘|1|XJ|€|||' [Bry | =225 [Axkl -y 1Beyl) < 2 [Axl - [[Blll <
Al - 1Bl

Example C.4 Let A be a set of all matrices. A mapping ||-|,, : A — R such that for all A € A,

1AL, = maxy, maxg, o WXy, 1,y Doy,

. Zyl,...yk |Ax y| is a matrix norm.

.....

Proof: For short, X *) will denote the left k entries of X (z1,. .., z), and X (“=%) will denote the right
d — kentries of X (zx41,--.,24).

1 Vk,X(k), y(d=k) ZX(d—k) ZY(k) |[O]X,Y| = ZX(EFM ZY(k) 0=0
2. Vk7X(k)a y(d=h) Zx(dfk) Zy(k) I[w - A]X,Y| = ZX(EFM ZY(M |u - Ar,y| =

|ul Zx(dfm Zy(k) |Az,y|

Therefore,

maxp Iax y (k) mMaxy (d—k) Zx(d—k) Zy(k) |[U : A]X,Y| =
|u] - maxy max ) MaXy @—k Yy 2y Ayl
and [lu- All,,, = [u] - [|A],,

VE, XK YR S Yy [A+ Blxy| = X xa—n Yoym [Aey + Bayl <

Yoxta—m 2y [Aeyl + D x@—w Doy Byl
Therefore,

maxy, MaX x (») MaXy (d—k) 2 -k 2 ym |[A+ Blx,y| <
maxy, MaxX x (x) MaXy (d—k) 9 y(d—k) 2y k) |Aey| +

Maxy, MAaxX x (x) MaAXy (d—k) Y x(a—k) Dy |Bzyl

and [|[A + B, [ All,,, + | Bll,,-

4. Yk, XY ) S i Sy [[AX Blxy| =Y ya-n Soyw Y7 Ax,z - Bzy| <

Yoxt—m 2y 2z Ax.z - Bzyl =Y 500 Doyw 2gwm 2ox@—w |Bzy| |Ax z| =
Doz 2oy 2oga—w [Bzyl Qo xww [Ax z]) <

Zz(k) Zy(k-) Zz(d—k) |Bz,y | (maxgu—r ZXWM |Ax, z|) =

Doz Doyt (MaxXz@—r) Y xwr [Ax z]) Q- zwn [Bzyl) <

Yozt Doyt (MaXga—r Y x@—n |Ax z|) (Maxy w1 Dz [Bzy|) =

Yz (Maxza-r D yw-—n [Ax z]) Oy w maxyw@-r Y - [Bzyl) <

>z (MaXz@—n Y x@-n [Ax, z|) (Maxzw Y yw MaXy - D zw-n |Bzy|) =
(maxym) Y yw MaXy@—k Y zw—n [Bzy|) (3700 Maxz@- D xw-n [Ax,z]) <
(max ;) Yy MaXy @k D y@—n |Bzy]) (Maxxm D 0m maxgw—r D yw-n |Ax,z])
< (man max x () ZY(R‘) maxXy (d—k) ZX(d*k‘) |Ax,y|) .

(maxy max x ) Yy MaXy @—r Y xw-n |Bxy]) = [|All,, - 1B,

Definition C.5 Let A be a set of all |M;|? x |M;|? matrices. A mapping 7., 4, : |[M;|? x |[M;|? —
|M; |97 x |M;|91 is defined as follows: VA € AV, ..., 249 € M; Yy1,...,y4 € M, :

[Wmlvyl (A)]($27~--,Id),(y2,---7yd) = A(ﬂﬂl,12,---7Id)7(y17y2,---7yd)

Lemma C.6 Let A be a set of all |M;|? x | M| matrices. For all A € A, and for all B € A for which
the following operations make sense:

1. Tx1,y1 ([U’A]) =U-Tgy,y (A)
2. Tay gy ([A+ B]) = Ty (A) + Tay oy, (B)
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3. 7TI17y1([A X B]) = Zkl Ty ke (A) X Ty ,y1 (B)
Proof:

L (T ([u- A]))(121---Id)1(y27~~~yd) = [u- A](Ilv»»»rd)v(yh---yd) = U Aday,a),(y1,ya)
=Uu- (7-[-11791 (A))(I2,...Id)7(’y27»~yd)

2. (ﬂ-zl,m([A + B])) = [A + B (T1,a),(Y1,--ya) — A(Ilvazd)v(ylv---yd) +

(z2,---za),(y2,---Ya)

]
Bay, ), (w1rva) = (Mg yy (A) + oy g, (B))(Izy,,,zd)y(yz,__yd)

3. (ﬂ-ml,yl([A X B]))(I27»»»zd)7(yz,--.yd) - [A X B](Ila---md)7(y17~~~yd) =
Doy Dkannden A@r ) (brveka) " Blhyoka) (r,oya) =
(Zkl Ty et (A) X Ty, (B))

(z2,-.2d),(y2,---Ya)

Example C.7 Let A be a set of | M;|? x |M;|? matrices. Amapping ||-||, : A — R suchthat forall 4 € A,

max 3 [T, (A, d> 1,
lAll, = "

AN oo d=1,

e [|All, = max,, Yo, maxg, Yo, .. maxe, Yo [Aarza..w).(y1.yan..pa) | 1S @ Matrix norm.
Proof: By induction:

A. Ford = 1 see Theorem A.3.
B. d>1:

L [0]], = maxe, 3, s (A)ll, = ma,, 5,0 =0
2. w12 5, [ann (AN, = X, 10 T (A, = 3y, Jul - s (A)]],
= Jul 3o T (A

Hence for any x4 and x12:
2oy 1Ten o ([WAD N, < 220, 172s 00 (WA, € 22, (172000, (A, <

2y 1M1z, (Al -
From this follows that ||[u - A]||, = |u| - [|A4]],

3. Vy: 3o ey g, ([A+ B, = 32, 7215, (A) + 72y 4, (B)]], <
2y 1 (Al + 172000 (B, < (1Al + 1Bl
4. Yoy 30, A X B, =32y, 5y 170k (A) X Ty 0 (B, <220, 1k, 1720k (A, -

17t n By = S It (Dl (S, 78200 (B, ) <
St e (A, - 1B, < 141, - 1Bl

Example C.8 Let A be a set of | M;|¢ x | M;|? matrices. A mapping ||-|, : A — R such that for all 4 € A,

e max{n;a;x2||ml,yl<z4>||s, n;?mehyl(A))ns}, a>1,
s 1

Y1

max {[[|Alll.. [[[AT]]| .}, d=1,
where AT is a transposed matrix to A, is a matrix norm.
Proof:

A d=1.

L Va1 3, [0y | = 0.
Yy - Zzl |[O]Ilyyl| =0.
Therefore, ||[0]]|, = max{0,0} = 0.
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2. Vxq Zyl |[UA]11,y1| = Zyl |u : Aﬂﬂl,y1| = |u| : Zyl |Aw1,y1|-

Yy Zggl |[UA]I17’91| = Zggl |u : AI17y1| = |u| ) Zggl |AI1,y1|'
Therefore,

maXe, Z [UA]11,y1| = |u| - maxy, Zyl |AI1791|'

|
maXy, Z |[UA]111y1| = |u| - maXy, Zzl |A117y1 |1
and

[[uA]ll, = max {H;axz [uA]e, ., Hll}axz |[uA]z1,y1|}
! Y1 ! x1
= |u| - max {maxz [ Az 1l maxz |Axl,y1|}
Z1 Y1
Y1 x1

: V.’L‘l : Zyl |[A + B]Zhyll = Zyl |A11,y1 + Bﬂﬂl,y1| S Zyl |A117k1| + Zyl |Bz1,y1|

< maxg, Zyl |A11,7€1| + maxg, Zyl |Bll7y1|

vyl : Zzl |[A + B]111y1| = le |Azl7y1 + le,yll S le |A11,7€1| + Zzl |Bw1,y1|
< maXy, Zzl |A11J€1| + maxy, Zzl |BI17y1|

Therefore,

{m?xz I[A+ Blay .y, HL?XZ [A+ B]w1,y1|}
Y1 z1
< max {maxz [Agy | + maXZ | By, maxz | Az | + maxz | Bay 1 | }
< max {H}E?XZ |Az17y1 |’ my?xz |Az1’y1|}
Y1 1
+ max {nﬁxz |Bay iy |, Hlyéllxz |Bay |}
Y1 1

= [lAll, + 1Bl

E AZ1J€1 : Bkhyl

k1

Vy Z |[A x B]Il,yl| = Z
Y1

Y1

< ZZ |A1171€1 : Bk1,y1|
Y1

k1

= ZZ |A11 k1| |Bk1 y1| = Z |AI1 k1| (Z |Bk1 y1|>

Y1 k1

< Z |A11,k1 (maxz ’Bk17y1 )
k1
= max 3 B+ 32 1 Aes ]
Yo k1
< maXZ [Agy k| - maXZ | Bry 1 |
1 kl
k1 Y1

Similarly, Vy, : ZII [[A x Blg, 4| < maxy, le | Ay, k| - max,, Zkl | Bk 1 |-
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Therefore,

A x B]||

S

= { XE I[A % Bz, 4], maxg |A><Bz1y1|}
{max E |A11 y1| maX E |Bf$1 y1| maX E |A11 y1| max E |BI1 y1|}
S max {max § |Az17y1 |a max E |A117y1|}
ZT1 Y1
T Tl
- max {max E |BI1791|7 nmax E |Bx1,y1|}
ZT1 Y1
Y1 1

= Al - 1Bl

< max

B. d>1:

LoVay: 3y, 17,6 0]l =0
Yy : g, 1m0, (01l = 0.
Therefore, ||[0]||, = max{0,0} =0

2. Vw1 3y, Ty WAl = 2oy, (1w oy Al = Jul - 320, 170,00 Al

VY1 D e WAl = 2200, e oy Al = Jul - 32, (17204, All
Therefore,

maxg, 3o, N7y g [wAlll = Ju| - maxe, 35, |7e, 5 Al

maxy, Zzl Hﬂ-fﬂlqyl [UA]HS = |u| - maxy, Zggl ||7T117y1A||S'
and

N

= [ul - maX{maXZIIM n smaXZHml nAl }

N

[uA]|l, = max {H;B;XZ 17 0 A 1], 2% D 7 (170, [uA]IIS}
z1

3. Vi : Zyl Hﬂ'zl,yl [A+ B]Hs = Zyl Hﬂ'whylA + Wml,mBHs < Zyl HT"zhylAzl,les +
Zyl Hﬂﬂﬁlqle”S S maXIl Zyl |‘7rI11y1A11,k1H5 =+ maXIl Zyl ||7Txl,le||S
V1 D g Imey n [A+ Bllly =220 17e 0 A + 7oy 0 Bll, <520, 1720 404wy bl +

le Hﬂﬂﬁlqle”s S maxyl le |‘7rI11y1A11,k1H5 =+ maxyl Zzl ||7rI17le||s
Therefore,

1A+ Bl

- max{maxz v a4 + B, maxz s 0 [A + Bl }

Y1

< max {H}f}XZ 172y, All, + H;E}XZ 721,50 Bl +

Y1 Y1
maXZ 704, All, + maXZ ||7T117le||s}
Y1 Y1
T ZT1
< max {ngxz 72100l max ||ml,y1A||s}
Y1 Z1

+ max {H;?XZ 721,50 Bl H;?XZ ||7Tzl,le||s}
Y1 x1

= [l All, + 1Bl
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1 Z |71, [A x B]|l, = Z Zﬂwl,mA X gy 0 B
Y1 y1 Il k1 s
S ZZ HWIhMA X 7T11791B||5
Y1 k1
< Z Z Hﬂ-IhylAHS ’ Hﬂ-zlale”s
y1 ki
= Z [72r,4: Al <Z ||7Tz1,le||s>
k1 Y1
< Al (1S 51,
= Hia‘xz Hﬂ-ﬂﬂl,le s Z ||7T$17y1A
I k1
< H;?XZ 7y All, - H}C?XZ 71y, B
k1 Y1
Similarly,
V12 2, [Tarp0 [A X Bl < masce, 30, (1700, 0 Al - maxy, 32 (170, 4, Bl
Therefore,
1A > Bl
= max {H}E?XZ ||7T11791 [A X B]”sa H%EJXZ ||7r961791 [A X B]”s}
Y1 1
< max {H}gxz 725, All, - II;ETXZ 7214 Bl
Y1 Y1
HL?“XZ ||7rI1791A||5 : HL?XZ ||ﬂ-xlvle||s}
ZT1 1
< max {ngxz 721 00l max ||ml,y1A||s}
Y1 Z1
.max{n;athrzhleHS, myaxz ||7rm17le||5}
! Y1 ! Z1
= [l4ll, - 18Il
|
The matrix norms ||-||;, |||/ Ill,1s [I]l4> @nd [|-]| ; are similar in their essence. Calculating ||-||,, one

adds sums of all lines. Thus also for that one the ||-||| ., takes as the maximal one. Therefore, the ||-||; gives
always greater or equal values as |||-||| ... Similarly, calculating ||-||,,,, or ||-||, one has to go also through the

choice of |||-]||

, S0 these give also greater or equal value as |||-||| . Since ||-||, tries all combinations of X,

and Y it always gives the greatest value. The following graph shows the relationship between the mentioned
matrix norms. Vectors direct from those which return smaller values to those which return greater values.
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Appendix D

Some Simple Lemmas

Here we present some lemmas used in several proofs, which are not related to the theory of provable
security.

Lemma D.1 Let z be a real number such that 0 < = < 1, and d be an integer. Then
(l—z:)d >1—dzx.

Proof:

(1-2)=1- (f>z+...z1dx

]
Lemma D.2 Letn and d be two positive integers such that d < n. Then
d 2
S
nd — 2n
Proof:
d d-1 d—1 d—1 9
- n—1i i d=
= I——)>1-) —=1—-—
nd ]-_-[ n ( n> - n 2n
1=0 =1 =1
]
Lemma D.3 Letn and d be two positive integers such that d < n. Then
n2d d?
md? =" n
Proof:
2d B -1 .d—-1 d 2
n*®  (n—d) :Hn d Z:H 1 d Zlfé 217d_
(nd)2 nd T o n—i bl n—1 n n
]
Lemma D.4 Let x be a real number such that 0 < x < 1. Then
z>1—e %> (17671)117.
Proof: The exponential function is defined by the power series
xr - ‘Tn
e = Z n!’
n=0
and thus we have
—z _ o (—1)ran
e "=1—x+ Z o >1—=x
n=2
I N e Vi o~ ()" o (=D)ra” —z
ey e S e S B —a e
n=0 n=1 n=1
]
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